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CGI.br:
A multi-stakeholder 
organization that 
coordinates all Internet 
related activities in Brazil. 

TLP:WHITE



NIC.br:
Not for profit 
organization that 
implements all services 
and decisions of CGI.br.

TLP:WHITE



CERT.br:
Structure and Services
Service Areas:
Incident Handling
- National focal point for reporting security 

incidents
- Collect and disseminate information about 

threats and attack trends
- Increase the country’s security awareness 

and incident handling capacity
- Develop collaborative relationships with 

other entities
- Help new CSIRTs to establish their 

activities
Incident Management Training
Best Practices and Awareness Materials
- Network and system administrators
- End users
- Kids and parents

Created in 1997:
August/1996: report with a proposed model is published by CGI.br
June/1997: CGI.br creates CERT.br (at that time called NBSO – NIC 
BR Security Office)

   Honeypots
− Coordination
− Facilitation

− Courses
− Presentations

Training and
Awareness

Incident
Handling

Trend Analysis

− Distributed

− Documents
− Meetings

− SpamPots

& Net. Monitoring

− Support
− Statistics
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Brazilian ISPs Ecosystem

Cetic.br National ISPs Survey 
- Total ISPs (estimated): 6618
- Respondents: 2177
- 75% have 1000 clients or less

https://www.cetic.br/pesquisa/provedores/

LACNIC ASN Allocation Stats

http://www.lacnic.net/en/web/lacnic/estadisticas-asignacion

(6713)

IX.br SP
One of the biggest in the world
- #1 in participants (1467)
- #3 in traffic – both average (3.5T) and peak (5.1T)

https://www.pch.net/ixp/dir

�700 ASes use MikroTik as core router

TLP:WHITE

https://www.cetic.br/pesquisa/provedores/
http://www.lacnic.net/en/web/lacnic/estadisticas-asignacion
https://www.pch.net/ixp/dir


We need a healthier ecosystem:
National Initiative – A More Secure Internet Program

https://bcp.nic.br/i+seg

Current Goal:
- Reduce the number of 

systems that can be abused 
for DDoS attacks

Incentive to adopt best practices:
- Hardening
- Routing Security
- Anti-spoofing (BCP 38)
- Close open services

Joint initiative involving several 
organizations
- ISOC and ISPs, Hosting and 

Telco Associations

TLP:WHITE

https://bcp.nic.br/i+seg


A More Secure Internet Program:
Early Results – Antispoofing (BCP 38) Implementation

https://eng.registro.br/pipermail/gter/2019-May/076685.html

- Higher adoption than in other countries
- Noted by CAIDA Spoofer Project

TLP:WHITE

https://eng.registro.br/pipermail/gter/2019-May/076685.html


A More Secure Internet Program:
Early Results – Reducing Open Services

https://www.cert.br/stats/amplificadores/

Focusing more on the top 5:

- The top 1 (SNMP) reduced from 
500K IPs to 100K 

- most in the big Telcos

- Ubiquity devices became abused 
recently

- mostly on small ISPs

Common denominator in most of them:

- They are low cost CPEs (home 
routers) 

- with bad factory defaults and do not 
allow changes most of the time

TLP:WHITE
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Minimum Security Requirements for Customer Premises 
Equipment (CPE) Acquisition
Work developed by the LAC-AAWG – Latin American 
and Caribbean Anti-Abuse Working Group
Joint Publication of
- M3AAWG - Messaging, Malware and Mobile 

Anti-Abuse Working Group 
- LACNOG - Latin American and Caribbean 

Network Operators Group
- Editor: Lucimara, LAC-AAWG Chair / CERT.br

Currently available in:
- English and Japanese

New translations to be released soon:
- Portuguese, Spanish, French, German and 

Korean
www.lacnog.net/docs/lac-bcop-1 
www.m3aawg.org/CPESecurityBP

TLP:WHITE

LACNOG 
Latin American and Caribbean Network Operators Group 
Department of Montevideo, Oriental Republic of Uruguay 
www.lacnog.net

M3AAWG
Messaging, Malware and Mobile Anti-Abuse Working Group

781 Beach Street, Suite 302
San Francisco, California 94109 U.S.A. – www.m3aawg.org

LACNOG-M3AAWG共同作業による
顧客側通信機器 (CPE) が備えるべき
最低限のセキュリティ要件についての

Best Current Operational Practices
LAC-BCOP-1

May 2019
この文書の原文は LACNOGのWebサイト www.lacnog.net/docs/lac-bcop-1で入手できます

この文書の原文は M3AAWGのWebサイト www.m3aawg.org/CPESecurityBPで入手できます

この文書は LACNOG1 (Latin American and Caribbean Network Operators Group) と M3AAWG2 
(Messaging, Malware and Mobile Anti-Abuse Working Group) によって作成された共同の Best 
Current Operational Practices (BCOP)である。LACNOGのワーキンググループである LAC-
AAWG3 (Latin American and Caribbean Anti-Abuse Working Group) と BCOP Working Group4が作成

した草案をもとに M3AAWG会員と Senior Technical Advisor及び M3AAWG 技術委員会との協
調作業によって作成された。
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Awareness Materials Developments:
InternetSegura.br Portal

TLP:WHITE



TLP:WHITEPortfolio under Creative Commons License 
Training Teachers to Use it in Class



A final note:
National CSIRTs Cooperation



Kids Material – Now in Finish! 

- Presented by CERT.br at the 2017 lightning round
- NCSC-FI reached us for permission to translate

- released in finish at the 2019 Safer Internet Day
https://internetsegura.br/criancas/

https://www.kyberturvallisuuskeskus.fi/fi/ajankohtaista/turvallisesti-netissa-oppaat-lapsille-ja-vanhemmille

https://internetsegura.br/criancas/
https://www.kyberturvallisuuskeskus.fi/fi/ajankohtaista/turvallisesti-netissa-oppaat-lapsille-ja-vanhemmille
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