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Agenda CaNTER

* Introducao ao ISC

- Sensores Distribuidos e DShield.org

— Analise dos Dados e a Lista dos Handlers

* Estudo da nova tendéncia de criacao de Malwares

- Slammer Worm
- Sasser Worm
- AGO/GAO/PhatBot Variantes

e Bot e Botnets

e Conclusoes

http://isc.sans.org
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Participacao Cenrer
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* Enviando Logs de Firewall

- Suporte a um grande numero de firewalls. Para uma lista atualizada
e instrucoes, veja:

http://www.dshield.org/howto.php

Os envios podem ser feitos de forma anénima. O importante &
lembrar que nenhuma rede € pequena para o envio destes Logs!

* Relatando incidentes para o time de
Handlers do SANS [ISC.

- Estranhos binarios encontrados. Sinais de exploits, dicas para
prevenir incidentes, ou mesmo para instrugdes para 0s usuarios.

http://isc.sans.org
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Entendendo o website do ISC

A.
SAMNS Bookstore SANS Reading Room SAMNS Portal
Trends Contact About INFOCon Presentations Links
Handier's Diary: Ethics f 8SH brute forcing continues
Port Lookup:
m Learn how to include the InfoCon logo on your homepage
Today's Diary . &8 HE |
Previous
Handlers Diary September 11th 2004
+ Port Graph Updated September 11th 2004 23:36 UTC (Handler: Swa Frantzen)
- Port History Ethics / SSH brute forcing continues @
- Today's Diary O a day like this it's not such a big effort to ponder about the L
different mentality and ethics people have. Don't worry, [ won't go
away from the information security scene.
+ Papers and B nmicrozoft-ds. 445 B epmap.135 W dabber 9598
Analysis Ethics O =asser—-ftp.5554 [0 nethios—ns,137 B Reserwved.10:
k o B other Sep doth 2004
- Survival Time Crackers _
I generally call people breaking into systems crackers, not hackers. PgrtHlStGw _ e ‘G_' L
+ Database ) 106
Statistics why do they do it? Because they can. = B e R s L
+ Diary Do they know they cause a lot of work? Yes: they will often try to : g E Yo
Arehive minimize the work by leaving the ariginal content in a backup copy. "E' I
] g u
+ Frenid In their ethic:al_\.f'rew it's right, all you r'ueeu:_l to do as a defender is fix ﬂ Eeolh == 445
History the bug and reinstall the backup over their defacement. 2 E -_ 135
Unfartunately this is only true is you know 100% sure the cracker 4}; I -- o@ag
+ ISTS Mews didn't do anything else, otherwise it takes a lot more work, = i il e
- world Ma Spammers _-;,..o..ﬁ.\\._’_{;ﬁ-_;=:‘__‘;::“ -- B854 5

http://isc.sans.org
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Handlers List k_wm.a

 Grupo de 30 profissionais de seguranca

- Geograficamente dispersos (América do Norte e Sul, Europa, Asia)

- background (ISP, governo, financeiro, educacional)

* A cada dia um handler € designado a ser o 'handler
do dia’

* Para enviar noticias, duvidas ou questionamentos
aos handlers, utilize o formulario de contato
( http: //isc.sans.org/contact.php) € 3

http://isc.sans.org
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 Mas afinal...o que € um Malware?

“Malware is a set of instructions that run on your
computer and make your system do something that
an attacker want it to do.”

--Ed Skoudis

|ISC Handler e Autor do i
Malicious Code

0 Malware: Fighting

\luu ml

http://isc.sans.org
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* Por que estamos vendo uma onda de Malwares em 20047

- Em abril, mais de 900 variantes do GaoBot

Virus Characteristics:

-- Update Auqust 11, 2004 --

*50 variantes por semana

There are now over 4000 variants of this threat, many of which were proactively
detected, and this number continues to grow at a rapid rate.

AVERT is constantly enhancing generic detection far this family. To ensure you have
appropriate protection please do use the latest DATs, latest engine and do not
dizable scanning of packed executable files.

-- Update April 6, 2004 --
There are now over 700 variants of this trojan-turned worm.  hultiple new varants are
discovered each week. They wary in file size and name.

This detection is for worms that are based on the |IRC-Sdbot trojan code. The source
code for the IRC-Sdbot trojan was published on the Internet earaa tivaa amn and o

number of worms are based on the same code. The ft L arge Numbers of Gaobot Worm Variants Proliferating
such worms: Aprl 29, 2004

& W Sdbot waorm . ) .

¢ W32/Sdhat warm. gen Moatfee Thursday issued an alert for W32/ /Gaobot. worm. ali, with the

+ W32/Sdbot.worm.gen.b warning that there are more than 900 variants of the Gaobot wvirus in
=existence.

The source code for Gaobot was posted to various webh sites resulting
in many new wvariants being created each weelk, the wvendor reported.

w32 SS5aobot worm.ali stands out from some others as it seems to be
the first wvariant that incorporates code to exploit a MSO04-011
vulnerability (LSASS “ulnerability (CAM-2002-052200, This particular
variant is not currenthy a threat as it is dependant on an IRC serwver,
which is no longer available. Howewer, it is presumed that other
variants will likely fallow soon, which are functional. Details of those
variants will likely vary from this one.
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Deteccao da Evolucao dos Malwares Canter

* Fluxo normal na criacao de Worms

- Publicacao da Vulnerabilidade
e Com ou sem correcao por parte do fabricante
* Ultimamente coordenado com o fabricante
- Implementacao dos PoC (Proof-of-Concept)
distribuidos publicamente
* Websites (K-otik ??) , Listas de Discussao (Full-Disclosure ?7?)
* Boa parte restrito ao underground (moeda de troca!)
- Automatizacao dos Exploits

* 3 passos
- Scanning
- Comprometimento
- Acoes Maliciosas (Backdoors, DDoS...)

http://isc.sans.org
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Malwares e 0 ISC CanTer

* Deteccao de Worms

- O ISC recebe cerca de 40 milhGes de Logs por dia e
1 bilhao por més, o que facilita a deteccao de novas

tendéncias.

- Triggers que avisam quando determinados padroes
ultrapassam um limite ou saem de um padrao ja
observado

- Graficos e dados que ilustram as mudancas de
comportamentos de trafego.

http://isc.sans.org
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Malwares e 0 ISC Ls‘fw

* Exemplo 1: Porta 443 — Trafego sem worm

Fort 443
000 —  SO000
ol B - 5 | = (i3]
e B if " - i
= £ : ~ s =
= 50000 | / 0 =
s E = i = L
00000 | ! ) - “
B B e
u i)
C i H G000 2
20000 i | 15 i
- I : L A soooa
Zoooon - i - &
- | = RaTulale!
150000
: FO000
LEatiy _ SO0
B P
5¢¢¢¢.£s: v £ 10000
I - R i ot — Records
Ty Lo - - | T (L] - ~ { |
—i [l (¥ > = ~ bon -l ¥ Targets=
(= = = =1 =1 = —1 == = —1
F £ i = = = = = = £ | —  Sources

http://isc.sans.org
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* Exemplo 2: Porta 445 — alta probabilidade de worm

Port
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Criacao de Malwares CanTer
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e Caso 1: Slammer Worm

Micro=oft

Exploit
Security Laricadi Slammer
Bulletin
- - - - - - CoF
Julho Agosto Setembro Outubro Movembro Dezemhro Janeiro
2003
2002

25 de Julho de 2002: Microsoft Security Bulletin MS02-39 —
vulnerabilidade no MS-SQL Server

* Novembro de 2002: Website PacketstormSecurity publica o
primeiro exploit

e 24/25 de Janeiro de 2003: Slammer Day!

Tempo de desenvolvimento: 6 meses!

http://isc.sans.org
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e Caso 2: Sasser Worm — Abril 2004

11 12
18 19
25 286
public
LSASS
exploit
2 May <.
sassaer.c | sasser.d

13
FPatch
Day

20
TCP
RST

27

LSASS
Saobot

4

14 15116 i ¥
IFs DOSsS | LSASS
exploit exploit
2 22 23 24
IS SSL
exploit
28 29 3011 May
MSFT
by SAS lsasserb
Errata SER
o B Fi 8

Te

po de desenvolvi

=< 2 weeks
to patch !

3 weeks to
WA

(a1 on Manx
Yih)

ento: 17 dias

http://isc.sans.org
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Criacdo de Malwares LS,;Ja

* Mydoom.Al — descoberto em 08 de
Novembro de 2004

1.

2.

3.

Chega em emails (header informa que foi scaneado contra virus);
Nao carrega o virus;

Fornece um link com uma noticia interessante (PrOn) para que o
usuario clique;

A pagina faz uso de uma vulnerabilidade IFRAME no IE (que NAO
ha patch!) para infectar o computador remoto ;

Vulnerabilidade publica em 2 de Novembro de 2004

Tempo de Desenvolvimento: 6 Dias!

http://isc.sans.org
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Criacao de Malwares CanTer

e Bots!

e Software que realiza acoes em nome de um
humano

* Nao muita diferenca dos worms

* Permite um controle remoto da maquina através de
IRC (Internet Relay Chat), p2p...

* Varios propositos:
- DDoS
- Relay para Spam
- Proxy Anénimo

- Controle total da maquina via IRC

o __\arios-bots-sob-o-dominio-de-um-atacante == BotNet

http://isc.sans.org
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Criacao de Malwares CanTer
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e 2004: O ano dos Bots!

- AGO/GAODbot, Phatbot, SDbot, RxBot, rBot, SpyBot, Global Threat...
* Busca por:

- Multiplas vulnerabilidades,
- Backdoors deixadas por outros virus (MyDoom...)
- Multiplas portas abertas para realizar o ataque:

» 2745, 1025, 3127, 6129, 5000, 80...

* Nosso exemplo:

- AGO/GAObot
- Phatbot

Agobot == Gaobot == Gobot == Polybot == Phatbot

http://isc.sans.org
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Criacao de Malwares
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 Familia Ago/Gao/PhatBot

e (Caracteristicas:

- Base de conhecimento de exploits:

Porta 135 — exploits antigos

Porta 445 — exploits antigos

Porta 80 — exploits antigos 11S

Porta 3127 — Backdoor MyDoom
Porta 2745 — Backdoor Beagle

Porta 6129 — exploit para Dameware

Incorporacao do exploit do LSASS dias
antes do Sasser!

— Controle via IRC de forma anbnima

- Podem fazer “sniffing”...

Port Summary - 4-2004

Top 10
Top 50
Tap 75
Top 100

Port

Sources

Targets

Count

135

156051

1395149

5143275

445

453076

129243

3778151

a0

L64585

115219

4276722

3127

55487

111672

1076421

137

39163

110703

1054706

2745

bo943

03571

890011

1434

20558

02144

521907

1433

5265

75170

704304

619

38212

6o662

409312

1349

29451

pa5l1o

ola041

http://isc.sans.org
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Criacao de Malwares CanTER

* Por que esses bots representam uma
evolucao na criacao de Malwares?

- Versdes com codigo fonte disseminado e ‘livre’

- Possibilidade de alterar o original, fazendo sua prépria variante!

http://isc.sans.org
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Criacao de Malwares CanTER

* Versdes com codigo fonte disseminado e ‘livre” (GPL!)

I® ddos - Bloco de notas

Arquivo  Editar  Formakar  Exibir  Ajuda

[ Aguﬁth — a modular IRC hot for Win3z2/ - inux -
[ Copyright (C 2003 ago =

j ogram s free software; wou can redistribute 1t andsor
deﬁFE it under the terms of the GHU General Public License
as published by the Free software Foundation; either wersion 2
License, or (at wour option) amy later wersion.

This program i=s distributed dn the hope that 1t will be useful,
but WITHOUT ARMY WARRAMTY; without even the implied warranty of
MERCHANTABILITY or FITHESS FOR A PARTICULAR FPURPOSE. sse the
SHU General Public License for more details.

vou should have receiwed a copy of the GHMU General pPublic License
a1ung with this program; 1f not, write to the Free software
Foundation, Inc., 5% Temple FPlace - suite 330, Boston, Ma  02111-1307, Usa, %7

#include "main.h"
[#include "ddos.h"
i#Finclude "mainctrl.h”
[{#Finclude "sywnflood.h"
#include ”gumﬂf1DDd.h"
[#Finclude "httpflood. h"

ivold CoDos::Inito)
| m_iMumThreads=0; m_bDbDosing=tTalse;

g_cMainctr]l.m_ccommands. Registercommand(&m_cmdrPing, "ddos. pingflood", i
g_cMainctr]l.m_cCommands. Registercommand (&m_cmdUbP, "ddos. udpflood"”, :
g_cMainctr]l.m_cCommands. Registercommand (&m_cmdspoofedunr, "ddos. spudpflood”, i
g_cMainctr]l.m_cCommands. Registercommand (&m_cmd Sy, "ddos. synflood"”, i
gocMainctr]l.m_ccommands. Registercommand (&m_cmdHTTR, "ddos. httpflood"”, i
f_cMainctr]l.m_cZommands.Reqgistercommand (&m_cmdstaopa, "ddos.stop', i
[
‘ .ddos. synflood <hosts <times «delays> <port:
— port 0 = random port
.ddos.udpflood <host:> <number: <size:> «delay> <ports
— port © = random port =
£ | 3 |
F —— — L _..__ ==

http://isc.sans.org
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Criacao de Malwares

— Possibilidade de acrescentar modulos com novas
funcionalidades e exploits, chamados de “Mods”

EN Mods

J Arquivo Editar Exibir Fawvoritos Ferramentas Ajuda
| -=> -7 | D3| a9 X = | EE
J Endereco Ia Mods
Fastas > 1 - -1 = B ==
S ep | TR P B =
=123 phatbot_current e LS glowy mods-readme. kxk
=3 phatbok Mods
{:I =y
D agobots_ nods-readne. k=t
EI CI Bin Docurnento de texko
----- (23 win== 4 nmods-readme.txt - Bloco de notas — 10l =]
EI l:l configgui Srguivo  Editar  Formakar Ajuda
- 0 s [here is mods section. =]
23 mds
G Rel=a Please make folder in your nick like glow and put pour cpp files or how
] res tos in there )
o canfigs
I'_T"I--CI dac Glow
- A2 IMew
- I = ||
""" A templ
D Frplib
<1 hookdll
=1 lib
l:l =Lty
=-{Z3 opens
1 mds
=- E Mods
- l:l =Lty -
----- I Alea —I
Y | _»I_I |

|Ti|:n:|-: Documenkto de texto Tamanho: 128 byvkes |12EE bvtes |@. Meu computador
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Criacao de Malwares

e Referéncia dos Comandos:

&3 apobot3 command reference - Mozilla Firefox
File Edit . Help

File: /i : \Document ettings/pedra/D liccyber fagobotfagobot3-prividocfcommandrer. hkml

Agohot?

command reference

for Agobeot3 0.1.3 Alpha)

Aoohot3

kot f command manager £ cwar £ ire £ mac f redirect /£ downloader

command | __ alias ] | synt; | description J example

bot commands I . |

<bgo> botabout
“hgobot3= Agobot3 (0.1 3 Alpha) "Feleasze" on
W E2" by Ago (theago@gmernet): homepage:
httpfinone. vet!
: <hogo=> bot die
terrmunates the bot o= Agobots has quit (Fead error: 104 (Connecthion
|[reset by peerl)

=dgo> bot dns ago bastart. net

b gobot3® age bastart net -= 20.0.1.55
=fgor botdns 20.0.1.55

<bgobot3> 20.0.1.55 -> ago bastart.net

kot about kot about displays the mnfe the author wants you to see

kot dns <hcstnamelfip= resolves ipihostname by dns

imales the bot execute an exe, exe 13 hidden
kot execute <wsibadity= when wsibdity 15 0 note that wisibidity has no b oo botexecute 1 notepad exe

"= command=" effect on gui programs that dont honor the Wictim executes notepad. exe wisible)
wisibility parameter Winhlain gets.

bot execute

Dione
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* Moditicagao facil do codigo fonte

Em phatbot

J arguivo  Edil & dcomscanner.cpp - Bloc = O] =]
J I Arguivo  Edikar  Formatar  &juda _I
#include ""main.h™ -
JE"":'E"EED ||:| Fl##tinclude "mainctrl.h" - LI oI
#include ""utility_h" = —
F"ast.?s #tinclude “"shellcode _.h" I M-:ulelcad-:u_l
=11 pht Zzjalz004
. = plclass CScannerDCOM - public CScannerBase 221312004
EI‘-E £ Z2zi3izo04
r(public: 2zl 32004
. e e 221352004
=S 21j3/2004
. . . >1iEinng
Arquivo  Editar  Formatar  Ajuda
- : & ddos.cpp - Bloco de notas = O] =|

F*5T baglescanner .cpp GC

Arguivo  Editar Formatar a&juda

=]
PR #include ""main.h"
#include "mainctrl_.h""
+++r++r+rrr 4+ +r++++++ (Hinclude “"ddos.-h* J
++4+++4++++F+++H+4++FF+F 4 F
void CDDOS::Init()
e  E  h s b bk e P m_iMumThreads=8; m_bDD0OSing=false;
et B R S e e e R I e REGCHMD{m_cmdUDP , ““*ddos .udpflood', ""starts
* 7 a UDP flood', false, this);
REGCHD{m_ cmdiyn, “"ddos .synflood™ , "starts
an 5¥YH flood', false, this);
#tinclude ""main.h" REGCHD{m_ cmdHTTP, "“ddos _.httpflood"’, "*starts
#include ""mainctrl.h" a HTTP flood", False, this);
#include "“"utility.h" REGCHD{m cmdZtop, “"ddos .stop™, “"ctops
all floods*'", false,
class CS5cannerBagle = this);
public CScannerB REGCHMD{m_cmdPhatiyn, “"ddos.phatsyn®, "starts sun
e flood", fFalse, this);
Ll -1 -=nw|hnr--=n:-rrhmrll| REGCHD{m cmdPhatICHP, *ddos .phaticmp", “*starts icmp -

|Ti|:u:|: Arguivo CPP Tamanho: 5,76 KB |5,?E~ kB |E.EJI Meu computador
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Criacao de Malwares CanTer

* Muitos arquivos de codigos fontes
 Muitos arquivos de headers

* Muitos arquivos de configuragao

* Muitos parametros de configuracao
* Muitos Mods

e Enfim...

* Muito complicado criar sua propria versao...

http://isc.sans.org



INSTITUTE

Criacao de Malwares

@‘IWinZip {Evaluation Yersion) - phatbot_source.zip

File Actions Options Help

2

D

iSeIected 0 files, 0 bywtes

|TDta| 1295 files, 184.953KB

(* R

http://isc.sans.org

e Open Favorites Add Exkract Encrvpk igw CheckOut \Wizard
[ame I Twpe | Modified Size I Ratio | Packed | Path :!
@ contrib.bxt. svn-base SWRM-BASE File  21)/3/2004 17:23 % 0% 4 phatbot_curre. ..
jcpanelscanner cpp.svn-base SWR-BASE File 220372004 16:39 ! 0% 4 phatbot_curre. .. —I
j cplugin.cpp.svn-base SWN-BASE File 21)3fz004 17:23 4 0% 4 phatbok_curre. ..
j cplugin.h.svn-base SVWM-BASE File 21)3/2004 17:23 % 0% 4 phathat_curre. ..
ﬁ crvpler. cpp.svn-base SWR-BASE File  21)/3/2004 17:23 % 0% 4 phatbot_curre. ..
u crvpter. h.svn-base SWR-BOSE File 21132004 17122 4 0% 4 phatbot_curre. ..
jcstrlng cpp.svn-base SWN-BASE File 21)312004 17:22 30 0% 30 phatbot_curre...
jcstrlng h.svn-hase SWM-BASE File  21)/372004 17:23 30 0% 30 phathat_curre. ..
j cthread.cpp.svn-base SWRM-BASE File 220302004 16:39 % 0% 4 phatbot_curre. ..
E cthread.h.svn-base SWR-BASE File 211372004 17123 ! 0% 4 phatbot_curre. ..
jcvar cpp.svyn-hase SWN-BASE File 21)3fz004 17:23 4 0% 4 phatbok_curre. ..
vaar h.swn-base SYM-BASE File 21302004 17:23 % 0% 4 phatbot_curre. ..
jdcostcanner cpp.svn-base SWR-BASE File  21)/3/2004 17:23 % 0% 4 phatbot_curre. ..
Udcumscanner cpp.svn-base SWR-BOSE File 21132004 17122 4 0% 4 phatbot_curre. ..
j ddos.cpp.svn-base SWN-BASE File 21)312004 17:23 4 0% 4 phatbok_curre...
@ ddos.h.svn-base SWR-BASE File 21302004 17:23 % 0% 4 phathot_curre. ..
@ debug.sh.svn-base SWM-BASE File  21)/3/2004 17:23 % 0% 4 phatbot_curre. ..
E disclaimer.txt.svn-base SWR-BASE File 211372004 17:22 L 0% 4 phatbot_curre. ..
a doomscanner.cpp.svn-base SWN-BASE File 21)3fz004 17:23 4 0% 4 phatbok_curre. ..
@ dwscanner.cpp. swn-hase SYM-BASE File 21302004 17:23 % 0% 4 phatbot_curre. ..
jFiIes txk.svn-base SWR-BASE File 220372004 16:39 30 0% 30 phatbob_curre. ..
UQpI bxk.svn-base SWR-BASE File 21132004 17:22 4 0% 4 phatbot_curre. ..
jharvest aol.cpp.svn-base SWN-BASE File 21)312004 17:23 4 0% 4 phatbok_curre...
jharvest anl.h.svn-hase SWR-BASE File 21302004 17:23 % 0% 4 phatbok_curre. ..
jharvest _cdkevs.cpp.svn-base SWRM-BASE File 220302004 16:39 % 0% 4 phatbot_curre. ..
jharvest _cdkevs.h.svn-base SWR-BASE File 211372004 17:23 L 0% 4 phatbot_curre. ..
j harvest_emails.cpp.svn-base SWN-BASE File 21)3fz004 17:23 4 0% 4 phatbok_curre. ..
:lharvest emails.h.svn-base SWM-BASE File 21302004 17:23 % 0% 4 phatbot_curre. ..
ﬁharvest _reqgistry . cpp.svn-base SWR-BASE File  21)/3/2004 17:23 % 0% 4 phatbot_curre. ..
Uharvest _reqgistry h.svn-base SWM-BASE File. 21132004 17:22 4 0% 4 phatbot_curre...
j hook.cpp.svn-base SWN-BASE File 21)312004 17:22 4 0% 4 phatbok_curre...
j hoalk.h.svn-base SWR-BASE File 21302004 17:23 % 0% 4 phatbok_curre. ..
j httpflood.cpp.svn-base SWM-BASE File  21)/3/2004 17:23 % 0% 4 phatbot_curre. ..
jlnstaller cpp.syn-base SWM-BASE File 220372004 16:39 L 0% 4 phatbot_curre. .,
ﬁlnstaller.h.svn base SWN-BASE File z1)3fz004 1722 4 0% 4 phatbok_curre. .. Li
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* Mas o boom dos malware ¢ justificado:

- FAQ
* Compilacao
- Em Win32

- Em Linux — instrucdes do uso do GCC

e Detalhamento dos modulos
e Plataformas Testadas

e Funcionamento dos Bots

http://isc.sans.org
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¥ PhatBot:FAD - Mozilla Firefox
File Edit Wiew Go  EBookmarks Iu:u:uis Help

@ li_| File: 1§ I I phatsrofphatbok _current/phatbotf/docy IMewFAC . htm

B Setting Started [} Latest Headlines

[1.5] How to use SCC 7

Execute this:

gco -w 2=81 | grep "goco wversion"

and check if the reported version is one of the supported wversion, if it isn't, you can still try and compile, but you should
consider notifying me so I can update my documentation., I'm always looking for people who test my bot on Linux flavars I
didn't test it on.

Edit Makefile to enable aoptimization or debug, vou just have to remove some # signs to uncomment the line. after this type
"make", it will start compilation, and if everything works well you will end up with an agobot3 executable that you can test
using .Jagobot3 if you're using bash.

Beware that the Linux wversion isn't a finished bot, but it mostly works. It has no installer to add itself to SysY startup at
the moment, but I'm planning on fiking this in reasonable time.

[1.68] Which systems are tested 7

Debian 3.0 |2.4.20-3-k& libed / goc wersion 3.3.1
20030728 {Debian prerelease)
|Slackware 2.0 I2.4.2E| %Iibclﬁ / gco wersion 3.2.2
FreebsSh 4.2 [227 libce / goc wersion 3.3.1
20030728 (Debian prerelease) /
compiled in debian
|SuSe 3.1 I2.4.21 élibcﬁ S dco wersion 3.2
\windows 2000 Server English SP4 \wisual Studio 6.0 SPS
\windows 2000 Server English |SP3 \wisual Studio 6.0 SPS
\windows 2000 Pro English SP4 \wisual Studio 6.0 SPS
\windows 2000 Pro English SP3 \wisual Studio 6.0 SPS
lwindows 2000 Pro German SP1 \wisual Studio 6.0 SPS
\windows 2003 Server English |SPO \wisual Studio 6.0 SPS
\windows 2003 Server English IsP1 \wisual Studio 6.0 SPS
[Lhtimdm e m Flen Emalic s l=rmn Liticiiml s#iidin & 7 o=nc

Cione

w1

http://isc.sans.org



INSTITUTE

Criacao de Malwares

@48 Agobot Config GUI

Generate Config | Cancel I Laad fram | Saveto I Edit Script Fanm Crd Fef
— Properties
Tpanm_ annel - String :I i : ;
zcaninfal el - Integer : DODOS - b axirmum Mumber of threads

cdkey owz - Boolean
identd_e led - Boolean
redir_maxthreads - Integer

ddoz masthreads - Integer

zzan_maszockets - Integer

zcan_masthreads - Integer

asz_zemrice_name - String

az_service - Boolean

az_enabled - Boolean

| a2 walhame - String ll

Add Server |

Delete Sen-:erl [~ BootSermer [ z= SSL

— W alue

||:|

& kind of Drarwinizm pervades the world of trojan botaet development.

Delete Lser

SErver: Mew

Server Fazsword:

I ain Channel:

Channel Faszswond:

Mick: Prefid:

Ltzername; P

Fazzwaord: I

Hostrmaszk: I

Identdmaszk: I

o

Folyrmorph 5 ection Mame I-SW“"':IS'-"‘-" Ken Lergth:

http://isc.sans.org
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rlacao de Malwares CEnTER
@3 Agobot Config GUI — 1l x|
Generate Config I Cancel | Save ta I E dit S cript I Fa I Ermnd Fef |
- — Froperties
wuln_channel - String -

ingt_polymorph - Boolean
zoaninfo_chan - String
zhiffer_channel - String
zhiffer_enabled - Boolean — M alue
zpam_aol_enabled - Boolean
zpam_aol_channel - String
zcaninfo_lewvel - Integer
cdkey _windows - Boolean

identd_enabled - Boalean | BTFA and I'm really imprezzed with the features on thiz trojan.
redir_maxthreads - Integer

ddoz mazthreads - lnteqer L!

Add Server Dielete Server I BootServer [ Use S50 Add Lser Dielete Uzer

oot ocom:BEEY - Hpha

e — =y ﬂphatrbﬂ - pB-

Server: Iedm.cnm BEET e |gh3ttD
Server Password: I Pazsword: Ir-.._,.||
b ain Channel; Iﬂli'l"l-fltf-f":":t Hostmask: I
Channel Password: I-I 23phat |dentdmask: |Useraz
. e, E- :
SRR Ip Folyrnorph Section Iames |-2'2|2.'r'"3'S Kev Length: I1 E

http://isc.sans.org
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« Simples:

— Varios bots sob o0 dominio de um atacante == BotNet

Botnets permitem ataques de DDoS de varios tipos:
* Ataques ICMP;
* Ataques TCP;
* Ataques UDP;
e Ataques HTTP (Reload, Reload, Revolutions, Reload...);

http://isc.sans.org
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Botnhets Canter

e “Controle Remoto” por canais de IRC

- Internet Relay Chat
- Servers, Canais, Nicks, Senhas...

* |dentidade do Owner permanece “Andnima”
- psyBNC??

* Portas padroes do IRC: 6665-6669, sendo a mais
comum 6667

- Quem blogueia a porta 6667 ?
- ...e as portas 9991, 1122, 9999...777
e Tamanhos variados : 500 bots até 150k bots!

http://isc.sans.org
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INSTITUTE r&frsma

* Mas...qual o objetivo?

- Lucro (algumas botnets sao criadas apenas para
serem vendidas)

- Pirataria (warez, videos, livros...)

— Lucro (DDoS for hire!)

e “Quer pagar quanto!?”™

http://isc.sans.org
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Botnets

‘# mIRC - [Status: [-_-]22348 [+ix] o i .. .. firc

Fil= Wiew Fawvorites Tools Commands  Window  Help

s 2 e @ 8o @ EREEEEESsS= S
| (1223 [T St 5] Charnels

—irc NN com— *%% |looking up your hostname... [

—irc e _com— **xx Checking ident...

—irc.TEenel® _com- =xx Found your hostname
—irc 4l com— *%x* Ho ident response; username prefixzed with ™

Welcome to the elkinigk TIRC Hetwork aadpsiiet™x3245120 00NN 08 1— 010 kol ot dbiasoul-3-Luanilppetiih . n e t
-br

Your host is ivrc .alicgeelé. running version Unreal3 .21

This server was created 5un Oct 17 2d84 at 82:3%5:48 CDT

irc 4 Unreal3 . 2.1 iowghraAsORTUSxHCUWqBzudHEGp lvhopsmntikrRcaqOALOQbSeKUFHMGCuzNT

MAFP KHOCK S5AFELIST HCH HAXCHAHHELS5S=18 HMAXBAHS=608 HICKLEH=38 TOPICLEH=387 HICKLEH=387
MAXTARGETS=28 AWAYLEH=387 are supported by this serwver

WALLCHOPS WATCH=128 SILEHCE=15 HMODES=12 CHAHTYPES=# PREFIX={qaohv)™&E@%+ CHAHMODES=be ., kfL.,l,.psmnti
FRcOAQKUGCUzHSHMT HETWORH=BaBEdd CASEMAPPIHG=ascii EXTBAH=",cqn+ ELIST=HMHUCT are supported by

this server

There are 1 users and 3815 inuvisible on 1 se
181 unknown connection{s)

22 channels formed

I have 3816 clients and 8 seruvers

Current Local Users: 3816 Max: 55941

Current Global Users: 3816 Max: L4G8h

MOTD File is missing |

http://isc.sans.org
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_ O] =]

File ‘“Wiew Fawvoritkes Tools C“ommands  Windowe Help

s | 2 @ d | B 820 8 EESEEEIEE S A
E=] Sesiuvoniion . | [TT] HemaManms: i #T] Channels

_ 3at Dct 23 08:13: 00- — 1ol =]

[*smntCulH] .aduscan l1lsass uuS 18 4 8 b v —5

) Z2[1][+CoanMNMstu]: .adwscan Isass 445 150 4 0O —_ II:II }CI
2 How talking in HoghOkile i -~| CCI2nS12
# Topic is " .advscan l1lsass L44% 158 4 8 —-b —r
— =

2 Xt by =DIEL on Thu Oct 211 2Z2-QQ9:-28
#* HD5L sets mode:- +o =DiEL
<=DSL> 1 kKill —=s
<=DSL> _.j Hth
<=DSL> .1 kKill —s
<=DSL> _.j #Hth
JJ <=DSL> .1 Kill —=s
<=DSL> _.j #Hth
| <=DSL> 1 kKill —=s
<=DSL> _.j #Hth

C=DSL> 1 kill —=s
<=DSL> _.j #Hth vl

http://isc.sans.org
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RxBot — Base de 17 exploits!

f NTER

TORM,

((ENTER

~{ewaluation copy) -10] x|
File: Commands Tools Favaribes Options  Help
]
= (A W 4 By My A
_ = W -
Extract To Tesk Wi Celete Find Wizard Info WirusScan  Comment  Protect SF®
J J I@ t 3 Eoc: i gt <0 o ol - 9 21 chive, unpacked size 852,100 bytes j
Mame  4» | Size | Packed | Tvpe | Madified | creaz | -
[ Pasta
S S s 14,516 File: cpp 9J5/2004 00:15 F7EAS473 |
j advscan h JRp ) S ihety pch b ) A EcCFO100 L
% aliaslog, cpp 4,418 1.437 Filecpp 11/4/2004 20:39 TALZ07 40
% aliaslog.h =11 430 Fileh 12142004 03:36 ADEDC1IFE
% authors, kxk 346G 248 Documento de bexko 1/5/2004 14:30 4E 1ESEFS
% autoskark, cpp 053 532  File cpp Qif4/z004 18:20 FE47EGSE
% aukostart. b 192 175 File h Qi4/2004 18;20 (=TT T
% avirus,cpp 4,454 1.272 File cpp 13/4/2004 00:20 QA2 3AET
% avirus.h 161 129 File h 13042004 00: 20 2CC0ZECT
% beagle.cpp 1.819 873  File cpp 13/4/2004 00: 39 ESBCEZTS
% beagle.h 54 54 Fileh 13042004 00:39 DOFC0AE]L
% capkure,cpp 7437 1.809 File cpp Qrf4/z004 18:20 Coz5dFD9
@ capkure.h 1,855 502 Fileh Qi4/2004 15;20 QBIDC1EA
% cdkews. cpp 5.545 1,832 File cpp 1142004 0Z:06 CAZ4E094
% cdkews.h 221 165 File b Qi4/2004 18;20 OE3ZEEF15
% configs.h 2.820 1.213 Fileh 16512004 13:39 FalasaFD
% Crod2.cpp 4,595 2,013 File cpp 1204/2004 03:16 42E419E6E
% credz.h 83 73 Fileh i) Z004 15:20 44003450
E crypl.cpp 18.226 5,349 File cpp 14)4/2004 10:39 B1571ESD
- —— 71 2N Fil= b aldi=nna 1570 RORTE1OA .ﬂ
|E§ eeef] |Selected 14,816 bytes in 1 file |T|:|I:a| 852,100 bytes in 135 files i

http://isc.sans.org
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B t t TORM
otnets (CENTER
=10 =|
Eile Wiew Faworites Tools Commands Window  Help
| S  me d 3ol EREEEEEEE S
: [ O | TT] Hosnasuesuns ®%] Channels
Eg Status: [k]03837786 [+iwx]lon . _.Com {irc. - — O] =]
Z2L[Fo5] [tntu]: .advscan upnp 150 4 0 -bh -r s —_ |I:I|£|
[ = L[xJ1181938> [SCAH]: Random Port Scan o ILE A = — O] =|
[ started on MMM _x _x:- 1433 with a delay of _,@=DsSL - e
[ LT seconds for A8 minutes using 158 threads. [M][=]108857440 -
[%|<[=x199286286> [SCAH]: Random Port Scan [M][X]29034367
1 started on G181 .x.x:-1433 with a delay [MI[=X]23078166 D
[ = of 5 seconds for 8 minutes using [ =<]68 1240887 D(C
_ threads . JI[=]956 18192
pi s[=x]18792441925% [SCAH]: Random Port ] 8335730
_ started on llalilF_: _x-143 | 898336 889

of 5 seconds Ffor 8 mip agas 2831

Pi

- threads. [=x]891086 7380

pi | <[x]1347650864> [SCAN]: Random Port Scan [x]B81117134a

- started on #k20_x_.x:-1432 with a delay of [=]91423333

Pi LT seconds for A8 minutes using 158 threads. [x]81433675

_ |<[=116288211> [SCAH]: Random Port Scan = [x]181634401 =
Pi

- =1

http://isc.sans.org
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#g | fF
SormeMet.Com ...

Botnets

PNTERNE

Srorue

(ENTER

Wiews Fawvorites Tools

Comnands

windows Help

B2 H a0 @ EREGEEEEDES S8

| H .- Channels

E Status: [=]O3IS8TTEHE [ +iwx] on

t
lsassdbh_exe) .
L[=]228522923> [1=s

AIRSNgR _251._236

C[=x]O62544009> [1s
el 85 168 .

# [=x]14318525 has

C[=x]PFFHGLHIZ2E> [1s
22

#* [x]8O02E56926G8B has

#® [X]528F7F12 has

reset by peer)

# [=x]BIB1ILF2 has

* [=X]BIF2LHTFEHTF has

#® [X]249F5548 has

ass hn5q:-

ass_nus]:

quit IRC
ass 4n57:-

quit IRC
quit IRC

_Com {irc. ] .
2 [808] [+nt]: .advscan lsass_ 445 15030 -h -r = i
o IP: SRS _ 100 249 (C:ZwWIHHTAZsyustem32y - | [=x]46195141

Exploiting IP:
Exploiting IP:

(Ping timeout)
Exploiting IP:

(Ping timeout)
{Connection

joined HmmansonsH

quit IRC
quit IRC

(Ping timeout)
(Ping timeout)

4]

[X]46262596
[x 46286302
[XJH6UT5276
[X]46673450
[X]46738017
[X]46793512
[X]H69H6H5D
[x]47075034
[xI47245680
[x]47281136
[xIa752120N
[X]47524817
[x]47733832

[EIEEEEEEEEIIIIIlbﬂ

_ O] x|

http://isc.sans.org
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[09:52] <randomnick> .scanstop -s

[09:52] <[x]88804582> [FTP]: File transfer complete to IP: xx.xxx.12.92
(C:\WINDOWS\System32\lsass34.exe).

[09:53] <randomnick> .advscan Isass 445 100 3 0 -r -c

[09:53] <[x]10568877> [SCAN]: Random Port Scan started on xx.152.x.x:445 with a delay of 5 seconds for

0 minutes using 100 threads.

[09:53] <[x]02887235> [SCAN]: Random Port Scan started on xxx.168.x.x:445 with a delay of 5 seconds for

0 minutes using 100 threads.

[09:53] <[x]38093578> [SCAN]: Random Port Scan started on xx.134.x.x:445 with a delay of 5 seconds for

0 minutes using 100 threads.

[09:53] <[x]16490013> [SCAN]: Random Port Scan started on xx.168.x.x:445 with a delay of 5 seconds for

0 minutes using 100 threads.

http://isc.sans.org



INTERN

INSTITUTE TORM
Botnets CEnNTER

[17:11] <randomnick> .up

[17:11] <[x]12212893> [MAIN]: Uptime: 1d 8h 50m.
[17:11] <[x]55483161> [MAIN]: Uptime: 2d 8h 18m.
[17:11] <[x]32705837> [MAIN]: Uptime: 2d 6h 49m.
[17:11] <[x]66729140> [MAIN]: Uptime: 0d 4h 2m.
[17:11] <[x]62694986> [MAIN]: Uptime: 0d 7h Om.
[17:11] <[x]77045269> [MAIN]: Uptime: 23d 8h 10m.
[17:11] <[x]10568877> [MAIN]: Uptime: 0d 8h 8m.
[17:11] <[x]43332600> [MAIN]: Uptime: 0d 5h 8m.
[17:11] <[x]38093578> [MAIN]: Uptime: 0d 9h 14m.
[17:11] <[x]59464173> [MAIN]: Uptime: 29d 9h 14m.
[17:11] <[x]59968649> [MAIN]: Uptime: 23d 8h 9m.
[17:11] <[x]29780258> [MAIN]: Uptime: 0d 6h 29m.

[17:11] <[x]70324359> [MAIN]: Uptime: 23d 8h 10m.

http://isc.sans.org
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e Estatisticas:

[10:43] <[x]51305501> [SCAN]: Exploit Statistics:
WebDav: 0, NetBios:0, NTPass: 0, Dcom135: 0,
Dcom1025: 0, Dcom2: 0, IIS5SSL: 0, MSSQL.: 0,
Beagle1: 0, Beagle2: 0, MyDoom: O, Isass_445: 37,
Optix: 0, UPNP: 0,NetDevil: 0, DameWare: 0, Kuang2:
0, Sub7: 0, Total: 37 in 0d 17h 29m.

http://isc.sans.org
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e Mas como detectar ?

- Conhecendo seu inimigo!

¢ Entender o funcionamento dos Bots
e Analises de Bots

- http://lwww.lurhq.com/phatbot.html
* Handlers Diaries no ISC ( http://isc.sans.org )

- IDSs (canais, comandos...)

* Como funciona um IRC (o que é um canal, modes, nicks, whois, list...)
* Regras de ids para os comportamentos em canais

- Snort chat.rules ??
* Atencgéo as portas fora 6666:7000

¢ Felizmente: Poucos servers com SSL!

- Flows

* Artigos no SecurityFocus

http://isc.sans.org
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e Darknets!

- Monte uma darknet e observe o trafego para aquele espaco de Ips!

- Um espaco de enderecos de uma darknet nao deve ser utilizado por
ninguém!

- Scanning nessas darknets podem revelar muitas informacoes
- Atencgao a scanning simultaneos:

* Porta 135

* Porta 445

e Porta 80 http://www.cymru.com/Darknet/
* Porta 3127

* Porta 2745

e Porta 6129

http://isc.sans.org
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* ApOs a suspeita, como detectar uma Botnet
verdadeira?

* 1) Botnet Exclusiva

e 2) Botnet Compartilhada

http://isc.sans.org



rhr".l"'l:rlfr,"
INSTITUTE S”"’L:L (=¥
h'u.rl\ntf

Combates a Bots e Botnets Canter

* A verificacao pode ser feita com qualquer cliente
IRC ( ex. mIRC)

* Alguns cuidados necessarios:

- Nunca verifique de dentro de sua empresa/orgao
* Por que??

- Alguns comandos podem ser retirados dos
servidores (ex. /list)

* Por que??

http://isc.sans.org
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* 1) Botnet Exclusiva

— Utilizada com o unico proposito de ser o ponto focal
dos Bots

- Padrao:

e Muitos Usuarios Invisiveis

e Unreal € um server muito utilizado

elcome to the BdNegeE IRC Hetwork mr%&zumzmnm—mn.mm.net
- by

Your host is irc.ekkceees, running version Unreal3.z.1

This seruver was created Sun Oct 17 2004 3t 82:35:48 CDT

irc e Unreall3. 2.1 iowghrafsORTUSxHNCUWgBzudHtGp lvhopsmntikrRcagOAlL(bSeKUFfHGCuzNT

MAP KHOCK SAFELIST HCH MASCHAHHELS=18 MAXBAHS=68 HICKLEH=38 TOPICLEH=-387 KICKLEH=-387
MAXTARGETS=28 AWAYLEHN=387 are supported by this server

WALLCHOPS WATCH=128 SILENCE=15 MODES=12 CHANTYPES=# PREFIX=(gaohu)™~&&@%+ CHANMODES=be,kfL.,l,psmnti
FRCOAQKUGCuUzHSHT HETUORK-MiEdt CASEMAPPING=ascii EXTBAH=",cgnr ELIST=HHUCT are supported by
this server

There are 1 users and 3815 invisible on 1 servers

181 unknown connection{s)

22 channels formed

I have 3816 clients and 8 servers

Current Local Users: 3816 HMax: S9k1

Current Global Users: 3816 HMax: L4684
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INSTITUTE ﬂ\*?‘Eﬁ@

* Botnet Compartilhada

- Sao botnets que operam em servidores legitimos de
IRC

- Servidores como Undernet, Effnet nao vao ser
fechados por causa de um ou outro canal com bots

* Mas os Operadores dos servidores estao colaborando nessa
deteccao!

- Nesse caso as informacoes de Usuarios sao inuteis

* Opcao: Deteccao do Canal utilizado

http://isc.sans.org
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e Tamanho ndao € Documento!

* O que vale mais:

- Uma Botnet com 5000 maquinas ou uma com 1000
maquinas?

* Parece obvio, mas nao é!

http://isc.sans.org
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Mas, e como reportar botnets ?

1) Contato com o ISP responsavel

INTERNER
Srorm
-

2) Através do Contact Form do ISC (http://isc.sans.org/contact.php)

Envie informagbes completas sobre o Botnet

Qual o servidor

Qual o Canal

Senha do servidor/canal

AS do IP do Botnet ( utilize o whois do Team Cymru,
whois.cymru.com)

http://isc.sans.org/diary.php?date=2004-10-21

http://isc.sans.org
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Combates a Bots e Botnets Canter

* \/océ e responsavel por algum AS?
- Junte-se a NSP-SEC !

- The nsp-security [NSP-SEC] forum is a volunteer incident response mailing
list, which coordinates the interaction between ISPs and NSPs in near real-
time and tracks exploits and compromised systems as well as mitigates the
effects of those exploits on ISP networks. The list has helped mitigate

attacks and will continue to do so.

* https://puck.nether.net/mailman/listinfo/nsp-security

http://isc.sans.org
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 Ed Skoudis, Handler do ISC, prevé um combo-

malware:

- Kernel mode rootkit...

- Caodigo polimorfico...

— Dentro de um bot...

(ago

— Distribuido por um worm...

— Altere a bios para assegurar a reinstalacao... Mix

Tudo em um pacote! x

- (Hacker Defender?)
- (Morphine?)

phat|SD|Rbot ?)

L2

PnreRnE
(-ST&'E.’!.L’

http://isc.sans.org
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* Os dias ingénuos da internet ja se foram...

- Antes:

e 1 bot == $1 a $5 ddlares ou 3 contas shell

Hoje
BotNets == $500 dolares

Ataques DDoS == $500 a $1500

"Hackers for Hire’

- Antes:
e Script Kidz...

Hoje:

Crime Organizado!

http://isc.sans.org
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* O desenvolvimento cada vez mais rapido por parte dos
fabricantes de malwares pede uma acao também rapida,
fabricantes de AV no desenvolvimento de vacinas e de
usuarios finais e administradores, no aplicagcao dos patches!

* A comunidade precisa se organizar estabelecendo linhas de
comunicacao eficientes de modo a responder também de
forma rapida a essas ameacas!

* Assegurar que os sistemas contem com uma configuracao
segura (Hardened Systems) possibilita um importante ponto
de defesa na luta contra os malwares.

* Lembre-se: Worms nao sao indicacoes de Patch-time!

http://isc.sans.org
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Participe!
* Envie logs para o DShield

(http://www.dshield.org/howto.php)
* Envie suas observacoes para o ISC

(http://isc.sans.org/contact.php , handlers@sans.org)
* Aprenda a fazer um hardening do seu sistema

(http://www.sans.org)

pbueno@isc.sans.org / bueno@ieee.org

http://isc.sans.org
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e E...estamos no caminho certo!

D) PCWorld.com - German Police Snag Phatbot Author - Mozilla Firefox

File Edit ‘jew Go  Bookmarks Tools  Help 'u:'

| I
'<:Z| * [ - @ @ @ ||E:'J htkp: Py, poweorld, comfnewws farticle 0, aid, 1 16077,00, asp Vl HE‘,T:.-‘dDDITI source code |
| © # PCWorld.com - German Police Snag P... | E SAMS - Internet Storm Center - Cooperativ.,, || ] Symantec Search [ |

JU dpi a ppim. XE ROX | %

Color printing that won’t quit.

TECHNOLOGY ADVICE YOU CAN TRUST SEPTEMEBER 12, Z004 L
HOME | NEWS | REVIEWS | HOW-TO | DIGITAL WORLD
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Referencias lei‘a
* SANS Internet Storm Center — isc.sans.org

* Botnet and DDoS mitigation for ISPs - CPN
Summit 2004 - ftp://ftp-eng.cisco.com/cons/isp/security/

* NSP-SECurity List Homepage -

https://puck.nether.net/mailmanl/listinfo/nsp-security

* DarkNet Project — http://www.cymru.com.br/Darknet
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