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SpamPots Project Objectives

Better understand the abuse of the Internet infrastructure by
spammers
• measure the problem from a different point of view: abuse of

infrastructure X spams received at the destination
• Develop better ways to

– identify phishing and malware
– identify botnets via the abuse of open proxies and relays

• Provide data to trusted parties
– help the constituency to identify infected machines
– identify malware and scams targeting their constituency

• Sensors hosted by: CERT.at (AT), AusCERT (AU), CERT.br
(BR), CSIRT-USP (BR), CLCERT (CL), SURFcert (NL),
TWCERT/CC (TW), Univ. of Washington Tacoma (US) and
CSIRT Antel (UY)

– Coming soon: AE, AR, EC, MY and another in US
FIRST 2010 Lightning Talks, Miami, US – June, 2010 – p. 2/15



Architecture Overview
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Partners/Members Home
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Statistics last 15 minutes
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Statistics last 15 minutes – Country Codes
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Statistics last 15 minutes – ASes
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Statistics last 15 minutes – ports
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Statistics last 15 minutes – CIDRs
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Statistics last 15 minutes – IPs
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Statistics – MRTG
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Statistics – Country Codes Daily

FIRST 2010 Lightning Talks, Miami, US – June, 2010 – p. 12/15



Data Mining

• Spampots collect a huge volume of spams
(currently 7+ million spams/day)

• How to make sense of all this data?
– Data Mining!
– Cluster spam messages into Spam Campaigns to

isolate the traffic associated to each spammer
– Correlate spam campaign attributes to unveil different

spamming strategies

Data Mining research conducted by the e-Speed Lab,
DCC/UFMG
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Looking for Partners Interested in. . .

• Hosting a sensor

– requirements: 1 public IP address, low-end server (or
VM), ≈ 1Mb/s, no filtering

– All partners will have access to all data if they want

• Receiving data

– spams, URLs, IPs abusing the sensors, etc

• Helping to improve the technology

– Analysis, capture, collection, correlation with other
data sources, etc
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• Brazilian Internet Steering Comittee – CGI.br
http://www.cgi.br/

• Computer Emergency Response Team Brazil – CERT.br
http://www.cert.br/

• Previous presentations about the project
http://www.cert.br/presentations/

• SpamPots Project white paper (in Portuguese)
http://www.cert.br/docs/whitepapers/spampots/
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