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O Que nos Mostram os
Incidentes Atuais:
Evolucao ou Involucao da

Seguranca nos ultimos 20 anc
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Total de Incidentes Reportados ao CERT.br por Ano

Ano total

2016 647.112
2015 722.205
2014 1.047.031
2013 352.925
2012 466.029
2011 399.515
2010 142.844
2009 358.343

2008 222.528
2007 160.080
2006 197.892
2005 68.000
2004 75.722

2003 54.607
2002 25.032
2001 12.301
2000 5.997
1999 3.107
0 100k 200k 300k 400k 500k 600k 700k 800k 900k 1IN 1.1M
Incidentes

L

Estatisticas de notificagcoes enviadas voluntariamente por administradores de sistemas
e usuarios finais para o e-mail cert@cert.br.
https://cert.br/stats/
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Information about the PC CYBORG (AIDS) trojan horse
A-10

Published: 1989-12-19 00:00:00

Updated: 1989-12-19 00:00:00

THE COMPUTER INCIDENT ADVISORY CAPABILITY

CIAC

INFORMATION BULLETIN

Information about the PC CYBORG (AIDS) trojan horse

December 19, 1989, 1600 PST Number A-10

There recently has been considerable attention in the news
media about a new trojan horse which advertises that it
provides information on the AIDS virus to users of IBM PC
computers and PC clones. Once it enters a system, the trojan
horse replaces AUTOEXEC.BAT, and may count the number of
times the infected system has booted until a criterion number
(90) is reached. At this point PC CYBORG hides directories,
and scrambles (encrypts) the names of all files on drive C:
There exists more than one version of this trojan horse, and
at least one version does not wait to damage drive C:, but
will hide directories and scramble file names upon the first
boot after the trojan horse is installed.
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2 CA-1990-02: Internet Intruder Warning

Original issue date: March 19, 1990
Last revised: September 17, 1997
Attached copyright statement

i

A 2. Exploit accounts without passwords or known passwords (accounts with vendor supplied de-
complet .
fault passwords are favorites).

There hay Also uses finger to get account names and then tries simple passwords.
entitled "C
ferred to a Scan your password file for extra UID 0 accounts, accounts with no password, or new entries
At this vl in the password file. Always change vendor supplied default passwords when you install new

is poi

system software

not have huws — N
tempts on systems using known security vulnerablhtles All of these vulnerablhtles have been

previously reported. Some national news agencies have referred to a "virus" on the Internet; the
information we have nowr indicatec that thic ic NOT tme  What we have cean and can confirm ic

VMS SYSTEM ATTACKS:

an intrude;

, .. 13. The intruder exploits system default passwords that have not been changed since installation.
It is possit

tempts hax Make sure to change all default passwords when the software is installed. The intruder also
guesses simple user passwords. See point 1 above for suggestions on choosing good passwords.
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CERT® Advisory CA-1991-04 Social Engineering

Original issue date: April 18, 1991
Last revised: September 18, 1997
Attached copyright statement

A complete revision history is at the end of this file.

l. Description

The Computer Emergency Response Team/Coordination Center (CERT/CC) has received several incident
reports concerning users receiving requests to take an action that results in the capturing of their password.
The request could come in the form of an e-mail message, a broadcast, or a telephone call. The latest ploy
instructs the user to run a "test" program, previously installed by the intruder, which will prompt the user for
his or her password. When the user executes the program, the user's name and password are e-mailed to a
remote site. We are including an example message at the end of this advisory.

These messages can appear to be from a site administrator or root. In reality, they may have been sent by
an individual at a remote site, who is trying to gain access or additional access to the local machine via the
user's account.

While this advisory may seem very trivial to some experienced users, the fact remains that MANY users
have fallen for these tricks (refer to CERT Advisory CA-91.03).
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1 CA-1996-01: UDP Port Denial-of-Service Attack

Original issue date: February 8, 1996
Last revised: September 24, 1997
Updated copyright statement

A complete revision history is at the end of this file.

The CERT Coordination Center has received reports of programs that launch denial-of-service at-
tacks by creating a "UDP packet storm" either on a system or between two systems. An attack on
one host causes that host to perform poorly. An attack between two hnosts can cause extreme net-
work congestion in addition to adversely affecting host performance.

The CERT staff recommends disabling unneeded UDP services on each host, in particular the
chargen and echo services, and filtering these services at the firewall or Internet gateway.

Because the UDP port denial-of-service attacks typically involve IP spoofing, we encourage you
to follow the recommendations in advisory CA-96.21.
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21 CA-1996-21: TCP SYN Flooding and IP Spoofing Attacks

Original issue date: September 19, 1996
Last revised: November 29, 2000
Updated vendor information for the Linux kernel.

A complete rev Appendix A: Reducing IP Spoofed Packets
portion of CA-

1. Filtering Information

Two "undergro
by creating TC] With the current IP protocol technology, it is impossible to eliminate IP-spoofed packets. How-

nected to the In ever, you can take steps to reduce the number of IP-spoofed packets entering and exiting your net-

that can be take work.
is possible to dc

Currently, the best method is to install a filtering router that restricts the input to your external in-
Any system cor terface (known as an input filter) by not allowing a packet through if it has a source address from
server, FTP ser your internal network. In addition, you should filter outgoing packets that have a source address

tacks launched different from your internal network to prevent a source IP spoofing attack from originating from
network server your site.

sequences of the attack'may va epe : S SYS \ r
mental to the TCP protocol used by all systems

If you are an Internet service provider, please pay particular attention to Section III and Appendix
A, which describes step we urge you to take to lessen the effects of these attacks. If you are the
customer of an Internet service provider, please encourage your provider to take these steps.
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Putting an end to unencrypted network logins
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4 IN-2000-04: Denial of Service Attacks using Nameservers

Updated: Monday, January 15, 2001 (changed RFC 2267 to RFC 2827/BCP 38)
Date: Friday, April 28, 2000

Overview
Intruders are using nameservers to execute packet flooding denial of service attacks.
Description

We are receiving an increasing number of reports of intruders using nameservers to execute
packet flooding denial of service attacks.

The most common method we have seen involves an intruder sending a large number of UDP-
based DNS requests to a nameserver using a spoofed source IP address. Any nameserver response
is sent back to the spoofed IP address as the destination. In this scenario, the spoofed IP address
represents the victim of the denial of service attack. The nameserver is an intermediate party in
the attack. The true source of the attack is difficult for an intermediate or a victim site to deter-
mine due to the use of spoofed source addresses.

Because nameserver responses can be significantly larger than DNS requests, there is potential for
bandwidth ampliﬁcation. In other words, the responses may consume more bandwidth than the
requests. We have seen intruders utilize multiple nameservers on diverse networks in this type of
an attack to achieve a distributed denial of service attack against victim sites.
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CVE-2000-0784 Learn more at National Vulnerability Database (NVD)

e Severity Rating ¢ Fix Information e Vulnerable Software Versions « SCAP Mappings

Description

sshd program in the Rapidstream 2.1 Beta VPN appliance has a hard-coded "rsadmin" account with a null
password, which allows remote attackers to execute arbitrary commands via ssh.

References

Note: References are provided for the convenience of the reader to help distinguish between vulnerabilities. The list is
not intended to be complete.

BUGTRAQ:20000816 Remote Root Compromise On All RapidStream VPN Appliances
URL: http://archives.neohapsis.com/archives/bugtraq/2000-08/0216.html
BID:1574

URL:http://www.securityfocus.com/bid/1574

Assigning CNA
N/A
Date Entry Created

20000919 Disclaimer: The entry creation date may reflect when the CVE-ID was allocated
or reserved, and does not necessarily indicate when this vulnerability was
discovered, shared with the affected vendor, publicly disclosed, or updated in
CVE.
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20 anos depois...
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“Those who don’t study history are doomed to repeat it.
Yet those who do study history are doomed to stand by
helplessly while everyone else repeats it.”

Fonte:
http://imgc-cn.artprintimages.com/images/P-473-488-90/90/9031/84KB500Z/posters/tom-toro-those-who-don-t-study-history-

are-doomed-to-repeat-it-yet-those-who-do-s-cartoon.jpg
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i kb.cert.org ] +

fcgm-‘ | &&= Software Engineering Institute | Carnegie Mellon University

Vulnerability Notes Database

A CWE-798: Use of Hard-coded Credentials - CVE-2013-3612
All DVRs of the same series ship with the same default root password on a read-only partition. Therefore, the root
password can only be changed by flashing the firmware. Additionally, a separate hard-coded remote backdoor

account exists that can be used to control cameras and other system components remotely. It is only accessible if
authorization is done through ActiveX or the stand-alone client. Additionally, a hash of the current date can be used as

a master password to gain access to the system and reset the administrator's password.

Vulnerability Note VU#800094
Dahua Security DVRs contain multiple vulnerabilities

Original Release date: 13 Sep 2013 | Last revised: 04 Dec 2013

& Print ¥ Tweet [H] Send E3 Share

Overview

Digital video recorders (DVR) produced by Dahua Technology Co., Ltd. contain multiple vulnerabilities that could allow
a remote attacker to gain privileged access to the devices.
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Hospira Plum A+ and Symbiq Infusion Systems Vulnerabilities | ICS-CERT

7 | 4| | + [E hups@ ics-cert.us-cert.gov SA-15-161-0] (A Reader QK3

Advisory (ICSA-15-161 -01) More Advisories

Hospira Plum A+ and Symbiq Infusion Systems Vulnerabilities
Original release date: June 10, 2015 | Last revised: June 12, 2015
STACK-BASED BUFFER OVERFLOWP

The researcher has evaluated the device and asserts that the device contains a buffer overflow vulnerability that could
be exploited to allow execution of arbitrary code on the device. This vulnerability has not been validated by Hospira.
However, acting out of an abundance of caution, ICS-CERT is including this information to enhance healthcare

| providers’ awareness, so that additional monitoring and controls can be applied.

CVE-2015-3955¢ has been assigned to this vulnerability. A CVSS v2 base score of 7.6 has been assigned; the CVSS
vector string is (AV:N/AC:H/Au:N/C:C/I:C/A:C).d

. IMPROPER AUTHORIZATION®

The communication module gives unauthenticated users root privileges on Port 23/TELNET by default. An unauthorized
user could issue commands to the pump.

' CVE-2015-3954f has been assigned to this vulnerability. A CVSS v2 base score of 10.0 has been assigned; the CVSS
vector string is (AV:N/AC:L/Au:N/C:C/I:.C/A:C).9

INSUFFICIENT VERIFICATION OF DATA AUTHENTICITYh

' The device accepts drug libraries, firmware updates, pump commands, and unauthorized conﬂguration changes from
unauthenticated devices on the host network. The device listens on the following ports: Port 20/FTP, Port 23/TELNET,
Port 80/HTTP, Port 443/HTTPS, and Port 5000/UPNP. Hospira has not validated claims of firmware updates and pump
commands for Plum A+ and Plum A+3 from unauthorized devices on the host network.
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Roteadores 4G-WiFi Utilizados em Infraestruturas
Criticas Também Sao Afetados

Utilizados, entre outros, em: gasodutos, oleodutos, semaforos,
iluminacgao publica, smart grids, carros de policia e ambulancias

Ay
SIERRA

WIRELESS

Sierra Wireless Technical Bulletin: Mirai Malware

Products: Sierra Wireless LS300, GX400, GX/ES440, GX/ES450 and
RVS50

Date of issue: 4 October 2016

Sierra Wireless has confirmed reports of the “Mirai” malware infecting AirLink gateways that are using
the default ACEmanager password and are reachable from the public internet. The malware is able to

gain access to the gateway by logging into ACEmanager with the default password and using the

firmware update function to download and run a copy of itself.

http://source.sierrawireless.com/resources/airlink/software reference docs/technical-bulletin/sierra-wireless-technical-
bulletin---mirai/
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@ blog.cloudflare.com ] +

Reflections on reflection (attacks)

24 May 2017 by Marek Majkowski.

?m e [ Twet | Count Proto Src port
3774 udp 123 NTP
them because our systems were automatically dropping 438 udp 0 IP fragmentation
_ 253 udp THE ! DNS
ﬁ & 42  udp 27015 SRCDS
6\ » ‘a’ | 20 udp 19 Chargen
19 udp 20800 Call Of Duty
16 udp 161 SNMP
12 udp 389 CLDAP
11 udp 111 Sunrpc
10 udp 137 Netbios
6 tcp 80 HTTP
5 udp 27005 SRCDS
RIP

2
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Kromtech Security Center Discovers Massive ElasticSearch
Infected Malware Botnet

: By Bob Diachenko
'_ 2017-09-12

One of our recent researches was focused on the publicly accessible ElasticSearch (ES) nodes and we discovered suspicious indices names that did not

< Back to blog

have any relations to ElasticSearch file structure.

Among the many “red flags” some of the file names referenced to AlinaPOS and JackPOS malware. These are the type of POS (Point-of-Sale) malware that
attempts to scrape credit card details using a range of different techniques. As an example of how this malware is so effective, JackPOS attempts to trick
the system that it is java or a java utility. It can copy itself directly into the %APPDATA% directory or into a java based sub-directory inside %APPDATA%.
JackPOS uses the MAC address as a bot ID and can even encode the stolen credit card data to go undetected as it is extracted. This malware first became

widespread in 2012, but it is still effective today and available for sale online.

Why did it happen?

The lack of authentication allowed the installation of malware on the ElasticSearch servers. The public configuration allows the possibility of cyber

criminals to manage the whole system with full administrative privileges. Once the malware is in place criminals could remotely access the server’s

resources and even launch a code execution to steal or completely destroy any saved data the server contains.




Atagues mais comuns

que estamos vendo
aqui no Brasil
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4 = Outras (3,41%) Direitos Autorais (0,51%)
EStatIStlcas 201 6 Cavalos de Troia (5,23%)

DDoS - aumento de 138% Fraude
- 300Gbps é o “normal” - 90% sio
- Até 1Tbps contra alguns alvos paginas
- Tipos mais frequentes falsas
botnets loT
amplificagao ( >

Outros (2,27%)
|

DoS (9,34%) Fraude (15,87%)

Invasdo (0,26%)

Web (8,57%)
Paginas Falsas (90,85%)
Wors (4.57% Outras TCP/UDP/ICMP (10,61%)
5060/udp (0,70%) )
161/udp (0,71%) |
4028/ tcp (0,91:::.)/ 25/tcp (30,10%)
multi/tcp (1,32%)
3389/tcp (2,34%)
Scaa (59,555 53413/udp (2,68%)
Scan l 21/tcp (2,78%)
- Portas 22 e 23: forga
bruta de senhas de 22/tcp (20,33%)

servidores e de loT
- Porta 25: forca bruta
de senhas de e-mail 23/tcp (27,52%)
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Atividades nos Honeypots Distribuidos
Servicos mais Visados

* Forca bruta de senhas (usado por malwares de loT e
para invasao de servidores e roteadores):
- Telnet (23/TCP)
- SSH (22/TCP)
- RDP (3389/TCP)
- POP3 (110/TCP)
- Outras TCP (2323, 23231, 2222)

* Protocolos explorados pela botnet Mirai, na variante
para CPEs (Customer Premises Equipments)
- TCP: 7547, 5555, 37777, 6789, 81

 Busca por protocolos que permitam amplificacao

- UDP: DNS, NTP, SSDP, SNMP, Chargen, Netbios, Quotd,
mDNS, LDAP
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Nao tem nada de novo
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Ataques Envolvendo CPEs
para Alteracao de DNS

Comprometidos
- via forca bruta de senhas (geralmente via telnet)

 via rede ou via malware nos computadores das vitimas

- explorando vulnerabilidades

- via ataques CSRF, através de iFrames com JavaScripts maliciosos
« Colocados em sites legitimos comprometidos pelos fraudadores

Objetivos dos ataques

- alterar a configuracao de DNS para que consultem servidores sob
controle dos atacantes

- servidores DNS maliciosos hospedados em servigos de hosting/cloud

» casos com mais de 30 dominios de redes sociais, servigcos de e-mail,
buscadores, comércio eletrbnico, cartdes, bancos
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Servidores DNS Maliciosos Online, por Dia

Servidores DNS ativos por dia

80

Comparacao entre servidores DNS maliciosos no Brasil e fora do Brasil
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Ataques Envolvendo Sequestro de Rotas
BGP para Perpetrar Fraudes Financeiras

Caracteristicas do protocolo BGP
- Sistemas Autbnomos anunciam seus blocos de rede (/16, /20, /122, etc)
- “Peers” aprendem e repassam esses anuncios
- “vencem” as rotas para anuncios de blocos mais especificos ou com
caminho (AS path) menor

Anatomia dos ataques

- Atacantes comprometem roteadores de borda de pequenos provedores

- Anunciam prefixos de rede mais especificos da instituicao vitima (em
geral /24)

- “peers” do provedor comprometido vao aprendendo a nova rota

- clientes das redes que aprenderam a nova rota passam a ser roteados para
o local errado

— Inicio em margo de 2017 e ainda esta ocorrendo
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Mas nada melhorou?
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Seguranca vista como importante em um numero crescente
de organizacoes

— apesar de ainda nao ser priorizada por desenvolvedores/vendors

Crescente comunidade local e global de CSIRTs

FIRST members growth by year*

4004
350 +
300
250
200
150
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50+
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1 1

T T T T T T T T T T T T T T
1999 2002 2005 2008 201 2014

M Africa ™ Asia M Central America M Europe M Middle East M North America ™ Oceania M South America ™ The Caribbean M Total

T T T T T
1990 1993 1996

(*) The statistic measurement method and regional breakdown changed in 2007.

https://lwww.first.org/about/history
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Um caminho para melhorar os proximos 20 anos:
Cooperacao para um ecossistema saudavel

Nenhum grupo ou estrutura unica conseguira fazer sozinha a
seguranca ou a resposta a incidentes - todos tem um papel

e universidades

- precisam incluir questoes de seguranca em todas as disciplinas
desenvolvedores / vendors

- precisam pensar em seguranga desde as etapas iniciais de
desenvolvimento

gestores

— precisam considerar seguranga como um investimento e alocar
recursos adequados

administradores de redes e sistemas e profissionais de seguranca

- nao emanar “sujeira” de suas redes
— adotar boas praticas

usuarios

- entender os riscos e seguir as dicas de seguranca
- manter seus dispositivos atualizados e tratar infeccoes

Ainda assim ataques e incidentes de seguranca ocorrerao
- https://cert.br/csirts/ https://www.first.org/members/
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