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Creation:
August/1996: a report proposing a model for incident management for the country is 
published by the Brazilian Internet Steering Committee – CGI.br1

June/1997: CGI.br creates CERT.br (at that time called NBSO – NIC BR Security Office) 
based on the report’s recommendations2

1https://www.nic.br/grupo/historico-gts.htm |        2https://www.nic.br/pagina/gts/157
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Mission
To increase the level of security and incident 
handling capacity of the networks connected 
to the Internet in Brazil.

Constituency
Networks that use Internet Resources 
allocated by NIC.br (IPs or ASNs allocated to 
Brazil, and domains under the ccTLD .br)

Focus of the Activities
- National focal point for incident reports
- Support technical analysis and the 

understanding of attacks and threats
- Develop collaborative relationships with 

other entities
- Increase incident detection, event correlation 

and trend analysis in the country
- Transfer knowledge through courses, best 

practices and awareness materials

►Coordination
►Technical 

Analysis
►Support for 

recovery

Incident
Management

►Courses
►Presentations
►Best Practices
►Meetings

Training and 
Awareness

►Distributed 
Honeypots

►SpamPots
►Processing of 

threat feeds

Trend Analysis

Filiations and Partnerships:

https://www.nic.br/grupo/historico-gts.htm
https://www.nic.br/pagina/gts/157
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Phishing 
Statistics
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Top graphic includes:
- Total reports
-COVID-19 themed 

phishing reports
- Top 5 brands

(e002, e004, e010, e014 and e023)

Bottom graphic includes:
- Total reports
-COVID-19 themed 

phishing reports
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Another type of problem:
Fake News and Scams

Usually spread trough social networks 
and messaging apps
-Facebook, Instagram, Twitter, 

WhatsApp, Telegram, etc
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Underreported
-hard to detect

• unless you are the owner of 
the platform

-hard to report
• specially to CSIRTs



The road to hell is paved with good intentions…
MISP covid instance blacklist
(covid_misp_filtered_ioc_list.csv)

– entries: 168.778
– .br domains: 624
– legit .gov.br domains: 60

– additionally, at least:
- 8 legit telemedicine sites
- 20 university covid-19 info pages

– other .br domains blacklisted 
include covid-19 information hot sites 
of hospitals and news outlets

This should make us think

– The lists are basically a grep for anything that 
matches covid or corona in
- passive DNS collectors
- lists of newly generated domains

– Plus lots of other domains not related to COVID, like 
“regular” phishing (banks, ecommerce, etc)
- how this affects the numbers being shouted in the media?

– No human validation
– No easy way to provide feedback

Source: https://www.misp-project.org/covid-19-misp/

How many people where 
prevented from getting help and 
access important information?
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https://www.misp-project.org/covid-19-misp/


Lessons Learned
Continue normal operations
– The types of incidents are not likely to change
- current/extreme events will be used as a lure
- this has happened before

• earthquakes, Olympics, tsunamis, etc

– Exposure is likely to change due to unplanned
remote working (but nothing really new)
- internal services exposed
- less control over desktops/laptops security
- use of new tools with no training

– Don’t panic
- even if others are panicking
- don’t be too quick to block everything and 

blacklist everyone

Always be prepared
– to work remotely securely
- equipment and tools
- multi-factor authentication

– to share information
- participate in task forces
- use information sharing platforms

– to provide high level information
- statistics, briefings, reports, etc

– to educate your constituency!
- have well known channels
- enlist the help of others
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https://cert.br/

Thank You

May 08, 2020

Incident reports to: cert@cert.br @certbr

cristine@cert.br


