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Agenda

• Motivation and background
– What is the problem?

• Statistics and Indicators
– What have been done so far

• New initiatives
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Incident Reports

Fraud:
2004:   4.015 (05%)
2005: 27.292 (40%)
2006: 41.776 (21%)

Fraud attempts characteristics:
Spams
• Using different baits (news, cards, gossips

about famous people, etc)
• With links to malicious code (trojans, trojan

droppers, sites with malicious javascripts that
download trojans, etc)

Worm (bots included):
2004:   42.267 (55%)
2005:   17.332 (25%)
2006: 109.676 (55%)

2005

2006
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Anti-Fraud Activities
• CERT.br focus:

– Notifies sites hosting malware related to frauds
– Coordinates with international sites and CSIRTs to take down the

malware and phishing pages
– Perform surface analysis

• Send undetected malware (trojans, keyloggers, etc) to 30+ antivirus
vendors

• Send new trojans to artifact analysis groups
– Disseminate information about prevention techniques

• Documents, best practices, training to professionals, interviews, etc

• Finantial sector focus:
– Perform run-time analysis

• Aim to identify drop boxes, affected banks, see if the
countermeasures still work, etc

– Send all new sites, URLs, malware to CERT.br
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Dealing With this Information and Generating Statistics
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Statistics: April 1st, 2005 - November 3rd, 2006

28350Unique trojan samples (unique hashes)

2623AntiVirus signatures (unique)

25922Email notifications sent by CERT.br

2741Contacts for the domains/networks
5054IP Addresses

15157Trojans’ file names

76IP Allocation’s Country Codes

11940Hosts
36069Unique URLs

173AntiVirus signatures (grouped by “family”)

78File Extensions

6886Domains

TotalCategory
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Top 15 Signature “Families”

Signatures from Kaspersky Lab.
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File Extensions
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IPs Hosting Malware - RIRs Allocation Information
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AntiVirus Detection Rate: April 1st, 2005 - November 5th, 2006

49.178438872217160Vendor I

69.0419573877628349Vendor C

9.1224512443026881Vendor Z
22.1862522193828190Vendor T
27.9066441716723811Vendor Q
28.2379992034028339Vendor P
28.4679642001927983Vendor O
29.0681471989128038Vendor N
34.2983271595724284Vendor L
39.3770421084617888Vendor K

55.04156051274528350Vendor H
59.46166721136928041Vendor G
64.7316909212611Vendor F
66.5618858947328331Vendor E
66.5618748941728165Vendor D

81.97463210195651Vendor B
87.6224810350528315Vendor A

Detection
Rate (%)

Samples
Detected

Samples not
detected

Samples
Tested

Antivirus
Vendor

~70% of
vendors with

less than
40%

Only 2
vendors with
the detection
rate above

80%
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Detection Rate - Monthly
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Trojan Samples Sent - Monthly
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National survey conducted by CETIC.br in August 2005

F2 - Computer security measures adopted
Percentage over the number of individuals who have Internet access at home

22,0919,3369,76Total
Anti-spyware SoftwarePersonal FirewallAnti-Virus

F3 - Anti-Virus updating frequency
Percentage over the number of individuals who have Internet access at home

17,37
Monthly

3,47
Every 3 Months

31,0327,0121,11Total
Didn’t UpdateWeeklyDaily

F1 - Security problems faced using the Internet
Percentage over the number of individuals who used the Internet in the 3 months prior to the survey

1,67

Abuse of
personal

information
0,94

Financial
Fraud

7,13

Virus
(software or
hardware
damage)

1,10

Other

0,2419,6440,99Total

Don’t
Remeber

Virus
(un-authorized

access)
None

Notes -- number of individuals who used the Internet in the 3 months prior to the survey: ~44 million people
              number of individuals who have internet access at home: ~17 million people
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Best Practices for Internet Users
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CGI.br Anti-Spam Comission

• Created by CGI.br to articulate, with all players,
viable solutions to reduce the spam problem
http://www.cgi.br/sobre-cg/antispam.htm

• Produced material that include tips for preventing
from security problems coming through email
– All material available at the www.antispam.br site

• CERT.br helped to produce 2 documents
– Technologies and Policies to Fight Spam
– Technical Analysis of Anti-spam Legislation
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The antispam.br website
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How the Initiatives are Related to Each Other

  1 – Ministry of Science and Technology (Coordination)
  2 – Ministry of Communications
  3 – Presidential Cabinet
  4 – Ministry of Defense
  5 – Ministry of Development, Industry and Foreign Trade
  6 – Ministry of Planning, Budget and Management
  7 – National Telecommunications Agency
  8 – National Council of Scientific and Technological Development
  9 – National Forum of Estate Science and Technology Secretaries
10 – Internet Expert

11 – Internet Service Providers
12 – Telecommunication Infrastructure Providers
13 – Hardware and Software Industries
14 – General Business Sector Users
15 – Non-governmental Entity
16 – Non-governmental Entity
17 – Non-governmental Entity
18 – Non-governmental Entity
19 – Academia
20 – Academia
21 – Academia
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New Initiatives
• Cartoons

– 4 videos - 4 minutes each
• The Internet
• The Intruders
• Spam
• The Defense

– Freely available on the Internet
– In several formats and resolutions

• Booklet or comics book
– To distribute with the DVD version

• Schools, presentations, libraries, internet cafes, etc
– Still in discussion (funding and sponsors issues)



Q-CERT - Doha, Qatar - April 17, 2007
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