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4G-WiFi Gateways 
Used in Critical Infrastructure Deployments 

http://source.sierrawireless.com/resources/airlink/software_reference_docs/technical-bulletin/sierra-wireless-technical-
bulletin---mirai/  

Used, among others, at: gasoducts, oleoducts, traffic lights, smart grids, 
police cars and ambulancies 





Common ground in such diverse industries: 
Old problems 
Zero concern with security 
  “someone” will implement security[later]... 
  firmware updates are not part of the requirements 

Lack of authentication 
  to connect and to receive commands 
  for updates 

Poor authentication and vendor “backdoors” 
  default passwords, passwords of the day, “maintenance” passwords 

WARNING: a wide range of industries is now develop software, but have 
no understanding of the process or the risks 
  Patching and updates on the products’ life cicle? 
  Secure Software Engineering? 
  Product Security Incident Response Team? 

Lots of vulnerabilities 



“There is hardly anything in the world 

that some man cannot 

make a little worse 

and sell a little cheaper, 

and the people who consider price only are 
this man's lawful prey.” 

– John Ruskin(?) 



Privacy Concerns 
We need to consider more carefully the unintended 
consequences of technologies: 
  almost everything is now on “the cloud” 
  voice activated services depend on it (TVs, personal assistants like “Alexa”, etc) 
  centralized analysis has huge beneficial potential for sustainability and public 

welfare if we can have better data on energy consumption, global temperatures, 
traffic, health issues, etc 

Dynamic energy-consumption indicators for domestic appliances: 
environment, behaviour and design 
http://www.sciencedirect.com/science/article/pii/S0378778802002414 

  examples of privacy implications 
  voice activated devices: everything 

you say is potentially public 
  fitness bands: data being sold to 

insurance companies 
  smart grids: energy consumption 

patters can be mapped to specific 
uses, easy to identify when there is 
someone home or traveling, for 
example 



What is 
Information Security? 



Information resides in multiple places and its 
security depends on multiple factors 

McCumber Information Security Model 
http://www.ibm.com/developerworks/security/library/s-confnotes2/  
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Risks are inherent to systems/devices 
connected to the Internet 

Internet 
Connected 

Systems 

Attackers Vulnerabilities 

Risks 

-  criminals 
-  industrial espionage 
-  nation states 
-  vandals 

-  project does not consider security 
requirements 

-  software defects 
-  configuration errors 
-  inadequate use 
-  weaknesses due to the systems’ 

complexity 

-  unavailability 
-  privacy breaches 
-  data leak 
-  financial losses 
-  damages to the image 
-  society loosing trust in the 

technology 



Even “Secure and Certified” Products Fail 



“... the real security challenge is not the 
mathematics of cryptosystems; it is engineering, 

specifically the design and implementation of 
complex software systems.”  

 
– Keys Under Doormats, Abelson  et. al 

http://dspace.mit.edu/bitstream/handle/1721.1/97690/MIT-CSAIL-TR-2015-026.pdf 





What about metrics? 



What can surveys measure? 

Compliance to standards (ISO, COBIT, ITIL, etc)? 
  Do you have policies? 
  Do you have X or Y procedures? 

Perception of security problems? 
  How many incidents did you have? 

(What about those that were not detected?) 

Challenges 
  You can’t measure what you don’t know 

•  In security almost everything that fails is part of the unknowns 
  Compliance ≠ Security 
  Certification does not apply to software 

•  it is possible to certify maturity processes 
•  software is bound to have bugs and defects 
  a percentage will bring security issues 



CERT.br Passive Metrics of Internet Health: 
Mirai botnet propagation (1/2) 
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CERT.br Passive Metrics of Internet Health: 
Mirai botnet propagation (2/2) 
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Challenges for the Future 
Professional qualification 
  Networking, system administration, information security, secure 

software development 
Although proposed by some “experts”, device certification is a bad idea 
  There is no way to certify software (firmware is software) 

Vulnerabilities will always exist 
  How one handles them is the important point 

We need a global discussion about maturity and security requirements 
for device manufacturers 
  ALL products need a software/firmware update lifecycle 
  ALL companies need a PSIRT (Product Security Incident Response 

Team) or at least a well defined contact for product security issues 
  References: 
  FIRST PSIRT Services Framework

https://first.org/education/Draft_FIRST_PSIRT_Service_Framework_v1.0 
  The Building Security In Maturity Model        

https://www.bsimm.com/ 

 



Security is inheritably multistakeholder: 
Cooperation for a Healthy Ecossystem 
No organization or agency alone will be able to secure the digital 
environment – everyone has a role 
•  academia 
  needs to include security thinking in all disciplines 
  secure development has to be a priority from the beginning 

•  developers / companies 
  security needs to be a requirement from early development stages 

•  managers / executives 
-  think about security as in investment and allocate appropriate resources 

•  system and network administrators and security professionals 
  care about which type of traffic is leaving your network 
  mindset: do no harm, do not pollute the Internet 

  adopt best current practices 
•  end users 
  understand the risks and follow security practices 
  keep all devices updated and apply all patches 



“The stability, security and  
overall functionality of the network  
must be actively preserved through  

the adoption of technical measures that  
are consistent with international standards and  

encourage the adoption of best practices.” 

– Principle 8: Functionality, security and stability 
Principles for the Governance and Use of the Internet, CGI.br 



Thank You 
www.cert.br 
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