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Overview of the System that Processes the Malware
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Statistics: April 1st, 2005 - November 34, 2006

Category Total
Unique URLs 36069
Hosts 11940
Domains 6886
Contacts for the domains/networks 2741
IP Addresses 5054
IP Allocation’s Country Codes 76
Unique trojan samples (unique hashes) 28350
Trojans’ file names 15157
File Extensions 78
AntiVirus signatures (unique) 2623
AntiVirus signatures (grouped by “family”) 173
Email notifications sent by CERT.br 25922
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Top 15 Signature “Families”

Notifications x Signatures [2005-04-01 — 2006-11-05]

16000 T T T T T T T T T I I T I T I
14891 01 - Trojan-Spy Win32 .Banker
02 - Trojan-Spy.Win32 Bancos
14000 03 - Trojan-Downloader Win32 Banload |
04 - Trojan-Downloader.Win32 Delf
05 - Trojan-Downloader.Win32 Dadobra
06 - Trojan-Spy Win32.Banbra
12000 - 07 - Trojan-Downloader Win32 VB )
08 - Trojan-Spy Win32 Banpaes
09 - Trojan-Downloader.Win32 Small
10000 10 - Trojan-Downloader.Win32 Agent .
11 - Trojan-Spy Win32 .Delf
8571 12 - Trojan-Downloader.Win32 Pux
B 13 - Trojan-Spy Win32 Agent |
8000 14 - Email-Worm.Win32 Combra
15 - Trojan-Downloader.Win32 Adload
6000 I 1
4000 [ .
2000 [ .
61 244 471 141 138 115 13 78
0

01 02 03 04 05 06 07 08 09 10 1 12 13 14 15
3025% 20.52% 1741% 535% 317% 283% 229% 073% 050% 035% 029% 028% 023% 023% 0.15%

Signatures from Kaspersky Lab.
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File Extensions

Notifications x Extensions [2005-04-01 -- 2005-12-31]

16000 [ 14769 Notifications HEEE
14000 [
12000 Other extensions:
10000 txt, bmp, cmd, png,
8000 dil, cont, kig, swi,
6000 bat, tmp
4000
2000 221 30 30 21 15 15 14
0 ; ; A : ) X
exe scr zip Pg com rar gif js php html
75.32% 2048% 02.14% 01.13% 00.15% 00.15% 00.11% 00.08% 00.08% 00.07%
Notifications x Extensions [2006-01-01 -- 2006-11-05]
16000 N T T T T T T T T i
13904 : ; |
14000 | Notifications
12000 9605
10000 [ Other extensions:
8000 T gif, asp, html, txt, bat, br, avi, js,
6000 swi, kbc, xxx, cgi, wav, tar, wmf, xs,
mpg, doc, kib, pdf, png, dll, mp3, ocx,
4000 2068 1958 db, src, aspx, bin, cab, jpeg, wmv
0 . . :

exe scr cmd php zip P9 com rar pif bmp
46.93% 3242% 6.98% 6.61% 2.48% 1.25% 0.80% 0.28% 0.26% 0.19%
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IPs Hosting Malware - RIRs Allocation Information

Notifications x Country Codes [2005-04-01 -- 2005-12-31]

12000 [ 11508 I l | ' ' | | Notiﬁclations ——
10000
8000
6000
4000
2000

245 240 231 187

us ES BR KR GB DE RU CA T FR
58.69% 16.52% 10.35% 01.75% 01.60% 01.42% 01.25% 01.22% 01.18% 00.95%

Notifications x Country Codes [2006-01-01 -- 2006-11-05]

12000 | - Notifications HEEEE

10000
8000

6000 1 4556 e
4000 2247

2000 | 1093 924 796 732 658 595

us ES RU BR KR CN PT T FR DE
41.06% 1538% 11.67% 07.58% 03.69% 03.12% 02.69% 02.47% 02.22% 02.01%
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AntiVirus Detection Rate: April 1st, 2005 - November 5%, 2006

cerb

Only 2
vendors with
the detection

rate above

80%

~70% of
vendors with
less than
40%

Antivirus | Samples | Samples not | Samples | Detection

Vendor Tested detected Detected | Rate (%)
Vendor A 28315 3505 24810 87.62
Vendor B 5651 1019 4632 81.97
Vendor C 28349 8776 19573 69.04
Vendor D 28165 9417 18748 66.56
Vendor E 28331 9473 18858 66.56
Vendor F 2611 921 1690 64.73
Vendor G 28041 11369 16672 59.46
Vendor H 28350 12745 15605 55.04
Vendor | 17160 8722 8438 49.17
Vendor K 17888 10846 7042 39.37
Vendor L 24284 15957 8327 34.29
Vendor N 28038 19891 8147 29.06
Vendor O 27983 20019 7964 28.46
Vendor P 28339 20340 7999 28.23
Vendor Q 23811 17167 6644 27.90
Vendor T 28190 21938 6252 22.18
Vendor Z 26881 24430 2451 9.12
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Detection Rate - Monthly
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Trojan Samples Sent -

Monthly

Trojan Samples Sent [May/2005 -- Oct/2006]
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National survey conducted by CGl.br in August 2005

F1 - Security problems faced using the Internet
Percentage over the number of individuals who used the Internet in the 3 months prior to the survey

: Virus
Virus (un- Abuse of : : ;
None authorized (sho;ﬁ\évv.:—\]/raereor personal Fllggnuccllal Other Dl
access) damage) information Remeber
Total | 40,99 19,64 7,13 1,67 0,94 1,10 0,24

F2 - Computer security measures adopted
Percentage over the number of individuals who have Internet access at home

Anti-Virus

Personal Firewall

Anti-spyware Software

Total

69,76

19,33

22,09

F3 - Anti-Virus updating frequency

Percentage over the number of individuals who have Internet access at home

Daily

Weekly

Monthly

Every 3 Months

Didn’t Update

Total

21,11

27,01

17,37

3,47

31,03

Notes -- number of individuals who used the Internet in the 3 months prior to the survey: ~44 million people

number of individuals who have internet access at home: ~17 million people
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Additional References

* This presentation
http://www.cert.br/docs/presentations/

* CGl.br - Brazilian National Survey on ICT
http://www.nic.br/indicadores/

 CERT.br
Computer Emergency Response Team Brazil
http://www.cert.br/
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