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The Brazilian Internet Steering Committee - CGl.br

CGl.br is a multi-stakeholder organization created in 1995 that, among the
diverse responsibilities established by the Presidential Decree 4.829, has as
the main attributions:

« to propose policies and procedures related to the regulation of Internet
activities

« to recommend standards for technical and operational procedures

« to establish strategic directives related to the use and development of
Internet in Brazil

 to promote studies and technical standards for the network and services’
security in the country

« to coordinate the allocation of Internet addresses (IP) and the registration of
domain names using <.br>

« to collect, organize and disseminate information on Internet services,
including indicators and statistics

http://www.cqi.br/english/
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me r CGl.br and NIC.br Structure
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Legal Counsel

Pubic Relations
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Domain Registration Studies and Surveys Internet Engineering W3C

IP Assignment About ICT use

1 — Ministry of Science and Technology (Coordination)

2 — Ministry of Communications

3 — Presidential Cabinet

4 — Ministry of Defense

5 — Ministry of Development, Industry and Foreign Trade

6 — Ministry of Planning, Budget and Management

7 — National Telecommunications Agency

8 — National Council of Scientific and Technological Development

9 — National Forum of Estate Science and Technology Secretaries
10 — Internet Expert
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and New Projects Brazilian Office

11 — Internet Service Providers

12 — Telecommunication Infrastructure Providers
13 — Hardware and Software Industries

14 — General Business Sector Users

15 — Non-governmental Entity

16 — Non-governmental Entity

17 — Non-governmental Entity

18 — Non-governmental Entity

19 — Academia

20 — Academia

21 — Academia ggim
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Development of Incident Handling in Brazil

 August/1996: CGl.br released the report: “Towards the Creation of a
Security Coordination Center for the Brazilian Internet.”’

« June/1997: CGl.br created CERT.br (at that time called NBSO), as a

CSIRT with national responsibility, based on the report's
recommendation?

« August/1997: the Brazilian Research Network (RNP) created it’s own
CSIRT (CAIS) 3, followed by the Rio Grande do Sul Academic Network
(CERT-RS)4

* 1999: other institutions, including Universities and
Telecommunication Companies started forming their CSIRTs

« 2003/2004: task force to discuss the structure of a CSIRT for the
Federal Government Administration

« 2004: CTIR Gov was created, with the Brazilian Federal Government
Administration as their constituency®

Thttp://www.nic.br/grupo/historico-gts.htm
2http://www.nic.br/grupo/gts.htm

3http://www.rnp.br/ arquivo/documentos/rel-rnp98.pdf
4http://www.cert-rs.tche.br/cert-rs.html
Shttp://lwww.ctir.gov.br
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Sector

CSIRTs

National
Responsibility

CERT.br, CTIR Gov

Government

CLRI-TRF-3,

CSIRT Prodesp, CTIR Goyv,
GATI, GRA/SERPRO

Financial Sector

Cielo CSIRT, CSIRT BB,
CSIRT CAIXA,

CSIRT Sicredi,
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Brazilian CSIRTs as of November/2010

32 teams with services announced to the public

http://Iwww.cert.br/csirts/brazil/
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me CERT.br Activities

CERT.br |

Incident Training and Network

Handling Awareness Monitoring
—Coordination —Courses —Distributed
—Facilitation —Presentations Honeypots
—Support —Documents —SpamPots
—Statistics —Meetings

. Eh &GS Anti-Phishing

%' Working Group % SEIPartner
APWG ~ GEmCam

AN MEMEBER =W

http://lwww.cert.br/about/
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 CERT.br |
Incident Training and Network
Handling Awareness Monitoring
—Coordination —Courses —Distributed
—Facilitation —Presentations Honeypots
—Support —Documents —SpamPots
—Statistics —Meetings

1st Portuguese CSIRT Seminar, Lisbon, 10/11/2010

or

eglbr



Niicleo de Informagao e Coordenagao do Ponto BR
me CERT.br Incident Handling Activities

* Provides a focal point for incident notification in the country

* Provides the coordination and necessary support for
organizations involved in incidents

« Supports the analysis of compromised systems and their
recovery process

- Establishes collaborative relationships with other entities,
such as other CSIRTs, Universities, ISPs and
telecommunication companies

« Maintains public statistics of incidents handled and spam
complaints received

egl
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. me‘h[ flncidents Reported to CERT.br

« 2010 Jan-Sep: 101156

Types of Incidents

Worm (8.17%)

—— Web (6.62%)

Invasao (0.09%)
DoS (0.01%)
Qutros (2.04%)

Scan (64.45%)

Fraude (18.62%)

Cavalos de Troia (48.79%)

Types of Fraud

QOutras (1.18%)
Direitos Autorais (0.63%)

Paginas Falsas (49.40%)

1st Portuguese CSIRT Seminar, Lisbon, 10/11/2010 eul‘hr
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me‘hr Spams Reported to CERT.br

Mainly botnets and open proxies at broadband networks
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nm Establishment of new CSIRTs

 Helps new Computer Security Incident Response Teams (CSIRTs) to
establish their activities
— meetings, presentations at conferences and training

« SEI/CMU Partner since 2004, delivers in Brazil the following CERT®
Program courses:

— http://www.cert.br/courses/
« Information Security for Technical Staff
* Overview of Creating and Managing CSIRTs
 Fundamentals of Incident Handling
« Advanced Incident Handling for Technical Staff

— 400+ security professionals trained in Brazil

— Overview of Creating and Managing CSIRTs workshop delivered
at 2008, 2009 and 2010 LACNIC Conferences

egl
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“Cartilha de Seguranca para Internet”’
http://cartilha.cert.br/

2XaXa)

Cartilha de Segurancga para Internet

Internet Security Best Practices — for End Users

or

—

@ @ { [ir http:/icartilha.cert.br/livro/

0| 6o (G~

Ky
3

ada também como livro. Nesta

OO0 Cartilha de Seguranca para Internet (=)
@ @ [ hir http:/icartilha.certbr/ Q‘ Go HC], ] e
Nucleo de Informagao e Coordenagéo do Ponto br EEI‘E h I’ M
~
Inicio Dicas Download Checklist Glosséario Livro Centro de Estudos, Resposta ¢
Tratamento de Incidentes de
Seguranga no Brasil
. Ogicm NIC.br
Cartilha de Seguranca para Internet s
Dica do Dia

Novidade: ja esté disponivel a versdo 3.1 da Cartilha de Seguranga para Internet, que passou a ser editada
também como livro.

A Cartilha de Seguranga para Interet contém recomendagdes e dicas sobre como o usuario pode aumentar a sua seguranga na
Internet. O documento apresenta o significado de diversos termos e conceitos utilizados na Internet e fornece uma série de
procedimentos que visam melhorar a seguranga de um computador.

Parte |: Conceitos de Seguranca

Parte I: Riscos Envoluidos no Uso da Internet e Métodos de Prevencéo
Parte Ill: Privacidade

Parte IU: Fraudes na Inernet

Partie U: Redes de Banda Larga e Redes Sem Fio ((liireless)

Parte UI: Spam

Parte UII: Incidentes de Seguranca e Uso Abusiuo da Rede

Partie UIll: 0ddigos Maliciosos (Malware)

(hecklist

Glossério

1st Portuguese CSIRT Seminar, Lisbon, 10/11/2010

Se utilizar redes sem fio,
verifique se seus
equipamentos ja
suportam WPA (Wi-Fi
Protected Access) e
utilize-o sempre que
possivel.

Saiba mais

Licenga de Uso
Contato
Agradecimentos
Revisoes
Avisos

antispamr - @

2 dicas sobre como o usudrio
le possiveis ameagas.

3eguranga no Brasil -

'umento apresenta o
a série de procedimentos que

meagas do ambiente Internet,
rar que € muito importante
5 a boas préaticas é possivel

rro, por favor, entre em

5 areas relacionadas com a

| de dicas rapidas.

cerbar

Centro de Estudos, Resposta
Tratamento de Incidentes de
Seguranga no Brasil

egidn

NIC.br
Registro

Livro Completo para download (886 KB)

Cartilha de Seguranga para Internet, versao
3.1/ CERT.br -- Sao Paulo: Comité Gestor da

Internet no Brasil, 2006.

ISBN: 978-85-60062-06-5
ISBN: 85-60062-06-8

egibr



0 Nicleo de Informagao e Coordenagao do Ponto BR Ogrnnr
me‘hr Antispam.br

Website and Cartoons
about spam and Security

http://www.antispam.br/

000 Antispam.br ::

o
[ZIB @ @ @ [ 5 ntpwww antispam brtiposifraudes/ 0| 6o 2%

-
Comité Gestor da Internet no Brasil "Iehr
Sobre oNIC.br | Indicadores | PTTbr

ansispamr

Inicio - Administradores de redes - Estatisticas - Sobre o Antispam.br & Coordenagio

0 mr Registro
CERT.br

O que 6 spam? Tipos de spam
Problemas ——
causados pelo spam A lolear|
Origem e
curiosidades Fraudes
Tipos de spam N&o é uma tarefa simples atacar e fraudar dados em um
Como Identificar servidor de uma instituigdo bancéria ou comercial. Entdo, atacantes tém
seus esforgos na de il dos usuérios, para
Prevengio realizar fraudes comerciais e bancérias através da Internet. =)
Boas préticas Para obter os tém utilizado il e
discursos que, na maioria dos casos, envolvem engenharia social e que
Dicas tentam persuadir o usuario a fornecer seus dados pessoais e financeiros. Em .
] muitos casos, 0 usuario é induzido a instalar algum cédigo malicioso ou
acessar uma pagina fraudulenta, para que dados pessoais e sensfveis, como "Ie r
FAQ senhas bancarias e nimeros de cartdes de crédito, possam ser furtados.

Desta forma, é muito importante que usudrios de Internet tenham certos
cuidados com os e-mails que recebem e ao utilizarem servigos de comércio
eletronico ou Internet Banking.

Nicieo de Informagdo
 Coordenagio

Glossério

Créditos Sumério Izhr Ean
i CERT.br
Oque b eparm? Tipos de spam
Problemas
causados pelo spam Al
Origem e
curlosidades Cédigos maliciosos
Tipos de spam $Séo programas que executam agbes maliciosas em um computador.
Diversos tipos de codigos maliciosos s&o inseridos em e-mails, contendo
Como identificar textos que se valem de métodos de engenharia social para convencer o
Prevengao usudrio a executar o cédigo malicioso em anexo. Em geral, estes c6digos

também s&o utilizados em spams enviados por fraudadores.
Boas préticas

Dentre os c6digos mais comuns enviados via spam, pode-se citar as

Dicas seguintes categorias:
S . Programa que permite a um invasor retornar a um
FAQ i este programa € colocado
de forma a n&o ser notado.
Links
+ Spyware: Termo utilizado para se referir a uma grande categoria de
Glossario software que tem o objetivo de monitorar atividades de um sistema e

Créditos Eg\ﬁfxsli:\gmiog\eiwlemdas para terceiros. Podem ser utilizados

na mainria dac uazac ain utilizadne e farma

1st Portuguese CSIRT Seminar, Lisbon, 10/11/2010 " | egl‘hr
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me r Monitoring Attacks Directed to Brazil

Brazilian Distributed Honeypots Network
Partners: ADG, ANSP, Banco do Brasil, Banco Real, BNDES, Brasil Telecom, CBPF, CenPRA,

CERT.br, CERT-RS, CSIRT PoP-MG, CTBC Telecom, CTIR Gov, Diveo, Durand, Embratel,
EMPREL, Fiocruz, FPTE, Furnas, HC FMUSP, INPE, ITA, ITAL, LOCAWEB, LNCC, Ministério da

Justica, Onda, PoP-ES, PoP-PR, PRODESP, PUCPR, PUC-RIO, RedeRio, TCU, TIVIT, TRI,
UFBA, UFSC DAS, UNESP, UNICAMP, UOL, UPF, USP e Unisinos.
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SpamPots Project

 Network of Honeypots emulating open proxies and SMTP servers
« Capturing 8 million spams/day, on average

SpamPots Project - Statistics

Graphics showing the number of emails & recipients over the last 24 hours (in chunks of 15 minutes).

-
Sensors In Emails Recipients
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L ]
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— CSIRT-USP (BR), o coe
- CLCERT (CL), Top 15 Country Codes sorted by emails top

_ L O a U nV e r Slt (E C) # cC description emails (%) recipients (%) connections proto spampots
J y ’ 1 TW | Taiwan, Province of China | 17,122 | 34.43 | 392592 | 29.29 8,114 | HTTP, SMTP, S4, S5 8
2 US | United States 10,157 = 2043 | 384,439 = 28.68 2,722 = HTTP, SMTP 5
- SU RFCG rt (N L), 3 CN | China 6460 | 12.99 84,369 6.29 867 | HTTP, SMTP, S4, S5 8
4 [E BR | Brazl 2,969 597 | 102,366 7.64 904 | SMTP 6
- TWCERT/CC (TW)’ 5 RU | Russian Federation 1575 | 347 53637 | 4.00 445 = SMTP, S4, S5 7
6 [ DE Germany 1,089 2.19 25,714 1.92 130 | HTTP, SMTP, S4, S5 5
_ U Of Washington (US) 7 | [® JP | Japan 911 1.83 1,797 0.13 173 | SMTP, S4, S5 4
- ) 8 [E IN | India 875 1.76 28,647 2.14 330 | SMTP, 84,55 6
9 | [@ UA | Ukraine 715 1.44 24,288 1.81 213 | SMTP 6
- CS | RT Antel (UY), 10 TH | Thailand 712 143 24,326 1.81 246 = SMTP 6
. 11 HK | Hong Kong 660 133 14,134 1.05 259 | HTTP, SMTP, S4, S5 6
—_ Trend MlCI’O (MX) 12 FR | France 538 1.08 8,047 0.60 458 | SMTP 4
13 | = cO | Colombia 537 1.08 18,280 1.36 161 | SMTP, S4, S5 6
14 | [3 KR = Korea, Republic of 472 0.95 12,027 0.90 122 | SMTP,S4 7
15 | @ AR | Argentina 351 0.71 11,824 0.88 131 | SMTP, S4 7
16 | others (59) 4,584 922 153,844  11.48 1,193 | HTTP, SMTP, S4, S5 =

Total 49,727 10000 1,340,331  100.00 16,468

egl
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Other NIC.br/CGl.br Activities
Related to Internet Security
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nm Training, Networking and Information Sharing

 Regular Meetings
— Financial Sector

— ISPs, Telecommunication Companies, their Associations and the
Brazilian Communications Regulatory Agency

— Law enforcement and other Legal entities

« CEPTRO.br Courses

— Autonomous System Administration
— IPv6 Network Administration

« GTER and GTS Meetings
— Attendance is free and the event is transmitted via Internet
— Held twice a year
— Case studies and tutorials

1st Portuguese CSIRT Seminar, Lisbon, 10/11/2010 DUI
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Stability of Critical Internet Components

 NTP.br — maintains atomic clocks and provides Stratum 1 servers

 PTT.br — Internet eXchange points at major metropolitan areas in
Brazil

* Registro.br
— Hosts four DNS Root Server’s mirrors
— Mirrors of .br hosted overseas

— DNSSEC supported at .br ccTLD

* Free online training
http://reqistro.br/suporte/tutoriais/dnssec.html
e .jus.br and .b.br require DNSSEC

1st Portuguese CSIRT Seminar, Lisbon, 10/11/2010 Dul
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Links

— CGL.br - Comité Gestor da Internet no Brasil
http://www.cqi.br/

— NIC.br - Nucleo de Informacao e Coordenacao do Ponto br
http://www.nic.br/

— CERT.br - Centro de Estudos, Resposta e Tratamento de
Incidentes de Seguranca no Brasil

http://www.cert.br/
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