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Brazilian Internet Governance

Brazilian Internet Steering Committee — CGl.br — is a multi-stakeholder
organization created in 1995 that among diverse responsibilities has
these main attributions:

« to propose policies and procedures related to the regulation of Internet
activities
to recommend standards for technical and operational procedures

« to establish strategic directives related to the use and development of
Internet in Brazil

« to promote studies and technical standards for the network and
services’ security in the country

« to coordinate the allocation of Internet addresses (IP) and the registration
of domain names using <.br>

* to collect, organize and disseminate information on Internet
services, including indicators and statistics

http://www.cgi.br/internacional/ ] ]
egibr  nie
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CGl.br and NIC.br Structure 09"]!][

GOVERNMENT I. E. CIVIL SOCIETY

1.2 34 56789 @ @ 1213 1a a5 @6 a» @8 19 20 2
] Y Administrative Support
Executive Branch =p- nle [ Network Engineering and Security Working Groups
antispamar

Ir cersAr ceticlr epsrodr f]{

1 — Ministry of Science and Technology (Coordination) 11 — Internet Service Providers

2 — Ministry of Communications 12 — Telecommunication Infrastructure Providers
3 — Presidential Cabinet 13 — Hardware and Software Industries

4 — Ministry of Defense 14 — General Business Sector Users

5 — Ministry of Development, Industry and Foreign Trade 15 — Non-governmental Entity

6 — Ministry of Planning, Budget and Management 16 — Non-governmental Entity

7 — National Telecommunications Agency 17 — Non-governmental Entity

8 — National Council of Scientific and Technological Development 18 — Non-governmental Entity
9 — National Forum of Estate Science and Technology Secretaries 19 — Academia
10 — Internet Expert 20 — Academia
21 — Academia

cgibr  niedr
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CERT.br Activities

cerb

Created in 1997 as the national focal point to handle computer security
incident reports and activities related to networks connected to the

Internet in Brazil

| CERT.br |
Incident Training and Network
Handling Awareness Monitoring
—Coordination —Courses —Distributed
—Facilitation —Presentations Honeypots
—Support —Documents —SpamPots
—Statistics —Meetings

International Partnerships

—— Anti-Phishing

(k‘{’/ ' Working Group

APWG

A MEMEBER aw

i
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Introduction / Historical Perspective
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What is a CSIRT?

A CSIRT is a concrete organizational entity (i.e., one or more staff)
that is assigned the responsibility of providing part of the incident
management capability for a particular constituency.

CSIRTs provide — at a minimum - incident handling activities, which
include:

— determining the impact, scope, and nature of the event or incident
— understanding the technical cause of the event or incident
— researching and recommending solutions and workarounds

— coordinating and supporting the implementation of the response
strategies with other parts of the enterprise or constituency

— disseminating information on current risks, threats, attacks, exploits, and
corresponding mitigation strategies through alerts, advisories, Web
pages, and other technical publications

— coordinating and collaborating with external parties such as vendors,
ISPs, other security groups and CSIRTs, and law enforcement

Source: Defining Computer Security Incident Response Teams.
https://buildsecurityin.us-cert.gov/daisy/bsi/articles/best-practices/incident/662-BSI.html ﬂgl nlﬂ
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CSIRT Acronyms and Names

CSIRT Computer Security Incident Response Team

CSIRC Computer Security Incident Response Capability

CIRC Computer Incident Response Capability

CIRT Computer Incident Response Team

IHT Incident Handling Team

IRC Incident Response Center or Incident Response Capability
IRT Incident Response Team

SERT Security Emergency Response Team

SIRT Security Incident Response Team

CERT® "CERT" and "CERT Coordination Center" are registered with the
U.S. Patent and Trademark office as service marks of Carnegie
Mellon University.

* New teams should not expand the acronym

« Organizations that wish to use the CERT mark in their name must ask
permission — send an email to cert@cert.org

http://www.cert.org/csirts/csirt_faq.html _ _
CQl nic
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Early Years

« 1988
— November 2: Internet (Morris) Worm
— November 8: Post Mortem meeting
— November 17: CERT/CC Created

1989
— October: first invitational workshop organized by CERT/CC
1990
— October: second workshop — talks about creating a Forum of International
Teams

— November: 11 Teams created a Forum of CSIRTs, which is now FIRST —
Forum of Incident Response and Security Teams (http://www.first.org/)

1991-1992
— European research networks started the first teams: SURFnet and DFN

1993
— The first CSIRT was created in Asia-Pacific: AusCERT

Source: State of the Practice of Computer Security Incident Response Teams.
http://lwww.cert.org/archive/pdf/03tr001.pdf ﬂgl nlﬂ

4t Caribbean Internet Governance Forum — Curagao — July 24, 2008



| |
=]
[

‘,% ’S J LU

Development of Incident Handling in Brazil

August/1996: CGl.br released the document: “Towards the Creation of
a Security Coordination Center for the Brazilian Internet.”?
June/1997: CGl.br created CERT.br (at that time called NBSO), as the
CSIRT with national responsibility, based on the report's
recommendation?

August/1997: the Brazilian Research Network (RNP) created it’s own
CSIRT (CAIS)3, followed by the Rio Grande do Sul Academic Network
CERT-RS*

1999: other institutions, including Universities and
Telecommunication Companies started forming their CSIRTs
2003/2004: task force to discuss the structure of a CSIRT for the
Federal Government Administration

2004: CTIR Gov was created, with the Brazilian Federal Government
Administration as their constituency®

Thttp://www.nic.br/grupo/historico-gts.htm

2 http://www.nic.br/grupo/gts.htm
3 http://www.rnp.br/_arquivo/documentos/rel-rnp98.pdf
4 http://www.cert-rs.tche.br/cert-rs.html

S http://Iwww.ctir.gov.br/

egisr  nie
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CSIRTs in Brazil cerbhr

Sector CSIRTs

National CERT.br
Responsibility

Government CTIR Gov, GATI,

Networks GRA/SERPRO Natal
NARIS
Financial Sector |CSIRT BB, —
CSIRT CAIXA, Uberlandia

CSIRT Banco Real, | CTBC Telecom

CSIRT Santander, : (Belo Horizonte |
Visanet CSIRT Brasilia _\*‘\4 |CSIRT POP-MG
Brasil Telecom
Telecom/ISP Brasil Telecom, gg:g ggm J'] 5 Rio de Janeiro )
CTBC Telecom, CTIR Gov — ‘ ((::nggliemo
EMBRATEL, StarOne, S SERPRO s EMBRATEL
= \‘— £ { Star One
CSIRT Telefonica, I\ e /4 —_—
CSIRT TIM, CSIRT UOL | 330 José dos = s (Sao Paulo
Academic and | GSR/INPE, CAIS/RNP, GSRIINPE ' \ /e e o Real
Research CSIRT Unicamp, s . a ; CSIRT Santander
CSIRT Telefoni
Networks CERT-RS, NARIS, e . CSIRTTM
CSIRT POP-MG, | CSIRT Unicamp y 7 CSIRT TIVI
CENATIS, CEO/RedeRio, . CSIRT USP
CSIRT USP, GRC.UNESP | [ om0 Alegre | GRCAND
’ - | CERT-RS i | Visanet CSIRT

Outsourcing CSIRT TIVIT

http://www.cert.br/contact-br.html

egir  niehr
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CSIRTs Around the Globe cercAr

Incident Response Teams Around the World  international cooperation speeds response to Internet security breaches.

2003 by Carnoge Mellon Universiy Revised 12/2003

Source: CERT Coordination Center
http://www.cert.org/csirts/csirt-map.html ﬂglllr nIEJ][
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Incident Management and CSIRTs
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Incident Management

The ability to provide management of computer security events
and incidents. It implies end-to-end management for controlling
or directing how security events and incidents should be
handled. It involves:

— defining a process to follow with supporting policies and
procedures in place

— assigning roles and responsibilities

— having appropriate equipment, infrastructure, tools, and
supporting materials ready

— having qualified staff identified and trained to perform the work in
a consistent, high-quality, and repeatable way

Source: Incident Management.
https://buildsecurityin.us-cert.gov/daisy/bsi/articles/best-practices/incident/223-BSIl.html ﬂgl nlﬂ
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Incident Management, Handling and Response

RN Triage e

‘/ \\\ /I \\
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N\ . \
| Detection .~ ~. Analysis
\ ~

\
|
|
4
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Source: Defining Incident Management Processes for CSIRTs: A Work in Progress.
Picture used with permission from CERT Program and SEI/CMU.

http://lwww.cert.org/archive/pdf/04tr015.pdf . .
egibr  niedr
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Relationship Between Processes
- PREPARE
- ) - . ©

Incident and ]
Vulnerability Reports

Network Monitoring @ @
Technology Watch  — | —
and Public Monitoring

General Information Detect Triage Respond

Requests ] l

2 ™

=~ PROTECT

Source: Defining Incident Management Processes for CSIRTs: A Work in Progress.
Picture used with permission from CERT Program and SEI/CMU.

http://lwww.cert.org/archive/pdf/04tr015.pdf ; ]
eglor  niedr
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IT Operations, Security and Incident Management

° Security Management

IT Operations
®

Incident Management

Source: Defining Incident Management Processes for CSIRTs: A Work in Progress.
Picture used with permission from CERT Program and SEI/CMU.
http://lwww.cert.org/archive/pdf/04tr015.pdf

egir  niedr
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Possible CSIRT Services eert'm

! . Security Quality
Reactive Services ¢ Proactive Services @ Management Services

+Alerts and Warnings O Announcements v'Risk Analysis
+Incident Handling O Technology Watch v Bgsiness RContinuity &
_|nc!dent analysis . O Security Audit or Pllasra\?\tiﬁr ecovery
~Incident response on site Assessments g
—Lrl:%ggrr\tt response o Configuration & | v’ Security ConSt.JItl.ng
Incident Maintenance of Security v'Awareness Building
—incl c?rr‘\ ;?Sﬁonse Tools, Applications, & /Education/Traini
coordinato Infrastructures ucation/Iraining
*+Vulnerability Handling © Development of v'Product Evaluation or
-Vulnerability analysis Security Tools Certification
-Vulnerability response . .
—Vulnerability response OISnetrr\tlJisClgsn Detection

coordination .
+Artifact Handling O;Snefgl:[r:]tglt-il;e;ated

—Artifact analysis Dissemination
—Artifact response

~Artifact response
coordination

Source: Defining Incident Management Processes for CSIRTs: A Work in Progress.
Picture used with permission from CERT Program and SEI/CMU.

http://lwww.cert.org/archive/pdf/04tr015.pdf DUI J]f me J]r
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Choosing Services

Incident Handling is the core service — but could vary from incident
analysis and support to incident response on site
Other services are usually chosen according to:

— needs of the constituency

— expertise of team members

Services being provided can change and evolve to accommodate:

— new threats
— changes in the constituency's use of the Internet

— change of scope in threats
— new demands from the constituency

It is important to start small and grow over time

egisr  nie
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Action List for Creating a CSIRT

1. Identify stakeholders and
participants

N

Obtain management support and
sponsorship

Develop a CSIRT Project Plan
Gather information

Identify the CSIRT constituency
Define the CSIRT mission

Secure Funding for CSIRT
operations

N o g ko

8. Decide on the range and level of
services the CSIRT will offer

9. Determine the CSIRT reporting
structure, authority, and
organizational model

10.ldentify required resources such as
staff, equipment, and infrastructure

4t Caribbean Internet Governance Forum — Curagao — July 24, 2008

11.Define interactions and interfaces

12.Define roles, responsibilities, and
the corresponding authority

13.Document the workflow

14.Develop policies and
corresponding procedures

15.Create an implementation plan and
solicit feedback

16.Announce the CSIRT when it
becomes operational

17.Define methods for evaluating the
performance of the CSIRT

18.Have a backup plan for every
element of the CSIRT

19.Be flexible

http://lwww.cert.org/csirts/action_list.html
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Additional Information
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CSIRTs with National Responsibility

Have responsibility over an economy or a country

 Their constituencies vary
— All networks
— General public
— Governmental networks
— Critical Infrastructure
— A combination of the above

« Often operate as "teams of last resort” in their country

« List of national CSIRTs and information about meetings and
cooperation among national teams

http://www.cert.org/csirts/national/

egisr  nie
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APCERT - nttp://www.apcert.org/ egn—'hr

S0 Mission Statement : About APCERT / APCERT (@)
[ 4 p ] [C ] [ X ] [G}] €3 http:/ /www.apcert.org/about/mission/ Q| - 'Google Q)

APC E R » Contact Us ﬁ
Asi HOME  About APCERT Events Documents  How To Join APCERT Related Sites

a Pacific Computer Emergency Response Team

Supporting the Internet Security in ASIA PACIFIC

Home > About APCERT > Mission Statement

| Mission Statement

APCERT will maintain a trusted contact network of computer security experts in the Asia Pacific
region to improve the region’s awareness and competency in relation to computer security
incidents through:

» Enhancing Asia Pacific regional and international cooperation on information security;
» Jointly developing measures to deal with large-scale or regional network security incidents;

¢ Facilitating information sharing and technology exchange, including information security, computer
virus and malicious code among its members;

* Promoting collaborative research and development on subjects of interest to its members; &

* Assisting other CERTs and CSIRTS in the region to conduct efficient and effective computer
emergency response;

* Providing inputs and/or recommendations to help address legal issues related to information ~
. . . A
security and emergency response across regional boundaries.

egifr  niehr
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TF-CSIRT — http://www.terena.org/activities/tf-csirt/

OO0 TERENA> Activities> Tf-Csirt (@)
@ @ @ €3 http:/ fwww.terena.org/activities /tf-csirt/ Q - 'Google Q
TF-CSIRT Shortcuts -
Computer security incidents require fast and effective ' ;as: ;OrC: Activities
> Past Meetings
responses from the organisations concerned. Computer T . g
> Mailing List
Security Incident Response Teams (CSIRTSs), either internal or , Services for CSIRTs
outsourced, are service providers responsible for receiving, > Related Sites I
reviewing and responding to computer security incident reports > 'erms of Reference
and activity. TF-CSIRT is a task force that promotes Events
collaboration between CSIRTs at the European level, and . TE-CSIRT
liaises with similar groups in other regions. 13-14 May 2008,
Oslo, Norway
Main goals of the task force » 20th Annual FIRST
TF-CSIRT provides a forum where members of the CSIRT Conference
community can exchange experiences and knowledge in a 22-27 Jun 2008,
9 P 9 Vancouver, British
trusted environment. Participants in TF-CSIRT are actively Columbia. Canada
' v

involved in establishing and operating CSIRT services in Europe . TF-CSIRT

and neighbouring countries. 25-26 Sep 2008,
Vienna, Austria
The task force promotes the use of common standards and

l procedures for responding to computer security incidents.
Common standards have great potential for reducing the time
needed to recognise and analyse incidents, and then taking

>

appropriate countermeasures.

eglr  miek
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ECG — http://www.bsi.de/certbund/EGC/index_en.htm UEHJJ][

6 Membership European Government CERTs (EGC) group (@)
[ 4 b ] [ (v ] [ X ] [ﬁ] http:/ fwww.bsi.de/certbund/EGC/index_en.htm Q| Al 'Google Q) -

Membership European Government CERTs (EGC) group

The European Government CSIRTs group (EGC) is an informal group ? of governmental CSIRTs that is developing effective
co-operation on incident response matters between its members, building upon the similarity in constituencies and problem sets
between governmental CSIRTs in Europe.

To achieve this goal, the EGC group members will:

® Jointly develop measures to deal with large-scale or regional network security incidents

Facilitate information sharing and technology exchange relating to IT security incidents and malicious code threats and
vulnerabilities

Identify areas of specialist knowledge and expertise that could be shared within the group

Identify areas of collaborative research and development on subjects of mutual interest

Encourage formation of government CSIRTs in European countries

Communicate common views with other initiatives and organizations.

Current members of the European Government CSIRTs group:

Finland -~ CERT-FI A

France - CERTA #

Germany - CERT-Bund

Hungary - CERT-Hungary A

The Netherlands -~ GOVCERT.NL
Norway - NorCERT A

Sweden - SITIC ?

United Kingdom - CSIRTUK # "~

A

United Kingdom - GovCertUK /A —

v

- ¢ N<lrly

egisr  niedr
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GCC-CERT - http://lwww.ict.gov.qa/output/NewsPage.aspx?PagelD=752
OO0 GCC-CERT Center discussed =

[4 B ] [G] [X] [ﬁ}] o http:/ /www.ict.gov.qa/output/NewsPage.aspx?PagelD=0) ~ 'Google Q

GCC-CERT Center discussed

iIcCtQATAR promotes information security regionally ,\

Doha, Qatar (16 June 2008): The Supreme Council for
Information & Communications Technology, ictQATAR
hosted a one-day meeting yesterday at Sharq Village and
Spa for the GCC - CERT Directors and Information

Security officials to discuss key initiatives on information
security.

N/

The meeting is an outcome of one of the
recommendations of the GCC Ministerial Meeting for
Post, Communications & Information Technology held
last month in Doha to establish a GCC-CERT
committee.

GCC-CERT Center discussed

N
A
v

( Niirinn the meatinn (-‘.(‘.(‘.-QPQT nffirciale and Natar'e Cantar for Infaormatinn Seciirityv vy
L J <4\ >z
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FIRST — http://www.first.org/

OO0 Mission Statement =
[ 4 » ] [O] [ X ] [ﬁ] <= http:/ fwww.first.org/about/mission/mission.html Q|- vGoogle Q
About FIRST FIRST Vision and Mission Statement -

Mission Statement Vision

History

FIRST Policies FIRST is a premier organization and recognized global leader in incident

Organization response. Membership in FIRST enables incident response teams to .
more effectively respond to security incidents by providing access to best

practices, tools, and trusted communication with member teams.

Search FIRST.org Mission Statement
Searc

FIRST is an international confederation of trusted computer incident
response teams who cooperatively handle computer security incidents
and promote incident prevention programs.

20 g: lfRST + FIRST members develop and share technical information, tools,
Aapn L onIcTence methodologies, processes and best practices

FIRST encourages and promotes the development of quality security
products, policies & services

FIRST develops and promulgates best computer security practices
FIRST promotes the creation and expansion of Incident Response

+

Presentations

papers & slides
available for
FIRST Members’ teams and membership from organizations from around the world

FIRST members use their combined knowledge, skills and experience

L 2

+

A

Download to promote a safer and more secure global electronic environment.

egibr  niek
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Proactive Services (1/3)

cerb

 More and more teams are focusing in awareness, prevention and
network monitoring, partially as a result from

Botnet and Fast Flux networks

Attacks targetted at the end users

 Network monitoring projects examples:

4t Caribbean Internet Governance Forum — Curagao — July 24, 2008

SURFnet & GOVCERT.NL: SURFids

http://ids.surfnet.nl/

NASK/CERT-Polska & GOVCERT.NL & SURFnet: HoneySpider Network
http://www.honeyspider.org/

CERT-Polska: ARAKIS

http://www.arakis.pl/

JPCERT/CC: Internet Scan Data Acquisition System (ISDAS) Project
http://lwww.jpcert.or.jp/isdas/index-en.html

CERT.br: Brazilian Distributed Honeypots; and The SpamPots Project
CERT.br and other National CSIRTs: SpamPots — International Phase

egi
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Proactive Services (2/3)

cerbar

@ @ @ @ http:/ jwww.govcertnl/render & - 'Google Q
End users awareness GOVCERT.NL

0

)

DOWNLOADS (ENGLISH) M
« GOVCERT.NL 25/06 /2007
— Movies Movies
. - - Are you master of your own identity?
¢ |dent|ty theft Do you leave your personal details all over the
internet? Or do you use made up names and fake
° addresses? If only the man in the movie 'Are you
th reats master of your own identity' had done that!
. Download the movie.
* end user behaviour GOVCERT.NL movie 'The birth of internet and
its threats'
Heahutubaiusinal This film shows the history of the internet and its
[ ] g s vy
bOtnets & worms BN ’T! threats and how GOVCERT.NL has developed as
. . Py RS an organization.
- Alertlng service e From 1962 Arpanet until the day of the billions of

websites, blogs, e-mail and SPAM. IT security was in the early days a
non existing subject, the Robert Morris worm in 1988 changed all that. It
was the beginning of

Read more...

Digital threats at home

GOVCERT.NL's National Alerting Service
produced an awareness movie aimed at raising
awareness of the threats of the internet. The
message of this movie is that above all else, you
should be aware of your own behaviour.

Botnet movie

GOVCERT.NL's National Alerting Service shows
the dangers of viruses, worms and botnets
-networks of infected computers used for criminal
purposes- in an animated movie. Download the
animated movie:

English spoken, Dutch map, Windows Media Video, 18Mb

English spoken, UK map, Windows Media Video, 18Mb

English spoken, UK map, Mpeg version, 108Mb

€ B IRIC
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Proactive Services (3/3)
End users awareness

« CERT.br
— Antispam.br content
 Website
http://Iwww.antispam.br/
« Videos / Characters
— Best practices
 Website
http://www.cartilha.cert.br/
 Book & tips folder
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OO0 Antispam.br :: (@)
@ @ @ Ir http:/ jwww.antispam.br /videos /english & ~ vGoogle Q)
”» - -a---- \lLl‘l.A
liideos

See the videos with subtitles in english

1. Navigating is
necessary

2. The Invaders

NAVEGAR

o £ PRECIS) “R,m

English Version

[E AN ADDN

A
English Version 23

(AN ADN)N

English Version English Version

Y V<>,

™

g
A
y

N\’
]

&l

A

QAR

4 J;q

www.antispam.br

. Www.antispam.br

| T

B
=
©
—
2
)
=
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www.antispam.br
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Resources
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Resources for CSIRTs (1/2) eert'm

« Creating a Computer Security Incident Response Team:
A Process for Getting Started
http:/lwww.cert.org/csirts/Creating-A-CSIRT.html

 CSIRT Services

http://www.cert.org/csirts/services.html

« State of the Practice for CSIRTs
http://www.cert.org/archive/pdf/03tr001.pdf

* Defining Incident Management Processes
http://www.cert.org/archive/pdf/04tr015.pdf

« Staffing Your CSIRT
http://lwww.cert.org/csirts/csirt-staffing.html

« Steps for Creating National CSIRTs
http://www.cert.org/archive/pdf/NationalCSIRTs.pdf

cgibr  niedr
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Resources for CSIRTs (2/2)

Handbook for Computer Security Incident Response Teams
http://www.cert.org/archive/pdf/csirt-handbook.pdf

Organizational Models for CSIRTs
http://www.cert.org/archive/pdf/03hb001.pdf

Other CSIRT Related documents
http://www.cert.org/csirts/

Training
CERT Program - http://www.cert.org/training/

AusCERT - http:/lIwww.auscert.org.au/render.html?cid=1934
CERT.br (CERT Program content) — http://www.cert.br/cursos/

Resources in Portuguese
http://www.cert.br/csirts/

cgibr  niedr
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Thank you for your attention

Slides available at: http://www.cert.br/docs/presentations/

Cristine Hoepers

General Manager
<cristine@cert.br>

CERT.br — CERT Brazil
http://www.cert.br/

NIC.br — Brazilian Network Information Center
http:/lwww.nic.br/

CGl.br — Brazilian Internet Steering Committee i I
http://www.cgi.br/ egl‘br me‘hr



