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| Workshop de Tratamento de Incidentes Cibernéticos para ETIRs da Defesa
Comando de Defesa Cibernética (ComDCiber)

F 07 de novembro de 2023
Brasilia, DF




Boas Praticas para w
Gestao de Incidentes Ciberneticos

Cristine Hoepers, Dra. Klaus Steding-Jessen, Dr.

Gerente, CERT.br/NIC.br Gerente Técnico, CERT.br/NIC.br
cristine@cert.br jessen@cert.br

TLP conforme padrao do FIRST Slides ficarao online em

https://cert.br/tlp/ https://cert.br/docs/palestras/
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Centro de Estudos, Resposta e Tratamento de
Incidentes de Seguranca no Brasil

|

4 CERT Nacional de Ultimo Recurso

Servicos Prestados a Comunidade

Gestao de Consciéncia Transferéncia de

Incidentes Situacional Conhecimento
Coordenacao Aquisicao de Dados Conscientizacao
Andlise Técnica gggzg;f Distribuidos gs:gngfggi?aesnm de
Suporte a Mitigacao Threat foeds Cooperacao, Eventos

e Recuperacao e Reunides (Outreach)

Compartilhamento
das Informacoes

Treinamento

Aconselhamento
Técnico e de Politicas
Filiacoes e Parcerias:

" eDITe
x>l 4 \W & Partner
% RS Network

N MEMBER www.anfiphishing.org

20 pe1eS HN/P

FIRST: Membro pleno desde 2002 TF-CSIRT Trusted Introducer: Accredited desde 2020
APWG: Research partner desde 2004 SEI/CMU: Cursos autorizados desde 2003
Honeynet Project: Mantém o capitulo do Brasil desde 2003

https://cert.br/sobre/ | https://cert.br/sobre/filiacoes/ | https://cert.br/about/rfc2350/

TLP:CLEAR

Missao

Aumentar os niveis de seguranca e de
capacidade de tratamento de incidentes das
redes conectadas a Internet no Brasil.

Publico Alvo (Constituency)

Redes que utilizam recursos administrados
pelo NIC.br

- enderecgos IP ou ASNs alocados ao Brasil
- dominios sob o ccTLD .br

Principais Atividades

Facilitar a coordenacao do tratamento de

incidentes entre as partes

- Ponto de contato nacional de ultimo recurso

- Trabalho colaborativo com outras entidades

- Auxilio na analise técnica e compreensao de
ataques e ameacas

Aumentar a deteccao, correlacao de eventos

e determinacgao de tendéncias

Transferir o conhecimento através de cursos,

boas praticas e conscientizagao
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Foco do CERT.br nestes 26 anos:
Aumentar a Capacidade Nacional de Tratamento de Incidentes

Nenhum time ou estrutura unica conseguira fazer sozinho a seguranca ou a resposta
a incidentes

Comunidade Nacional

- Acgles junto a setores chave, para criagao e treinamento de Times de Tratamento de Incidentes
de Seguranca (CSIRTSs)

- Auxiliar na analise técnica e facilitar o tratamento de incidentes por outros CSIRTs
- Gerar massa critica para possibilitar a cooperacao e melhora na seguranca das redes
- Ter uma visao sobre as principais tendéncias de ataques no Brasil

Comunidade Internacional

- Estabelecer relagoes de confianca
- facilitar a comunicacdo em casos de incidentes
- dar acesso a informacdes que ajudem a comunidade local

- Influenciar os padroes e certificacées sendo construidos para CSIRTs
- Levar a visao nacional aos foruns pertinentes

cerbhr niehr ogibr



Incidentes nao Respeitam Fronteiras:
Cooperacao entre CSIRTs no Mundo

Ha diversas comunidades
Algumas mais efetivas que outras

Proximos slides contem reflexdes com base no conteudo do seguinte treinamento do
FIRST:

- Incident Handling for Policy Makers

“Participants will learn how incident response on a global scale functions and what the
preconditions for establishing a successtul CSIRT community are. Rather than
presenting simple recipes the training focuses on concepts which are worked out by
analysing real world incidents.”

https://www.first.org/education/trainings
https://www.first.org/education/incident handling for policy makers/Incident Response for Policy
makers v1.2.3.pptx.zip
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https://www.first.org/education/incident_handling_for_policy_makers/Incident_Response_for_Policymakers_v1.2.3.pptx.zip

CSIRTs Efetivos

. Coordination across boundaries
Cooperam Diretamente

Objetivo maior € proteger

- Redes _ _
~ * Incidents ignore borders

- Informacobes . i ofth

— Cidad3os Speed is of the essence

CSIRTs are often information exchange mechanisms

Privacy must be respected

Independente de Other stakeholders must be identified and involved

- Normas locais
- Redes em que participam
- Setores a que pertencem




Existem Diferentes
formas de Governanca

CSIRTs se coordenam em redes

- um CSIRT pode participar de
multiplas redes

Market

O OO
o 9,

@ ©

° 6

©o
O

Network governance

Governance [is achieved] through relatively stable cooperative
relationships between three or more legally autonomous
organisations based on horizontal, rather than hierarchical
coordination, recognizing one or more network or collective

goals

The late Elinor Ostrom receives

the 2009 economic sciences

Nobel price for her ground-

breaking work: “Governing the
ommons”.

g/wiki/File:Nobel_Prize_2009-Press_Conference_KVA-31.jpg '""

Forms of governance

TLP:CLEAR

Network

i

Hierarchy Collaboration

Q O
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./
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CSIRTs Dependem de
Redes de Confianca CSIRTs as networks

Também precisam

®* CSIRTs collaborate across the world in networks

- Agilidade de Comunicagéo * APCERT

- Informalidade « FIRST

- Expertise « OIC-CERT
« TF-CSIRT

ﬁ * CSIRTs also cooperate with other organizations that may not
always be called CSIRTs. Organizations have the responsibility

In a network to respond to incidents, even when they do not staff for it
different proactively.
organizations * This works well if the preconditions are satisfied.
work together,
Even

IKo1

competitors!




Confianca Depende de
Fatores Subjetivos

E construida ao longo do tempo
- Reunides periddicas
— Cooperacao continua
- Projetos em conjunto

T —

g Effective network collaboration requires
trust and a common goal.

If either is missing collaboration is not
possible.

TLP:CLEAR

How do you build Trust?

* Ensure there is a good understanding of roles and
responsibilities

* Have strong Points of Contact that have functional networks

* Build on a history of working together and meeting each
other's expectations

* Use of good standards and similar terminology

* NDAs and contracts play a lesser role

IK>1
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Padroes para Operacao de

CSIRTs Efetivos
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CSIRT - Computer Security Incident Response Team

- Um Time de Resposta a Incidentes de Seguranca em Computadores (CSIRT) é
uma unidade organizacional (que pode ser virtual) ou uma estrutura (capability)
que fornece servicos e apoio a um publico-alvo definido
para prevenir, detectar, tratar e responder a incidentes de seguranga em computadores,
de acordo com a sua missao.

Fonte: FIRST CSIRT Services Framework
https://www.first.org/standards/frameworks/csirts/

Questoes chave para o sucesso de um CSIRT

— Criar um ambiente favoravel a notificacao de — Criar relacoes de confianca
incidentes
. sem carater punitivo - Ter uma rede de contatos
* nao pode ser confundido com auditoria » especialistas e outros CSIRTs

cerbhr niehr ogibr
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CSIRTs
Evolucao e Desafios

Numero crescente
— Diversos paises
— Diversos setores
- Variados niveis de maturidade

Confianca (trust) é pré-requisito
para cooperagao

Desafios
- Como identificar servigos necessarios?

- Como quantificar a maturidade e a
qualidade dos servicos?

- Como respeitar as expectativas de
confidencialidade?

— Como identificar habilidades e
conhecimentos necessarios aos
profissionais dessa area?

TLP:CLEAR

FIRST members growth by year*

700
600 —
500 —
400
300

200

0{e=—"—""—"—"7T-7T"—I"—L"—"20—20

L
1990 1994 1998 2002

I L L L L L L L L L L L UL
2006 2010 2014 2018 2022

W Africa ™ Asia M Central America M Europe ™ Middle East M North America
M South America ! The Caribbean M Total

Oceania

(*) The statistic measurement method and regional breakdown changed in 2007.

Fonte: FIRST History, link visitado em 06/11/2023
https://www.first.org/about/history
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Padroes de Servicos e Maturidade
Essenciais para um CSIRT Efetivo

— Sob Coordenacdo do FIRST
_ CSIRT Services Framework Organizagoes envolvidas no

desenvolvimento destes
— EthicsfIRST (Ethics for Incident Response and padrdes
Security Teams)

- TLP (Traffic Light Protocol)
- PSIRT Services Framework

FIRST (Forum of Incident Response and
Security Teams)

Open CSIRT Foundation
TF-CSIRT

- CVSS (Common Vulnerability Scoring System)

- |EP (Information Exchange Policy)
ENISA (European Union Agency for

- EPSS (Exploit Prediction Scoring System) Cvb rity)
ybersecurity

— Sob coordenacao da Open CSIRT Foundation
- SIM3 (Security Incident Management Maturity Model)

cerbhr niehr ogibr
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CSIRT Services Framework

Descricao em alto nivel dos possiveis

« Information Security Incident Report Acceptance

servigos que possam ser oferecidos | Afactand Forensic Evdence Anayis
» Mitigation and Recovery
- por um CSlRT - Information Security Incident Coordination ‘ !
] ] ] + Crisis Management Support \
— por times com servigos relacionados Information Security
~ . . Incident Management « Vulnerability Discovery/Research
com gestao de incidentes . Vuinerabilty Report Intake
» Vulnerability Analysis
. . g . « Vul bility Coordinati
Objetivo de auxiliar times a - Monitoring and Detection Z] - vrerabitty Disciosure
. . .. . . - - Event Analysis = - Vulnerability Response
— identificar e definir quais servigos sao informaton Securty < E A e Vulnerabiy
essenciais para seu contexto crenilenegement T REAS oement
— identificar termos e definicdes usados : Awareness Buikding.
) + Training an ucation » Data Acquisition
pela Comun|dade * Exercises E Es . Analysisqand Synthesis
» Technical and Policy Advisory sz + Communication
CSIRT Roles and Competences T SHitions)

- papéis e competéncias para as fungoes,
com base no padrao NICE do NIST

https://www.first.org/standards/frameworks/csirts/csirt services framework v2.1
https://www.first.org/standards/frameworks/csirts/csirt roles competences
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Team Types Within the Context of Services Frameworks

Servicos Esperados para CSIRTs

Service Area SOC CSIRT PSIRT ISAC

Information Security Event Management

Monitoring and Detection MUST

Event Analysis MUST
Information Security Incident Management

Information Security Incident Report Acceptance - MUST
Information Security Incident Analysis - MUST
Artifact and Forensic Evidence Analysis

Mitigation and Recovery - MUST
Information Security Incident Coordination - MUST

Crisis Management Support

https://www.first.org/standards/frameworks/csirts/team-type
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Team Types Within the Context of Services Frameworks

Servigos Esperados para CSIRTs (cont.)
Service Area SOC CSIRT PSIRT ISAC

Vulnerability Management

Vulnerability Discovery/Research

Vulnerability Report Intake - - MUST
Vulnerability Analysis - - MUST
Vulnerability Coordination - - MUST
Vulnerability Disclosure - - MUST
Vulnerability Response - - MUST

Situational Awareness

Data Acquisition - - - MUST
Analysis and Synthesis - - - MUST
Communication - - - MUST
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EthicsfIRST.org
Cddigo de Etica da Comunidade Global de CSIRTs

| NON JRIKY 5| 0O = ethicsfirst.org & (4] ™ 0 [
o
hicsARST
EthicsfIRST Ethics for Incident Response and Security Teams
= Ethics for Incident Response and
Security Teams
= Duty of trustworthiness Also available in PDF <
= Duty of coordinated
vulnerability disclosure Members of incident response and security teams (Teams) have access to many digital systems and sources of information.
= Duty of confidentiality Their actions can change the world. As a member of this profession, a Team member must recognize responsibility to their
= Duty to acknowledge constituency and to other security professionals, as well as to wider society. The individual must also recognize their
= Duty of authorization responsibility to their own well-being.
= Duty to inform
= Duty to respect human rights EthicsfIRST is designed to inspire and guide the ethical conduct of all Team members, including current and potential
= Duty to Team health practitioners, instructors, students, influencers, and anyone who uses computing technology in an impactful way. This
= Duty to Team ability framework includes principles formulated as statements of responsibility, based on the understanding that the public good is
= Duty for responsible collection always the primary consideration. Each principle is supplemented by guidelines, which provide explanations to assist computing
= Duty to recognize professionals in understanding and applying the principle.
jurisdictional boundaries
= Duty of evidence-based The duties are introduced below but are not in order of importance. These duties should not be seen as absolute requirements,
reasoning but rather as stated in the IETF RFC2119 for the definition of “SHOULD":
Appendix A
Q Dealing with Dilemmas / “This word, or the adjective “"RECOMMENDED", means that there may exist valid reasons in particular circumstances to ignore
particular [duties], but the full implications must be understood and carefully weighed before choosing a different course.”

Cercar niedr eglal



Traffic Light Protocol (TLP):
Troca e Compartilhamento de Dados e Informacoes

O que é?
— um conjunto de marcagoes
— 4 cores para indicar os limites de compartilhamento

cert.br/t\p/

Por que?

— facilitar a adocao e a colaboracao mais frequente TLP g AMBER

— aumentar a legibilidade
— facilitar compartilhamento entre pessoas

cert.br/tlp/

Onde usar?

— documentos, e-mails, slides, notificagoes cert.-britip/
— plataformas de CTI, como MISP TLP,
— qualquer outro lugar (ex: Conferéncias) “Crt.br/ey,, "

https://cert.br/tlp/
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Traffic Light Protocol (TLP) Versao 2.0

Traducao Oficial - Portugués Brasilei

Traducao
CERT.br/NIC.br
Cristine Hoepers
Revisao
CAIS/RNP
Edilson Lima
Emilio Nakamura
CSIRT PETROBRAS

Marcos Vinicio Rabello da Silva

Kildane de Souza Castro
CERT.br/NIC.br

Klaus Steding-Jessen
Miriam von Zuben

https://www.first.org/tlp/
https://www.first.org/tlp/docs/v2/tlp-pt-br.pdf
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TLP:CLEAR

Vers
TLP: -~

h. Se um destinatario necessitar compartilhar uma informago mais amplament

o indicado pela marcagédo TLP que veio na informacgdo, ele deve obrigatoriam’

(must) obter permisséo explicita da fonte.
2. Uso

a. Como usar TLP em mensagens (como email e chat)

Mensagens com marcagao TLP DEVEM OBRIGATORIAMENTE (MUS7) indicar a ma' C
informacao, bem como quaisquer restricdes adicionais, imediatamente antes da
si. A marcagdo TLP DEVE (SHOULD) estar na linha de assunto (subject) do email.
necessario, também garanta que o final do texto ao qual a marcagao TLP se ap'

b. Como usar TLP em documentos

Documentos com marcagdo TLP DEVEM OBRIGATORIAMENTE (MUST) indica
informagéo, bem como qualquer restri¢do adicional, no cabegalho e no rod
marcagao TLP DEVE (SHOULD) ser em fonte tamanho 12 ou maior, por cc
baixa visdo. E recomendavel alinhar as marcagdes TLP a direita.

c. Como usar TLP em trocas automatizadas de informagdes

0 uso de TLP em trocas automatizadas de informagdes nao é definido:
aqueles que projetam tais trocas, mas DEVE OBRIGATORIAMENTE (M(

padrao.

d. Cédigo de cores para o TLP em RGB, CMYK e Hex

RGB! RGB: CMYK:
font background | font

backgr

R |6 |B [R|G|B|C|M[Y [k

[TLP:RED] 255(43 |43 [0 |0 [0 |o [83[83 |0

RIERNIIEIE | 255 | 1920 [0 |0 [0 |o |25/|100|0

PIEREEEY (51 (2550 o |o o |[79(0 |1000

LCAANIYY | 255 | 255|255 [0 [0 |o [0 |0 [0 [0

Nota sobre o codigo de cores: quando existe muito poucc
fundo, aqueles com baixa visdo tem muita dificuldade de
enxerga-lo. O TLP & projetado para atender as necessidz
DEVEM (SHOULD) aderir ao cédigo de cores do TLP pari
leitores.

TRAFFIC LIGHT PROTOCOL (TLP) - Versao 2.0 (Trad
https://www.first.org/tlp

ntes
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https://www.first.org/standards/frameworks/csirts/csirt_services_framework_v2.1
https://www.first.org/tlp/docs/v2/tlp-pt-br.pdf

SIM3 — Security Incident
Management Maturity Model v oo

Quatro pilares
- Prevencao
- Deteccao
- Resolucao
- Controle de qualidade e feedback

Quatro quadrantes _ _
- O — Organisation (11 parametros) Sl
- H — Human (7 parametros) ' not reached
- T — Tools (10 parametros)
- P — Processes (17 parametros)

Quem usa
— TF-CSIRT Trusted Introducer
- FIRST
- ENISA, requerimento para CERTs Nacionais (NIS Directive)
— Nippon CSIRT Association

https://opencsirt.org/maturity/sim3/ o> powered by OpenCSIRT SIM3-check
https://sim3-check.opencsirt.org/

eeruar niedr egldi
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https://sim3-check.opencsirt.org/

Auto avaliacao
SIM3 Online Tool

Em forma de perguntas

Possui 4 perfis
— FIRST Membership

— ENISA
- Basic
— Intermediate
- Advanced
— Trusted Introducer Certification

Sera utilizado pelo CERT.br a
partir de 2024

— Em alinhamento com TF-CISRT
- Acreditacao
- Certificacao

https://sim3-check.opencsirt.org/

TLP:CLEAR

] ® M ~ < O @ sim3-check.opencsirt.org/#/a/aJnUZFuW8-a8dmK87Y3-9LMwDb2n0 ¢ @ d] +
O D ggf:dg%ilgg SIM3 v2 interim Self Assessment Tool Open CSIRT Foundation (2 License g2 Show Manual Color Scheme ~ Language Selection ~

Organisation Human Tools Processes

With Humans we refer to the people working together to provide the services described in
the Organisation area and satisfy the mandate. All people contributing to the goals of the
(CSIRT) organisation that manages security incidents, require a technical and/or
management oriented education with considerable on-the-job training plus additional
training for more detailed expertise like malware analysis or forensics. The 'H' Parameters in
this area are about the factors of importance in regard the most important factor in any
CSIRT: the human 'capital’ of the people working there.

Expand all / Collapse all

H-1: Code of Conduct/Practice/Ethics

Does your CSIRT provide guidance, guidelines or sets of rules for its team members on how to
behave professionally, in an ethical manner? Often called a 'Code of Conduct (CoC)' a 'Code of
Practice (CoP)' or 'Ethics guideline’, it can provide golden rules on confidentiality,
trustworthiness, and other key human qualities expected from CSIRT team members. Note that
in most cases the CSIRT's host organisation will have some kind of ethics code, but such codes
are of a generic nature and have nothing to do with the specific work that the CSIRT does -
therefore such generic codes are not valid to satisfy H-1. The CSIRT regularly deals with highly
sensitive data, and communicates not just inside the host organisation, but also outside. Also,
responsible behaviour of CSIRT team members is not limited to the work context, but also
relevant in private circles where security is concerned. The Trusted Introducer CSIRT Code of
Practice (TI CCoP) can be used as CoP baseline, as it was written specifically for CSIRTs;
another excellent starting point is 'EthicsFIRST' made by FIRST, which has its own website. That
said, specific CSIRT cooperations, or even specific teams, can have good reasons to make their
own code. Do note that proper alignment with the security policy (O-11) is always necessary.
Does your team support such a code of conduct/practice/ethics?

0 We never really discussed this.
1 We know what kind of work ethics are expected of us, but they were never written down.

2 We don't have a formal written code of conduct, therefore we wrote something for our own

purp Our has not formally approved this.

3 We have a written code of conduct approved by our team management.

4 We have a written code of conduct approved by our team management. In the periodic review of
our team it is checked if and how this code has been used and if it serves its purpose.

H-2: Staff Resilience

Does your CSIRT have enough staffing to deal with planned or unexpected team members'
unavailability? Such cases include illness, holidays, quitting of job ... Depending on the services
offered (O-5) and the service levels (O-7), the number of team members will vary, but ensuring

Your SIM3 Assessment URL

Please bookmark your results to start next time with this status:
https://sim3-check.opencsirt.org/#/a/aJnUZFuW8-a8dmK87Y3-9LMwDb2n0
Choose your desired SIM3 Profile:

FIRST Membership ENISA ENISA ENISA Tl
Baseline Basic Intermediate Advanced Certification

Spider-Chart/Show questions Table of Results Open Actions [20]

Copy URL!

Comparison

If you click on a specific tile you will be directed to the associated parameter on the left
side

Tl Certification
not reached

T8
7

T3

T6 15 T4

o powered by OpenCSIRT SIM3-check
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Gestao de Riscos, de Seguranca e de Incidentes se
Complementam

NIST Cyber Security Framework

» Asset Management » Access Control Anomalies and » Response Planning » Recovery Planning
» Business » Awareness and Events » Communications » Improvements
Environment Training Security Continuous ), Analysis » Communications
» Governance » Data Security Monitoring » Mitigation
» Risk Assessment » Info Protection Detection Processes » Improvements
» Risk Management Processes and
Strategy Procedures

» Maintenance

» Protective Technology

|
Gestao de Incidentes

Original em Inglés e tradugao para o Portugués disponiveis em:
https://www.nist.gov/cyberframework/framework
https://www.uschamber.com/sites/default/files/intl nist framework portugese finalfull web.pdf



https://www.nist.gov/cyberframework/framework
https://www.uschamber.com/sites/default/files/intl_nist_framework_portugese_finalfull_web.pdf

Relembrando por que precisamos CSIRTSs:

Organizacoes Precisam Alcancar Resiliéncia

Um sistema 100% seguro € impossivel de atingir: incidentes ocorrerao
Resiliéncia: Continuar funcionando mesmo na presenca de falhas ou ataques

O que faz diferenca

— Foco em pessoal
— Profissionais capacitados e atualizados

— Treinamento e conscientizacao dos usuarios
— Gestao de Risco
— Gestao de Seguranca
— Gestao de Incidentes

— Formalizar Times de Tratamento de Incidentes de Seguranca (CSIRTSs)

cerbhr niehr ogibr



Causas Mais Comuns de Ransomware e Vazamentos de Dados

Ataques mais reportados ao CERT.br e mais observados em nossos sensores:

— Acesso indevido via senhas fracas ou — Exploracao de vulnerabilidades antigas
comprometidas/vazadas, incluindo para invasao e/ou movimentacao lateral

- Phishing - falta de aplicacao de correcoes
- Senhas expostas no Github/Pastebin pelos - erros de configuracao

proprios donos/desenvolvedores dos sistemas ~ falta/falha de processos
- Forca bruta de senhas em servigos protegidos s6

com Conta € Se_nha' Exemplos: Portal de Estatisticas do CERT.br
* e-mails e servigos em nuvem

https://stats.cert.br/
» acesso remoto (VPN, SSH, RDP, Winbox, etc)

Mais de 80% dos incidentes seriam evitados se

— todas as correcdes (patches) fossem aplicadas
— todos os servigos tivessem 2FA / MFA
— houvesse mais atencdo a erros e configuracées

Barreiras para melhoria: formacao dos profissionais e priorizacao por gestores

Estudo Setorial Seguranga digital: uma analise de gestao de risco em empresas brasileiras
Autores: NIC.br (CERT.br e Cetic.br), em parceria com OECD

https://cetic.br/pt/publicacao/seguranca-digital-uma-analise-de-gestao-de-risco-em-empresas-brasileiras/
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https://stats.cert.br/
https://cetic.br/pt/publicacao/seguranca-digital-uma-analise-de-gestao-de-risco-em-empresas-brasileiras/

. TLP:CLEAR
Aumentar a seguranca de servigos expostos:
Protocolos modernos e seguros para sites, e-mail e conectividade

eoe [ -~ 0 top.nic.br fa C © M + 88

Testa a correta implementagéo de
oE | o - IPv6

TESTE OS PADROES

— DNSSEC

Os padrdes técnicos modernos de Internet aumentam a confiabilidade — TLS e cifras

e permitem o crescimento da rede. Vocé esta usando esses padroes?
— SPF / DKIM / DMARC

g — STARTTLS / DANE
= @ o=
Testes
Teste TOP - Site Teste TOP - E-mail Teste TOP - IPv6 e DNSSEC . . ~ ~
Enderego IP moderno? Dominio Enderego IP moderno? Dominio da suarede - Ve rlfl Ca m a CO rreta I m ple m e ntagao d OS pad roeS
assinado? Conexdo segura? Opgdes assinado? Protegdo contra phishing? Enderegos modernos acessiveis? .
de seguranga? Conexdo segura? Assinaturas de dominio validadas? —_— base | a m _Se

- nas especificagcdes das RFCs

- em padrdes técnicos operacionais recomendados
por entidades internacionais

Relatério

— detalhamento de todos os resultados
- referéncias sobre os padrdes

httpS://tOp. niC. br/ - dicas sobre como corrigir possiveis problemas

1
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https://top.nic.br/

notificagcoes para: cert@cert.br @ @certbr

https://cert.br/

https://cartilha.cert.br/
https://InternetSegura.br/
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