
Ransomware Attack Prevention, Detection, and 
Response: The Essentials That Can 

Make a Difference
Lucimara Desiderá, M.Sc. CISSP

Security Analyst
CERT.br/NIC.br

2025 FIRST Regional Symposium Latin America & Caribbean
San Salvador, El Salvador - October 8-9, 2025



Ransomware Evolution
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Ransomware as a Service – RaaS
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Ransomware: How it Happens 
Attack Lifecycle



Fonte: https://www. sophos.com/pt-br/content/state-of-ransomware

TLP:CLEAR

Root Cause
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What are The Essentials That Can 
Make a Difference



Complete Document and Leaflet
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Also Available in Spanish!
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Better Safe Than Sorry



Prevention: The Essentials That Can Make a Difference
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Prevention: The Essentials That Can Make a Difference
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What If Initial Access Cannot 
Be Prevented?



Detection – The Essentials That Can Make a Difference
Layered Defense
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Detection – The Essentials That Can Make a Difference
The earlier the detection, the quicker the response 
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Response: It’s Necessary to be Prepared 
The faster the response, the lesser the impact
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https://cert.br/

Thank you!
Incident reports to : cert@cert.br @certbr


