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Year-to-date CVE publications (MITRE CVE List) TLP:CLEAR

Lines showing the daily cumulative count of published CVEs on MITRE's CVE List, https:/ /cve.mitre.org/cve/

~

(Year-to-Date CVEs: 22,649

Average CVEs Per Day:
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Fonte: https://www.first.org/epss/data stats Source: https:/ /first.org/epss/data_stats, 2024-07-28
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Monthly counts of CVE publications (MITRE CVE List)
Monthly count of CVEs (removing "Rejected"” and "Reserved”) published on MITRE's CVE List, https:/ /cve.mitre.org/cve/

258,094 CVEs published as of Sunday, Jul 28, 2024
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Source: https:/ /first.org/epss/data_stats, 2024-07-28

Fonte: https://www.first.org/epss/data stats
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25%

51% of vulnerabilities are

remediated in the first month
50%

67% of vulnerabilities are
remediated in the first 3 months

76% of vulnerabilities are

75% remediated in the first 6 months

16.3% of vulnerabilities remain open
more than a year after discovery

Percentage of Vulnerabilities Remediated
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Fonte: https://www.cyentia.com/patching-fast-and-slow/ | https://www.cyentia.com/why-your-mttr-is-probably-bogus/
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Fonte: https://www.cyentia.com/patching-fast-and-slow/
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TLP:CLEAR

Gestao de Vulerabilidades

“A pratica de identificar, priorizar e corrigir vulnerabilidades de software
conhecidas.”

Alguns fatos:

— Mais da metade das organizacdes so — 32% das top 100 vulnerabilidades
conseguem aplicar patches em 15.5% dos exploradas na lista do ShadowServer sao
CVEs/més “vintage vulnerabilities”

- %4 corrige menos de 6.6% dos CVEs — CISA KEV (Known Exploited Vulnerabilities)

— Menos de 5% dos CVEs s3o ativamente tem 46% de “vintage vulnerabilities”
explorados

— CVSS nao é uma métrica de priorizacao

Fontes:
https://arxiv.org/pdf/2302.14172
https://www.first.org/resources/papers/vulncon2024/VulnCon-Why-Can-t-We-All-Just-Get-Along.pdf
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https://arxiv.org/pdf/2302.14172
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Antes de Avancarmos: O que é o CISA KEV

KEV Catalog Creation

Created with the issuance of Binding Operational Directive (BOD) 22-01

Requires federal civilian agencies to remediate vulnerabilities included in the catalog
Recommends everyone reference it for their own vulnerability management practices
Vulnerabilities must pose significant risk to agencies and the federal enterprise
CISA will update this catalog with additional vulnerabilities, subject to an executive-level CISA review
and provided they satisfy the following criteria:
The vulnerability has an assigned Common Vulnerabilities and Exposures (CVE) ID
There is reliable evidence that the vulnerability has been actively exploited in the wild

There is a clear remediation action for the vulnerability, such as a vendor provided update

March 27, 2024 4

Fonte: CISA’s Known Exploited Vulnerabilities (KEV) Catalog, CVE/FIRST VulnCon 2024 & Annual CNA Summit

https://youtu.be/T4AkYHmM54SMO0O?feature=shared&t=210



https://youtu.be/T4kYHm54SM0?feature=shared&t=210

TLP:CLEAR

Antes de Avancarmos: CVSS v4.0

“The Common Vulnerability Scoring System (CVSS) is an open framework for communicating
the characteristics and severity of software vulnerabilities.”
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Fonte: Common Vulnerability Scoring System version 4.0: Specification Document
https://www.first.org/cvss/v4.0/specification-document
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Risco = Vulnerabilidade + Ameaca + Impacto
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Gestao de Vulnerabilidades com Base em Risco

Nesse contexto a pergunta é:

Qual o risco de uma vulnerabilidade ser ativamente explorada
e causar um impacto negativo?

Ou seja, quais patches eu preciso aplicar agora e quais podem esperar a proxima
janela de manutencao?

Abordagens:

— Especificas de sistemas operacionais (como Microsoft e RedHat)
— Proprietarias (como Tenable, Rapid7 e RecordedFuture)
— Padrdes abertos (como EPSS e SSVC)

Fonte: https://arxiv.org/pdf/2302.14172
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Alguns Padroes para Informar as Decisoes de Risco:
CVSS, EPSS e SSVC

CVSS — Common Vulnerability Scoring System

— Uma pontuacao relativa a severidade de uma vulnerabilidade
- ex: execucao remota de codigo sem interacao vs. necessidade de conta no sistema para posterior

escalagao de privilégio
EPSS — Exploit Prediction Scoring System
— Probabilidade de uma vulnerabilidade ser ativamente explorada nos proximos 30 dias

SSVC — Stakeholder-Specific Vulnerability Categorization

— Uma metodologia para priorizar vulnerabilidades com base nas necessidades das partes
interessadas
— Criada pelo CERT Division SEI/CMU em conjunto com a CISA

— CISA instituiu um processo especifico para o Governo dos EUA

cerbhr niehr ogibr
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o——o-Q@
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Exploit Prediction Scoring System
“The Exploit Prediction Scoring System (EPSS) is a data-driven effort for estimating the
likelihood (probability) that a software vulnerability will be exploited in the wild.”

— Objetivo: ajudar as organizacoes a terem a melhor cobertura de aplicacdo de patches com o

menor esforco (ja que recursos sao limitados)
— Dados levados em conta para o calculo da pontuacio: ldade do CVE, CPE, CWE, CVSS 3.x,
CISA KEV, Google Project Zero, Trend Micro's Zero Day Initiative (ZDl), Exploit-DB, GitHub,

MetaSploit, Intrigue, sn1per, jaeles, nuclei, entre outros

— Quem usa:
— https://www.first.org/epss/who is using/

— Ferramentas Open Source:
- https://www.first.org/epss/epss_tools

— Dados completos — arquivo CSV atualizado diariamente:

- https://www.first.org/epss/data_stats
eershr niehr egior



https://www.first.org/epss/who_is_using/
https://www.first.org/epss/epss_tools
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Efetividade do EPSS na Vida Real

Metodologia Entendendo os Graficos do proximo slide
— 1 ano de dados usados para
treinar o modelo False Positives (FP)

(incorrectly prioritized)

- CVEs publicados entre
01/11/2021 — 31/10/2022

] True Positives (TP)
— Periodo de teste: dezembro/2022 / (correctly prioritized)
— Avaliar para este més CVSS 7+ Exploited in the wild
— predicdes do EPSS versus _
. . L ~ False Negatives (FN)
— outras estratégias de priorizacao (incorrectly delayed)

_ True Negatives (TN)
NVD CVEs with / (correctly delayed)
CVSS 3.x scores

Source: https://first.org/epss/model

Fonte: https://arxiv.org/pdf/2302.14172
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Exploit:Exploit DB

Effort: 10.9% of CVEs
Coverage: 34.7%
Efficiency: 13.0%

CVSS v3.x

Threshold: 7+

Effort: 58.1% of CVEs
Coverage: 82.1%
Efficiency: 3.9%

Exploit:metasploit

Effort: 1.0% of CVEs
Coverage: 14.9%
Efficiency: 60.5%

CVSS v3.x

Threshold: 9.1+
Effort: 15.1% of CVEs
Coverage: 33.5%
Efficiency: 6.1%

Fonte: https://arxiv.org/pdf/2302.14172

Site:KEV

Effort: 0.5% of CVEs
Coverage: 5.9%
Efficiency: 53.2%

EPSSv3

Threshold: 0.088+
Effort: 7.3% of CVEs
Coverage: 82.0%
Efficiency: 45.5%

TLP:CLEAR

All CVEs
Exploited

CVEs Above Threshold

EPSS v3

Threshold: 0.022+
Effort: 15.3% of CVEs
Coverage: 90.4%
Efficiency: 24.1%
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SSVC - Stakeholder-Specific Vulnerability Categorization

— Uma arvore de decisao, que determina como priorizar e tratar uma vulnerabilidade

— A arvore leva em conta as seguintes propriedades:
- Evidéncia de uma vulnerabilidade estar sendo ativamente explorada

- Impacto técnico

- Impacto em safety Priority Description

- Exposicao do ativo
Defer Do not act at present

— Relagao com CVSS e EPSS

- CVSS pode ser usado para informar
a decisao de impacto técnico

- EPSS pode ser usado para decidir a
probabilidade e/ou evidéncia de estar Immediate  Act immediately
sendo ativamente explorado

Scheduled Act during regularly scheduled maintenance.

Out-of-Band Act more quickly than usually

Fontes: Learning SSVC — https://certcc.github.io/SSVC/tutorials/

Stakeholder-Specific Vulnerability Categorization (SSVC), Technical Report
https://resources.sei.cmu.edu/library/asset-view.cfm?assetid=636379

Cercor niedr egiar
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TLP:CLEAR

Risco = Vulnerabilidade + Ameaca + Impacto

c/sS 4+ i ERPSS. + SSVC
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CVD, VDP & Bug Bounties
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Divulgacao de Informacoes Sobre Vulnerabilidades

Researcher

Opcodes de divulgacao de quem descobre .
uma vulnerabilidade: Options

~ condera exeEnea EN kN
Coordinated

— Vender para uma entidade privada.

— Tentar contatar o fabricante ou uma
organizacao para realizar a divulgacao de

Black Market Vendor Public ]

forma coordenada, somente apds haver ' I \ ' -
- — rey Marke — ublic
uma correcao.
— Divulgar imediatamente de forma publica. \ationa]

Security Market

~————
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Boas Praticas para Comunicacao com o Vendor:
CVD - Coordinated Vulnerability Disclosure

Fases: Um processo para:
- Descoberta — Dar chances de defesa antes da
- Notificacao exploracao de uma vulnerabilidade

- Validac&o e triagem — Reduzir as vantagens dos adversarios

-Remediacao Principios:

— Reduzir danos

-Divulgacao
— Evitar surpresas
— Incentivar o comportamento desejado
Fontes: — Considerar praticas éticas
https://certcc.github.io/CERT-Guide-to-CVD/
https://www.enisa.europa.eu/topics/vulnerability-disclosure — Melhorar pProcessos

https://www.cisa.gov/coordinated-vulnerability-disclosure-process

cerbhr niehr ogibr



https://certcc.github.io/CERT-Guide-to-CVD/
https://www.enisa.europa.eu/topics/vulnerability-disclosure
https://www.cisa.gov/coordinated-vulnerability-disclosure-process

A Vida Real é Mais Complexa:
Multi-Party Vulnerability Coordination and Disclosure

— As normas I1SO focam em coordenacao i
;s » Disclosure
com um Unico ator: o vendor

— Vida real é mais complexa: /¢ \

- bibliotecas, projetos Open Source usados em ‘
~{Coordinato

multiplos sistemas aodor
— varios vendors tendo que coordenar
advisories

— Esta complexidade que esta gerando a
demanda por SBOM — Software Bill of

Vulnerability
Report

Materials more
Legend Down- &
stream /J Security <‘>‘°Q‘°°°
i Advisory, N
—> Primary stakeholder Miti;:rti);n; 6\*{9
Fonte: FIRST Guidelines and Practices for Optional coordinator

Multi-Party Vulnerability Coordination and Disclosure
https://www.first.org/global/sigs/vulnerability-coordination/multiparty/guidelines-v1.1
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CVD ja esta Incorporado em Diversos Padroes

— ISO/IEC 29147 and 30111
https://webstore.ansi.org/standards/iso/isoiec3011129147security

— EthicsfIRST
https://ethicsfirst.org/

— FIRST PSIRT and CSIRT Services Frameworks
https://www.first.org/standards/frameworks/

— Politicas da OECD e da Uniao Europeia
https://legalinstruments.oecd.org/en/instruments/OECD-LEGAL-0482
https://www.enisa.europa.eu/news/enisa-news/coordinated-vulnerability-disclosure-policies-in-the-eu

— |IETF security.txt — RFC 9116: A File Format to Aid in Security Vulnerability Disclosure
https://securitytxt.org

— Ato n° 77 da Anatel, Requisitos de Seguranca Cibernética para Equipamentos para

Telecomunicacgoes, secao 6.1.6
https://informacoes.anatel.qgov.br/leqislacao/atos-de-certificacao-de-produtos/2021/1505-ato-77

cerbhr niehr ogibr
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VDP - Vulnerability Disclosure Policy/Program

Politica Programa
— Definir regras claras e expectativas sobre — Um processo parte do Programa de Gestao
como notificacdes de vulnerabilidades de Riscos

serao tratadas
- tempos, mitigacOes, divulgacao

. . o — Se tiver Bug Bounty
— Facilitar o recebimento de notificagcdes de _ forneca canais claros de comunicacio
vulnerabilidades que nao seriam ¢ ¢

conhecidas » tenha pelo menos no seu site o
/ .well-known/security. txt

- divulgue a politica
- seja explicito sobre

* 0 que pode ou nao fazer
* 0 escopo do programa

cerbhr niehr ogibr

— Pode ou nao envolver Bug Bounty

— Incentivar comportamento ético de
pesquisadores de boa fé
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Recomendacoes

Assuma o Controle da Priorizacao da Aplicacao de Patches
Quem assume o risco, em ultima instancia, € vocé e sua organizacao
— Nao use apenas CVSS como critério

— Cobre seu fornecedor
- Desconfie se a resposta for muito simplista
- E OK ter uma solucao prépria, mas é necessario saber algo sobre quais métricas sdo usadas
- Verifique se ele ja nao integra EPSS e/ou SSVC

— Complemente com sua propria avaliacao
- Os dados sao todos publicos

Independente de ter uma Politica ou Programa de Divulgacao de Vulnerabilidades, tenha o
https://<seu-site>/.well-known/security. txt

https://securitytxt.org/

cerbhr niehr ogibr
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Outras Referéncias
— CVE/FIRST VulnCon 2024 & Annual CNA Summit

Slides: https://www.first.org/conference/vulncon2024/program

Videos: https://youtube.com/playlist?list=PLBAUUhRONOrO aB01IOv6XNRTHD4ueFVTp&feature=shared
— The Common Security Advisory Framework (CSAF)

https://csaf.io/

— The Vulnerability Exploitability eXchange (VEX)
https://www.ntia.gov/files/ntia/publications/vex one-page summary.pdf

— CIRCL Vulnerability Lookup Tool — facilitates quick correlation of vulnerabilities from various
sources, independent of vulnerability IDs, and streamlines the management of Coordinated

Vulnerability Disclosure (CVD).
https://github.com/cve-search/vulnerability-lookup

— CERT.br — Estatisticas de notificacoes de dispositivos com servicos potencialmente
vulneraveis expostos na Internet
https://stats.cert.br/vulns/

cerbhr niehr ogibr
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Obrigada

@ cristine@cert.br

@ Notificagcdes para: cert@cert.br X @certbr

https://cert.br/
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