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CGI.br Members

9 representatives from the Government
Ministry of Science, Technology and Innovation (coordination)
Ministry of Communications
Presidential Cabinet
Ministry of Defense
Ministry of Development, Industry and Foreign Trade
Ministry of Planning, Budget and Management
National Telecommunication Agency
National Council for Scientific and Technological Development
National Council of State Secretariats for Science, Technology and Information

12 representatives from private sector & civil society
Private Sector (4)

Internet access and content providers
Telecommunication infrastructure providers
Hardware, telecommunication and software industries
Enterprises that use the Internet

Civil Society (4)
Scientific and technological community  (3)
Internet Expert (1)

As established by the presidential decree Nº 4.829, 03/09/2003
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NIC.br:
Not for profit 
organization that 
implements all services 
and decisions of CGI.br.



Creation:
August/1996: report with a proposed model for incident management for the country 
is published by the Brazilian Internet Steering Committee – CGI.br1

June/1997: CGI.br creates CERT.br (at that time called NBSO – NIC BR Security Office) 
based on the report’s recommendations2

1https://www.nic.br/grupo/historico-gts.htm |        2https://www.nic.br/pagina/gts/157

Mission
To increase the level of security and 
incident handling capacity of the networks 
connected to the Internet in Brazil.

Focus of the Activities
- National focal point for security incident 

reports
- Support technical analysis and the 

understanding of attacks and threats
- Develop collaborative relationships with 

other entities
- Increase the capacity of incident detection, 

event correlation and trend analysis in the 
country

- Transfer the acquired knowledge through 
courses, best practices and awareness 
materials
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Incidents Reported to CERT.br:
DDoS notifications – history 
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Brazilian ISPs Ecosystem

Cetic.br National ISPs Survey 
- Total ISPs (estimated): 6618
- Respondents: 2177
- 75% have 1000 clients or less

https://www.cetic.br/pesquisa/provedores/

LACNIC ASN Allocation Stats

http://www.lacnic.net/en/web/lacnic/estadisticas-asignacion

(6713)

IX.br SP
One of the biggest in the world
- #1 in participants (1467)
- #3 in traffic – both average (3.5T) and peak (5.1T)

https://www.pch.net/ixp/dir

�700 ASes use MikroTik as core router

https://www.cetic.br/pesquisa/provedores/
http://www.lacnic.net/en/web/lacnic/estadisticas-asignacion
https://www.pch.net/ixp/dir


We need a healthier ecosystem:
National Initiative – A More Secure Internet Program
Objectives:
• Reduce Denial of Service attacks 

originating in Brazilian networks
• Reduce the Prefix Hijacking, Route 

Leak, and IP Spoofing
• Reduce the vulnerabilities and 

configuration failures in network 
elements

• Create a culture of security
Incentive to adopt best practices:
• Hardening
• Close open services
• Routing Security
• Anti-spoofing (BCP 38)

Joint initiative:
• NIC.br/CGI.br, ISOC and ISPs, 

Hosting and Telco Associations

https://bcp.nic.br/i+seg

https://bcp.nic.br/i+seg


A More Secure Internet Program:
Early Results – Reducing Open Services

https://www.cert.br/stats/amplificadores/

Focusing more on the top 5:

- The top 1 (SNMP) reduced from 
500K IPs to 100K 

- most in the big Telcos

- Ubiquity devices became abused 
recently

- mostly on small ISPs

Common denominator in most of them:

- They are low cost CPEs (home 
routers) 

- with bad factory defaults and do not 
allow changes most of the time

IPs

IP addresses confirmed by CERT.br as having services allowing amplification
2018-06 -- 2019-05
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A More Secure Internet Program:
Early Results – Antispoofing (BCP 38) Implementation

https://eng.registro.br/pipermail/gter/2019-May/076685.html

- Higher adoption than in other countries
- Noted by CAIDA Spoofer Project

https://eng.registro.br/pipermail/gter/2019-May/076685.html


Minimum Security Requirements for Customer Premises 
Equipment (CPE) Acquisition
Work developed by the LAC-AAWG – Latin American 
and Caribbean Anti-Abuse Working Group
Joint Publication of
- M3AAWG - Messaging, Malware and Mobile 

Anti-Abuse Working Group 
- LACNOG - Latin American and Caribbean 

Network Operators Group
- Editor: Lucimara, LAC-AAWG Chair / CERT.br

Currently available in:
- English, Japanese and Korean

New translations to be released soon:
- Portuguese, Spanish, French and German

www.lacnog.net/docs/lac-bcop-1 
www.m3aawg.org/CPESecurityBP

LACNOG 
Latin American and Caribbean Network Operators Group 
Department of Montevideo, Oriental Republic of Uruguay 
www.lacnog.net 

M3AAWG 
Messaging, Malware and Mobile Anti-Abuse Working Group 

781 Beach Street, Suite 302 
San Francisco, California 94109 U.S.A. – www.m3aawg.org 

LACNOG- M3AAWG  공동 작성 

 CPE(가입자 댁내장치) 최소 보안 요구사항에 대한 
Best Current Operational Practices 

LAC-BCOP-1 

2019년 5월 

이 문서는 LACNOG 웹사이트에서 다운로드 가능합니다. www.lacnog.net/docs/lac-bcop-1

이 문서는 M3AAWG 웹사이트에서 다운로드 가능합니다. www.m3aawg.org/CPESecurityBP

이 문서는 M3AAWG 웹사이트에서 다운로드 가능합니다.  www.m3aawg.org/CPESecurityBP-Korean

이 문서는 LACNOG1 (Latin American and Caribbean Network Operators Group) 와  M3AAWG2

(Messaging, Malware and Mobile Anti-Abuse Working Group).가 공동으로 작성한 Best Current
Operational Practices (BCOP)이다. 이는 LACNOG 워킹그룹 LAC-AAWG3 (Latin American and
Caribbean Anti-Abuse Working Group) 와 BCOP Working Group4의 원본을 토대로 M3AAWG
회원들과 Senior Technical Advisors,   M3AAWG Technical Committee 의 협력에 의해 작성되었다.
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LACNOG-M3AAWG共同作業による
顧客側通信機器 (CPE) が備えるべき
最低限のセキュリティ要件についての

Best Current Operational Practices
LAC-BCOP-1

May 2019
この文書の原文は LACNOGのWebサイト www.lacnog.net/docs/lac-bcop-1で入手できます

この文書の原文は M3AAWGのWebサイト www.m3aawg.org/CPESecurityBPで入手できます

この文書は LACNOG1 (Latin American and Caribbean Network Operators Group) と M3AAWG2 
(Messaging, Malware and Mobile Anti-Abuse Working Group) によって作成された共同の Best 
Current Operational Practices (BCOP)である。LACNOGのワーキンググループである LAC-
AAWG3 (Latin American and Caribbean Anti-Abuse Working Group) と BCOP Working Group4が作成

した草案をもとに M3AAWG会員と Senior Technical Advisor及び M3AAWG 技術委員会との協
調作業によって作成された。
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