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Brazilian Internet 
Steering Committee 
-  multi-stakeholder 

council that 
coordinates all 
Internet related 
activities in Brazil.  Executive Branch 

(Not for profit organization) 

CERT.br mission 
-  National focal point for reporting 

security incidents 
-  Collect and disseminate information 

about threats and attack trends 
-  Increase the country’s security 

awareness and incident handling 
capacity 

-  Help new CSIRTs to establish their 
activities 

Administrative Support 
Legal Counsel 
Pubic Relations 

GOVERNMENT (Appointed) CIVIL SOCIETY (Elected) 



Network Monitoring: 
Motivation and Challenges 

Motivation 
­  incident reports only reflect what organizations are already 

looking at 
­  trend reports are usually 

•  produced by vendors 
•  based on data we don’t know where and how was collected 

­  the goal: 
•  have a picture of malicious activity in the Brazilian IPv4 Internet space 
•  start having “weather stations” in Brazilian networks 

Challenges 
­  protect privacy and possible sensitiveness of data 
­  transparency 
­  gather partner organizations to share information 



Network Monitoring: 
Use of Honeypots 

2001 – Researched the technology 
2003 – Started to use low-interaction honeypots for network 
monitoring 
Pros 
­  no production data collected 
­  very low risk to the hosting organizations (than high-interaction) 
­  gather more details about attacks than darknets/telescopes/etc 

•  payloads available if listeners are used 
•  collect malware in some cases 

Cons 
­  do not detect targeted attacks 
­  are focused on attacks that abuse/spread through the network 



Network Monitoring: 
honeyTARG Honeynet Project 

•  Brazilian Distributed Honeypots 
­  National 
­  Focused on network attacks 

•  SpamPots 
­  International 
­  Focused on the abuse of 

networks by spammers 
and fraudsters 



Brazilian Distributed Honeypots Project 

­  Based on voluntary work and 
resources 

­  Transparent configuration 
•  no “black-box” 
•  no production data is captured 

  
 Data collected is used to 
­  Notify networks that originate 

attacks 
­  focus on Brazilian networks 

­  Donate data to other National 
CSIRTs and to trusted partners 

­  Generate public statistics/trends 
­  partners have access to more info http://honeytarg.cert.br/honeypots/  

­  55 Sensors in 22 cities hosted by 49 Partners in 
•  government, energy, finantial, ISPs, academia 

-  Data is collected to a central server at CERT.br 



•  Collect data in the “middle” of the spam path 
•  emulate open proxies/relays  

•  Fund research on spam characterization 
•  Share spam campaign information with 

regulators/investigators 
•  Provide metrics to policy makers 

Sensors deployed in 12 
countries, with the 
invaluable help of these 
organizations: 
-  CSIRT UNLP (AR) 
-  AusCERT (AU) 
-  CERT.at (AT) 
-  CSIRT USP (BR) 
-  CLCERT (CL) 
-  CSIRT CEDIA (EC) 
-  HKCERT (HK) 
-  SurfCERT (NL) 
-  Shadowserver (NO 

and US) 
-  TWCERT (TW) 
-  University of Alabama 

at Birmingham (US) 
-  CSIRT ANTEL (UY) 

SpamPots Project 



Spampots Project Members Portal: 
Month / Quarter / Semester / Year Stats 



Spampots Project Members Portal: 
Database Query Interface 
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