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Attacks to Smart Cities / IoT:
A Few Examples



There are many vulnerabilities in IoT:
• Security is neglected
- even in security devices!

• Few vendors have security updates lifecycle 
- bug report mechanism 
- update distribution

• Most of vendors repeat old mistakes:
- weak (or lack of) authentication 

• default common passwords/ hardcoded passwords / “backdoors”
- Obsolete  protocols without cryptography (ex: Telnet)
- Unnecessary services enabled by default

• Lack of a holistic view of security 
- Device, mobile apps, network, cloud



What Should We Request from
Developers/ Vendors / Manufacturers
• Security must be by design and by default
- not optional 
- consider security requirements since project initiation
- use secure development best practices 
- secure factory defaults

• Updates
- need to be possible and has to be secure (supply chain attacks)

• Security should be included in the corporate risk 
management
- entire cities can stop in case of vulnerability
- risk of damage to users

• Plan for large scale updates 
• Has to have a Product Security Incident Response 

Team (PSIRT) è Maturity



https://www.wired.com/2015/07/jeep-hack-chrysler-recalls-1-4m-vehicles-bug-fix/

https://twitter.com/0xcharlie/status/624608369223962624

https://www.wired.com/2015/07/jeep-hack-chrysler-recalls-1-4m-vehicles-bug-fix/
https://twitter.com/0xcharlie/status/624608369223962624


Minimum Security Requirements for
Customer Premises Equipment (CPE) Acquisition

• Joint Publication of
- M3AAWG - Messaging, Malware and 

Mobile Anti-Abuse Working Group 
- LACNOG - Latin American and 

Caribbean Network Operators Group
- Editor: Lucimara, LAC-AAWG Chair / 

CERT.br
• Currently available in:
- English, Japanese and Korean

• New translations to be released soon:
- Portuguese, Spanish, French and 

German

https://www.lacnog.net/docs/lac-bcop-1

https://www.m3aawg.org/CPESecurityBP
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What is inside?

A reference checklist for hardware decisions
→ Let’s ask vendors for better products while improving our networks!  



http://www.planalto.gov.br/ccivil_03/_ato2015-2018/2018/lei/L13709.htm
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