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Creation:
August/1996: a report proposing a model for incident management for the country is 
published by the Brazilian Internet Steering Committee – CGI.br1

June/1997: CGI.br creates CERT.br (at that time called NBSO – NIC BR Security Office) 
based on the report’s recommendations2

1https://www.nic.br/grupo/historico-gts.htm |        2https://www.nic.br/pagina/gts/157
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Mission
To increase the level of security and incident 
handling capacity of the networks connected 
to the Internet in Brazil.

Constituency
Networks that use Internet Resources 
allocated by NIC.br (IPs or ASNs allocated to 
Brazil, and domains under the ccTLD .br)

Focus of the Activities
- National focal point for incident reports
- Support technical analysis and the 

understanding of attacks and threats
- Develop collaborative relationships with 

other entities
- Increase incident detection, event correlation 

and trend analysis in the country
- Transfer knowledge through courses, best 

practices and awareness materials

►Coordination
►Technical 

Analysis
►Support for 

recovery

Incident
Management

►Courses
►Presentations
►Best Practices
►Meetings

Training and 
Awareness

►Distributed 
Honeypots

►SpamPots
►Processing of 

threat feeds

Trend Analysis

Filiations and Partnerships:

https://www.nic.br/grupo/historico-gts.htm
https://www.nic.br/pagina/gts/157


Brazilian Internet
in Numbers



Fonte: CGI.br/NIC.br, Centro Regional de Estudos para o Desenvolvimento da Sociedade da Informação (Cetic.br)
Pesquisa sobre o Uso das Tecnologias de Informação e Comunicação nos Domicílios Brasileiros ² TIC Domicílios 2019
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Brazilian Internet in Numbers:
Users and Devices

Device Used for Individual Access (% of internet users)Internet Users (% of population)

133,8Million Internet Users Source: CGI.br/NIC.br, Centro Regional de Estudos para o Desenvolvimento da Sociedade da Informação (Cetic.br), 

Pesquisa sobre o Uso das Tecnologias de Informação e Comunicação nos Domicílios Brasileiros – TIC Domicílios 2019.

https://www.cetic.br/pesquisa/domicilios/indicadores

Fonte: CGI.br/NIC.br, Centro Regional de Estudos para o Desenvolvimento da Sociedade da Informação (Cetic.br)
Pesquisa sobre o Uso das Tecnologias de Informação e Comunicação nos Domicílios Brasileiros ² TIC Domicílios 2019

38

43 45
51

54
56

59
63 65

71
74

77

34
39 41

46
49

51
55

58
61

67
70

74

15
18 16 15

18
21

29
34

39
44

49
53

0

20

40

60

80

100

2008 2009 2010 2011 2012 2013 2014 2015 2016 2017 2018 2019

Usuários de Internet ² 2008-2019
% do total da população

*Indicador ampliado: 

79%
(inclui ´usuirios de 

aplicações que necessitam 
de conexmo j Internetµ)

133,8milhões
de usuários de Internet*

10

Urbano
Total

Rural

TLP:WHITE

https://www.cetic.br/pesquisa/domicilios/indicadores


Brazilian Internet in Numbers:
ASNs, ISPs and Traffic eXchange

ISPs in Brazil
- Total (estimated): 6.618
- 75% have 1.000 clients or less

Source: https://www.cetic.br/pesquisa/provedores/

Autonomous Systems Allocated in the 
Latin American and Caribbean Region

Source: https://www.lacnic.net/en/web/lacnic/estadisticas-asignacion

Internet Traffic eXchange
IX.br São Paulo – one of the biggest in 
the world
- nº 1 in participants (2.000)
- nº 2 in peak traffic (10.5Tbps)
- nº 3 in average traffic (4.78Tbps)

Source: https://www.pch.net/ixp/dir

(8.328)

Data updated on September 07, 2020

TLP:WHITE

https://www.lacnic.net/en/web/lacnic/estadisticas-asignacion
https://www.pch.net/ixp/dir


CERT.br Data



CERT.br Data
Voluntary notification of 
incidentes to: 
cert@cert.br
– 2019: 4.086.406 e-mails

handled, related to 875.327 
incidents notified to CERT.br

Threat feeds
– CERT.br Distributed Honeypots 

Team Cymru
– SpamHaus
– ShadowServer
– Shodan
– Anti-Botnet operations 

(Microsoft/FBI)

Notifications 
sent to all ASNs 
and public 
statistics made  
available

https://cert.br/stats/

Sharing via MISP
– Selected IoCs are shared with 

trusted partners
- Rogue DNS servers
- Phishing URLs
- IoT botnet binaries and Command 

and Control IPs
- Amplifiers that might be abused 

for DDoS attacks

TLP:WHITE

https://cert.br/misp/

mailto:cert@cert.br
https://cert.br/stats/
https://cert.br/misp/


Incidents Reported to CERT.br:
1999 to 1st Half 2020

Source: https://cert.br/stats/incidentes/

Most common attacks – 1st half 2020
– Credential brute force attacks
- e-mails (IMAP, SMTP e SMTPS)
- SSH and TELNET

• servers and network devices
• IoT and broadband routers

– IoT abuse
- Cameras, Smartphones, Smart TVs, 

Broadband and Wi-Fi routers 
• DDoS (UDP flood)
• change the DNS resolution (to commit fraud)
• crypto mining

TLP:WHITE
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Incidentes Reportados ao CERT.br -- Janeiro a Junho de 2020
Tipos de ataque

Fraude (5,66%)Fraude (5,66%)

Scan (58,81%)Scan (58,81%)

Worm (17,46%)Worm (17,46%)

Web (2,76%)Web (2,76%)
Invasão (0,19%)Invasão (0,19%)

DoS (14,49%)DoS (14,49%)
Outros (0,63%)Outros (0,63%)

© CERT.br -- by Highcharts.com

Incidents Reported to CERT.br:
Fraud attempts and DDoS in more detail

DDoS -81% 2019-S1  -17% 2019-S2

- 2019 was the record of reports

- most frequent reports

. IoT botnets

. traffic amplification

Fraud attempts     +54% 2019-S1  -35% 2019-S2

- 96% phishing attacks

- less than 1% is COVID-19 related (see graph below)

- increase in reports of phishing for credential of 

cloud document services, video streaming, 

webmail and social networks

TLP:WHITE

Casos por semana

Incidentes Reportados ao CERT.br -- Janeiro a Junho de 2020
Casos de páginas falsas (URL + hash único)

TOTAL covid
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Lessons Learned
Continue normal operations
– The types of incidents are not likely to change
- current/extreme events will be used as a lure
- this has happened before

• earthquakes, Olympics, tsunamis, etc

– Exposure is likely to change due to unplanned
remote working (but nothing really new)
- internal services exposed
- less control over desktops/laptops security
- use of new tools with no training

– Don’t panic
- even if others are panicking
- don’t be too quick to block everything and 

blacklist everyone

Always be prepared
– to work remotely securely
- equipment and tools
- multi-factor authentication

– to share information
- participate in task forces
- use information sharing platforms

– to provide high level information
- statistics, briefings, reports, etc

– to educate your constituency!
- have well known channels
- enlist the help of others

TLP:WHITE



National Initiatives for a 
Healthier Internet Ecosystem



We need a healthier ecosystem:
National Initiative – A More Secure Internet Program

https://bcp.nic.br/i+seg

Current Goal:
- Reduce the number of 

systems that can be abused 
for DDoS attacks

Incentive to adopt best practices:
- Hardening
- Routing Security
- Anti-spoofing (BCP 38)
- Close open services

Joint initiative involving several 
organizations
- ISOC and ISPs, Hosting and 

Telco Associations

TLP:WHITE

https://bcp.nic.br/i+seg


Minimum Security Requirements for Customer Premises 
Equipment (CPE) Acquisition
Work developed by the LAC-AAWG – Latin American 
and Caribbean Anti-Abuse Working Group
Joint Publication of
- M3AAWG - Messaging, Malware and Mobile 

Anti-Abuse Working Group 
- LACNOG - Latin American and Caribbean 

Network Operators Group
- Editor: Lucimara, LAC-AAWG Chair / CERT.br

Currently available in:
- English, Portuguese, Korean and Japanese

New translations to be released soon:
- Spanish, French and German

www.lacnog.net/docs/lac-bcop-1 
www.m3aawg.org/CPESecurityBP

TLP:WHITE

LACNOG 
Latin American and Caribbean Network Operators Group 
Department of Montevideo, Oriental Republic of Uruguay 
www.lacnog.net 

M3AAWG 
Messaging, Malware and Mobile Anti-Abuse Working Group 

781 Beach Street, Suite 302 
San Francisco, California 94109 U.S.A. – www.m3aawg.org 

LACNOG- M3AAWG  공동 작성 

 CPE(가입자 댁내장치) 최소 보안 요구사항에 대한 
Best Current Operational Practices 

LAC-BCOP-1 

2019년 5월 

이 문서는 LACNOG 웹사이트에서 다운로드 가능합니다. www.lacnog.net/docs/lac-bcop-1

이 문서는 M3AAWG 웹사이트에서 다운로드 가능합니다. www.m3aawg.org/CPESecurityBP

이G문서는GM3AAWG 웹사이트에서 다운로드 가능합니다.  www.m3aawg.org/CPESecurityBP-Korean

이 문서는 LACNOG1 (Latin American and Caribbean Network Operators Group) 와  M3AAWG2

(Messaging, Malware and Mobile Anti-Abuse Working Group).가 공동으로 작성한 Best Current
Operational Practices (BCOP)이다. 이는 LACNOG 워킹그룹 LAC-AAWG3 (Latin American and
Caribbean Anti-Abuse Working Group) 와 BCOP Working Group4의 원본을 토대로 M3AAWG
회원들과 Senior Technical Advisors,   M3AAWG Technical Committee 의 협력에 의해 작성되었다.
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LACNOG 
Latin American and Caribbean Network Operators Group 
Department of Montevideo, Oriental Republic of Uruguay 
www.lacnog.net

M3AAWG
Messaging, Malware and Mobile Anti-Abuse Working Group

781 Beach Street, Suite 302
San Francisco, California 94109 U.S.A. – www.m3aawg.org

LACNOG-M3AAWG共同作業による
顧客側通信機器 (CPE) が備えるべき
最低限のセキュリティ要件についての

Best Current Operational Practices
LAC-BCOP-1

May 2019
この文書の原文は LACNOGのWebサイト www.lacnog.net/docs/lac-bcop-1で入手できます

この文書の原文は M3AAWGのWebサイト www.m3aawg.org/CPESecurityBPで入手できます

この文書は LACNOG1 (Latin American and Caribbean Network Operators Group) と M3AAWG2 
(Messaging, Malware and Mobile Anti-Abuse Working Group) によって作成された共同の Best 
Current Operational Practices (BCOP)である9LACNOGの:;キ<==>;?である LAC-
AAWG3 (Latin American and Caribbean Anti-Abuse Working Group) と BCOP Working Group4が作成

@たABCDとに M3AAWGEFと Senior Technical AdvisorGH M3AAWG IJKFEとのL
M作業によって作成された9
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Messaging, Malware and Mobile Anti-Abuse Working Group 

781 Beach Street, Suite 302 
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LACNOG-M3AAWG Joint Best Current Operational Practices 
on Minimum Security Requirements 

for Customer Premises Equipment (CPE) Acquisition 
LAC-BCOP-1 

May 2019 
This document is available on the LACNOG website at www.lacnog.net/docs/lac-bcop-1  

This document is available on the M3AAWG website at www.m3aawg.org/CPESecurityBP  

This is a joint Best Current Operational Practices (BCOP) document developed by LACNOG1  
(Latin American and Caribbean Network Operators Group) and M3AAWG2 (Messaging, Malware and 
Mobile Anti-Abuse Working Group). It is the product of LACNOG's original drafts by its working 
groups LAC-AAWG3 (Latin American and Caribbean Anti-Abuse Working Group) and BCOP Working 
Group4, in cooperation with M3AAWG members, Senior Technical Advisors and the M3AAWG 
Technical Committee. 
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LACNOG  
Grupo de Operadores de Redes da América Latina e o Caribe  
Departamento de Montevidéu, República Oriental do Uruguai  
www.lacnog.net 

M3AAWG 
Messaging, Malware and Mobile Anti-Abuse Working Group 

781 Beach Street, Suite 302 
San Francisco, California 94109 U.S.A. – www.m3aawg.org 

 
Documento conjunto LACNOG-M3AAWG: 

Melhores Práticas Operacionais Atuais  
sobre Requisitos Mínimos de Segurança para  

Aquisição de Equipamentos para Conexão de Assinante (CPE) 
LAC-BCOP-1 

Maio 2019 
Este documento está disponível no site do LACNOG em www.lacnog.net/docs/lac-bcop-1  

Este documento está disponível no site do M3AAWG em www.m3aawg.org/CPESecurityBP-Portuguese  

A versão original em Inglês está disponível no site do M3AAWG em www.m3aawg.org/CPESecurityBP 

 

Este é um documento conjunto de Melhores Práticas Operacionais Atuais (Best Current Operational Practices, 
BCOP) desenvolvido pelo LACNOG1 (Grupo de Operadores de Redes da América Latina e o Caribe) e 
pelo M3AAWG2 (Messaging, Malware and Mobile Anti-Abuse Working Group). É o produto das versões 
originais do LACNOG por seus grupos de trabalho LAC-AAWG3 (Grupo de Trabalho Antiabuso da 
América Latina e o Caribe) e Grupo de Trabalho BCOP4, em cooperação com membros do M3AAWG, 
Assessores Técnicos Sêniores e o Comitê Técnico do M3AAWG. 
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Awareness Materials:
InternetSegura.br Portal
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TLP:WHITEPortfolio under Creative Commons License 
Including Training Teachers to Use it in Class

Some materials in Spanish, 
in partnership with ISOC:
https://cartilla.cert.br/

https://cartilla.cert.br/


https://cert.br/

Thank You
Incident reports to: cert@cert.br @certbr

cristine@cert.br


