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CERT.br

» Created in 1997 to receive, review and respond to
computer security incident reports and activities
related to networks connected to the Internet in
Brazil.

— National focal point for reporting security incidents

— Establish collaborative relationships with other entities
— Help new CSIRTs to establish their activities

— Provide training in incident handling

— Produce best practices’ documents

— Help raise the security awareness in the country

— Forum of Incident Response and Security Teams (FIRST)
Full member (http://www.first.org/membership/)

http://www.cert.br/mission.html
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The Brazilian Internet Steering Committee (CGl.br)
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Indicadores

o cersar Projess anbispamar
1 - Ministry of Science and Technology (Coordination) 11 - Internet Service Providers
2 — Ministry of Communications 12 - Telecommunication Infrastructure Providers
3 — Presidential Cabinet 13 — Hardware and Software Industries
4 — Ministry of Defense 14 — General Business Sector Users
5 — Ministry of Development, Industry and Foreign Trade 15 — Non-governmental Entity
6 — Ministry of Planning, Budget and Management 16 — Non-governmental Entity
7 — National Telecommunications Agency 17 — Non-governmental Entity

8 — National Council of Scientific and Technological Development 18 — Non-governmental Entity
9 — National Forum of Estate Science and Technology Secretaries 19 — Academia
10 - Internet Expert 20 - Academia
21 - Academia

http://www.cgi.br/internacional/
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History of CSIRTs in Brazil

* August/1996: CGl.br released the document: “Towards the Creation of a
Security Coordination Center for the Brazilian Internet.”

* June/1997: CGl.br created CERT.br (at that time called NBSO - NIC BR
Security Office), based on the report’s recommendation?

* August/1997: the Brazilian Research Network (RNP) created it's own
CSIRT (CAIS)?, followed by the Rio Grande do Sul State, that created
CERT-RS*

* 1999: other institutions, including Universities and Telecommunication
Companies announced their CSIRTs

* 2003: more than 20 CSIRTs formed

* 2004: CTIR Gov was created, with the Brazilian Federal Government
Administration as their constituency?®

http://www.nic.br/grupo/historico-gts.htm
Zhttp://www.nic.br/grupo/gts.htm
3http://www.rnp.br/_arquivo/documentos/rel-rnp98.pdf
4http://www.cert-rs.tche.br/cert-rs.html
Shttp://www.ctir.gov.br
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CERT.br Activities
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Incident Handling and Statistics cerAr

CERT.br: Incidentes Reportados (Top 10 CCs origen de ataques)

Incidentes Reportados B

Total de Incidentes Reportados ao CERT.br por Ano

75722

Incidentes Repartados

Total de Incidentes

1999 2000 2001 2002 2003 2004 2005 2006
Ano

us & €S o KR i Ry B o w®
0208 1937 12.93% 8.2t a5 2.99% 1821 1617 157 1.50%

Incidentes Reportados
(Tipos de Ataque)

Invaso (LD seryidor Ueb (02>

orm (24

http://www.cert.br/stats/incidentes/

http://www.cert.br/stats/spam/

Sean (322
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Anti-Fraud Activities

* In Brazil fraud is almost all based on malicious codes
disseminated through social engineering

« CERT.br and Financial Institutions:
— Share technical details about crimeware, new social
engineering techniques, malicious codes, etc
— CERT.br:
* Notifies sites hosting crimeware related to frauds

» Coordinates with international sites and CSIRTs to take
down the crimeware sites

+ Send new crimeware (trojans, keyloggers, etc) to 24
anti-virus vendors

* Anti-Phishing Working Group (APWG) Research Partner
http://www.antiphishing.org/
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Trojan Notification System

;}ﬂ trojanfilter

Extract suspicious
URLSs from emails

URLs
Select new malware Fetc:'adn:i store malware Get IP contacts
from malware’s list candiaate i i wi
malware files Using AV, confirm i file is list entry Crea!e email with the
Send malware copy P — g AV, list entry data and a
to each AV vendor (confirmed) really a malware —TT email template
that does not detect Create a list with the IP, date, URL, Send notification
. the malware yet confirmed URLs AV si ® asking to remove
the malware
email with the dd URL
add new s
malware copy email with the
- . notification
istronline
Try to fetch malware in
order to check if it is =
still online
Update stats DB including
the new date and status
of the malware URL
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Best Practices for Internet Users

cerbar

006 Cartilha de Seguranca para Internet o
> (@] [ niwicartiha certor/ | 6o |G~ ="
Nucleo de Informagio e Coordenagéio do Ponto br
Resposta e Tratamento

Inicio da Cartilha  Dicas Download Checklist Glossario  Sobre o CERT.br

Carsilha de Seguranca para Incernet

" . " Dica do Dia
ATENGAO: Veja o aviso sobre a fraude envolvendo o nome do CERT.br e da Cartilha de Seguranga para Internet
Aplique todas as corregdes de
ACartiha de Seguranga para Internet contém ¢ dicas sobre para aumentar a sua seguranga seguranga que forem
se proteger de ameagas na Internet. Além disso, apresenta o significado de diversos termos e conceitos utiizades na Internet e fornece uma série de. disponibilizadas

Parte I: Conceitos de Seguranca

Parce I: Riscos Enuoluidos no Uso da Internes e M@todos de Prevengdo
Parte ll: Privacidade

Parte IU: Fraudes na Internet

Parte U: Redes de Banda Larga e Redes Sem Fio (Uiieless)

Parte UI: Spam

Parte Il Incidentes de Seguranca e Uso Abusiuo da Rede

Parte UIl: 03digos Maliciosos (Malware)

Chechlist

Glossdrio
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Best Practices for Internet Users

laYa Yo Cartilha de Seguranga para Internet
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- Tips

) (@] [ <3 htpiicartina certbridicas!

©| 6o [d- =

Nucleo de Informagéo e Coordenagao do Ponto br

cerban |

Inicio da Cartilha Dicas Download Checklist Glossario Sobre o CERT.br

Cartilha de Seguranga para Internet

Nesta pagina est disponivel uma compilag@o de dicas basicas de seguranga.

Estas dicas também estao em 2 folhetos disponiveis para download. Para visualiza-los vocé precisa
ter instalado em seu computador o software Acrobat Reader.

Proteja-se de fraudes
O Atualize seu antivirus diariamente.
O Nao clique em links recebidos por e-mail.

0 Néo execute arquivos recebidos por e-mail ou via servigos de mensagem instantanea.

Proteja-se de virus, cavalos de tréia, spywares, worms e bots
O Mantenha todos os programas que vocé usa sempre atualizados.
O Instale todas as comegdes de seguranga.
O Use antivirus, firewall pessoal e anti-spyware.
Navegue com seguranga
O Mantenha seu navegador sempre atualizado.
O Desative Java e ActiveX. Use-os apenas se for estritamente necessario.

O S6 habilite JavaScript, cookies e pop-up windows ao acessar sites confiaveis.

Cuide-se ao ler e-mails

LACNIC IX - Network Security Event - May 2006
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Folheto com dicas de seguranga, formato
Ad. (102 KB)

Folder com dicas de seguranga, formato
Ad. (1.1 MB)
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Trend Analysis and Early Warning

Brazilian Honeypots Alliance - Distributed Honeypots Project

Objective: to increase the capacity of incident detection, event
correlation and trend analysis in the Brazilian Internet

Joint Coordination: CERT.br and CenPRA/MCT
35 partner’s institutions:

* Academic, government, industry, telecom and military networks

Widely distributed across the country

Based on voluntary work

Maintain public statistics
http://www.honeypots-alliance.org.br/

* Honeynet Research Alliance Member since June 2002
http://honeynet.org/alliance/
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Cities Where the Honeypots are Located
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Partners of the Brazilian Honeypots Alliance
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# City Institutions

01 | Sao José dos Campos INPE, ITA

02 |[Rio de Janeiro CBPF, Embratel, Fiocruz, IME, PUC-RIO, RedeRio, UFRJ
03 |[Sao Paulo ANSP, CERT.br, Diveo, Durand, UNESP, USP

04 |[Campinas CenPRA, HP Brazil, ITAL, UNICAMP, UNICAMP FEEC
05 |Sao José do Rio Preto UNESP

06 |Piracicaba USP

07 |Brasilia Brasil Telecom, Ministry of Justice, TCU, UNB LabRedes
08 |Natal UFRN

09 | Petropolis LNCC

10 |[Porto Alegre CERT-RS

11 _[Ribeirdo Preto USP

12 | Séo Carlos USP

13 |Taubaté UNITAU

14 |Florianépolis UFSC DAS

15 [Americana VIVAX

16 |Manaus VIVAX

17 | Joinville UDESC

18 |Lins FPTE

19 |Uberlandia CTBC Telecom

20 |[Santo André VIVAX

21 |[Passo Fundo UPF

22 |Curitiba PoP-PR

23 |Belém UFPA

LACNIC IX - Network Security Event - May 2006
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Honeypots Flows - Top Destination TCP Ports

Daily Top 10 Destination TCP Ports —— GMT

1e+04 %

1e+03

1e+02

Bytes/s (log. scale)

1e+01

02: 00 04: 00 06:00

08:00 10: 00 12:00 14:00 16:00 18:00 20:00 22:00

O1433 O10s0 M44s 0135 Ms0 M22 O139 [ 4899 M 5900 M 3127 @ Others

1433 Average: 501.39 bytes/s Min:
1080 Average: 323.98 bytes/s Min:
445 Average: 144,51 bytes/s Min:
135 Average: 91.51 bytes/s Min:
80 Average! 83,58 bytes/s Min:
22 Average: 63.99 bytes/s Min:
138 Average: 26,70 bytes/s Min:
4239 Average! 16,46 bytes/s Min:
5300 Average: 15.38 bytes/s Min:
327 Average: 8.44 bytes/s Min:
Others Average: 69,49 bytes/s Min:

May 17, 2006 - http://www.honeypots-alliance.org.br/stats/

31.50 bytes/s Max: 16116,76 bytes/s
3.88 bytes/s Max: 5531.38 bytes/s
9.92 bytes/s Max: 432,94 bytes/s
1.12 bytes/s Max: 772.44 bytes/s
1.79 bytes/s Max: 377.35 bytes/s
0.00 bytes/s Max: 1747.36 bytes/s
0.00 bytes/s Max: 217.33 bytes/s
0.00 bytes/s Max: 249,31 bytes/s
0.00 bytes/s Max: 871,68 bytes/s
0.00 bytes/s Max: 412.80 bytes/s
7.87 bytes/s Max: 1042,82 bytes/s
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Honeypots Flows - Top Source Country Codes

Daily Top 10 Source Country Codes (CC) —- GHT
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02: 00 04:00 06: 00 08: 00 10: 00 12:00 14:00 16100 18100 20: 00 22:00
Och Ous Mer OJp Muy @Kk OCL DIk W T Ece @ others
N Average: 594,35 bytes/s Min: 35.87 bytes/s Max: 16160,09 bytes/s
us Average: 447.91 bytes/s Min: 9.15 bytes/s 5565.69 bytes/s
BR Average: 296,56 bytes/s Min: 27.41 bytes/s 1283.15 bytes/s
JP Average: 62,85 bytes/s Min: 0.57 bytes/s 2445,69 bytes/s
uy Average: 43,23 bytes/s Min: 0,00 bytes/s 2001.88 bytes/s
KR Average: 29,00 bytes/s Min: 0,00 bytes/s 249.50 bytes/s
cL Average: 19,23 bytes/s Min: 0.00 bytes/s 101,55 bytes/s
IR Average: 17.24 bytes/s Min: 0.00 bytes/s 29,00 bytes/s
™ Average: 13,00 bytes/s Min: 0.00 bytes/s 231.82 bytes/s
GB Average: 12,88 bytes/s Min: 0.00 bytes/s 280,76 bytes/s
others Average: 109.77 bytes/s Min: 10,59 bytes/s 1000,05 bytes/s

May 17, 2006 - http://www.honeypots-alliance.org.br/stats/
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Honeypots Flows - Top Source Op. Systems

Daily Top 10 Windows Source 0S -- GHT
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02:00 04:00 08: 00 08:00 10: 00 12:00 14:00 16:00 18:00 20:00 22:00

O windows-¥P-SP1/Windows-2000-5P2+ m] ind @ wind P1/Wind 000-5P3 O windows-XP-5P1/Windows-2000-5P4
B windows-XP/Windows-2000-5P2 @ windows-2000/Windows-xP O undefined O windows-2000-RFC1323/Windows-XP-RFC1323
B windows-NT-4.0 M Windows-¥P-cisco/Wwindows-2000-cisco [ other-windows
Windows—XP-5P1/Windows—2000-5F2+ Average: 737.97 bytes/s Min: 33,45 bytes/s Max: 16454.40 bytes/s
Non-Windows Average: 225,688 bytes/s Min: 4,40 bytes/s Max: 2142. 41 bytes/s
Windows-XP-SP1/Windows—2000-5P3 Average: 162,36 bytes/s Min: 16.91 bytes/s Max: 516,02 bytes/s
Windows-xP-SP1/Windows—-2000-5P4 Average: 115.87 bytes/s Min: 5.92 bytes/s Max: 947,85 bytes/s
Windows-XP /Windows-2000-5P2 Average: 42,96 bytes/s Min: 0.00 bytes/s Max: 225,19 bytes/s
Windows-2000/Windows-xp Average: 33,91 bytes/s Min: 0.00 bytes/s Max:  2436.16 bytes/s
undefined Average: 21.17 bytes/s Min: 4,13 bytes/s Max: 109,73 bytes/s
Windows-2000-RFC1323/Windows-XP-RFC1323 Average: 3.45 bytes/s Min: 0,00 bytes/s Max: 146,77 bytes/s
windows-NT-4,0 Average: 0.77 bytes/s Min: 0,00 bytes/s Max: 62.04 bytes/s
windows-XP-cisco/Windows-2000-cisco Average: 0.73 bytes/s Min: 0.00 bytes/s Max: 22,98 bytes/s
other-Windows Average: 0.57 bytes/s Min: 0,00 bytes/s Max: 27.96 bytes/s

May 17, 2006 - http://www.honeypots-alliance.org.br/stats/
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Support for new CSIRTs

* Help new CSIRTs to establish their activities
— Meetings, presentations to C-level managers, training, etc

« SEISM/CMU Partner, licensed to deliver CERT®

Program courses in Brazil:
+ Creating a Computer Security Incident Response Team
+ Managing Computer Security Incident Response Teams
* Fundamentals of Incident Handling
+ Advanced Incident Handling for Technical Staff

— 160+ incident handlers trained

http://www.cert.br/cursos/

LACNIC IX - Network Security Event - May 2006 DUI mﬂ
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Other CGl.br Initiatives
Related to Security
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CGl.br Anti-Spam Comission

» Created by CGl.br to articulate, with all players,

viable solutions to reduce the spam problem
http://www.cqi.br/sobre-cg/antispam.htm

» Produced material that include tips for preventing
from security problems coming through email
— All material available at the www.antispam.br site

» CERT.br helped to produce 2 documents
— Technologies and Policies to Fight Spam
— Technical Analysis of Anti-spam Legislation

LACNIC IX - Network Security Event - May 2006 E[]LI][ mechr
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The aqﬁigpam.br website
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Malicious codes and their relation to emails

000

Antispam.br :

(< 1> (&] (<] (€] [ hr ntoiwww antispam britposimalware/ 0| 6o

Comité Gestor da Internet no Br

nie.r

antispamar

O que é spam?

Problemas causados.
pelo spam

Origem o curiosidades

(=]
2
”

Nicieo de Informagdo
- Sobre o Antispam.br
© o fnispam e Coordenagio

e ——
0 Inr Registro
CERT.br

Iniclo - Administradores de redes - Estatisticas

Tipos de spam

(Alata)

Tipos de spam Cédigos maliciosos
Como identificar 3o N
—— Troe 4o boaiges mlcasos 530 sertes om o-mots, contondd tetos que 20
ngao
valem de mélodos de engenhara socal para convencer o usudro
Boas priticas Chaigo malkioso e anexs. EM gerl, ssies coaios também 4o utizados em

Diversos

cutar o

spams enviados por fraudadores.

Dentre o5 cédigos mais comuns enviados via spam, pode-se cilar as seguintes

T ncer @ pntispamer
 cerrer € Regstronr
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Como reclamar categoras:
FAQ + Backdoor: Programa qua permie a um invasor rotomar
Links <

um
a programa & colocado de
forma a nao ser notado.

« Spyware: Tormo ulvhudo para se referir a uma grande calegoria de
a0fware que tam o objatve do mondorar alkideges de um atama ©
varas lormagaes ssatas sara locaros, Podem sor sisados do
forma legitima, mas, na maioria das vezes, 3o utiizados de forma
dissimulada, ndo autorizada e maiiciosa.

+ Keylogger: Programs oapaz de captutar o amazenares leces
teclado de um computador. Normaime

65
nking, aca capiurs 46 sanas bancimas au mimares g8
caroes de créato

+ Sereanlogger; Forma avancada do keyloggar, capaz de armazenar a posisdo do cursr o a lea aprosentada no manior,nos momentos e que o
mouse é cicado, ou armazenar a regiao que circunda a posigao onde o mouse é clcado.

* Cavelo de téia: Programa, nomaiments mosbido como o pmsenl
além de tad:

(por exemplo, cartdo virtu
par o
conhecimento do usuaro.

utras fun:

album de fotos, protetor de tela, jogo, elc), que
s maiicosas @ sem o

NI
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Frauds that come through emails

000

Antispam.br ::

EB @ @ @ |y nitp:/iwww antispam brfipos/iraudes/ 3] G|

[=)
5

Comité Gestor da Internet no Bre
Sobre o NIC.br | Indicadores

antispamar

Problemas causados
pelo spam

Origem e curiosidades

Tipos de spam

Como identificar

e

Inicio - Administradores de redes - Estatisticas - Sobre o Antispam.br "‘;‘;g"d“" Informacho
© Coordenagio

e Il]r Registro
CERT.br

Tipos de spam
Aol

Fraudes

n&o 6 uma tarefa simples atacar o om um servidor do uma

Pravengao

Boas pr:
Dic:

Como reclamar

instituigao bancara ou comercial. Ento, alacantes tém concentrado seus esforgos na
exploragao de fragikdades dos usuaros, para realizar fraudes comerciais @ bancarias
alravés da Intemet.

Para obter vantagens, os fraudadores tém utiizado amplamente o-mails com discursos
qu 505, envolve en: social e que tentam persuadiro
usuario a fomecer seus dados pessoais e financeiros. Em muilos casos, o usuaro &
induzido a instalar akgum cddigo malicioso ou acessar uma pagina fraudulenta, para
que dad: nsiveis, como senhas bancé g s de
crédilo, possam ser furtados. Desta forma, & muito importante que usuaros de Intemet
tonham cerlos cuidados com 0s o-mais que recebem o ao ulizarem senvigos do

ércio

Busea

C e @ antspamer
€ cerree  Regstrone

“contos do Vigario’

Intomet Banking.
Sumério

Golpes (Scams)
Phishing: situagdes em que pode ocorre

to tipo do fraude
Mensagens que contém links para programas maliciosos
u computador

Como o fraudador consegue acesso ao
Como identificar
Recomendagdes

Golpes (Scams)

Um dos fatos marcantes na histéria do spam tem sido sua uliizago para disseminagdo de golpes. Os antigos, ja praticados por meio de carlas ou ligagdes
tolofonicas, mgraram para a Intemet, propagados via spam. Um exemplo 6 o Golp da Nigéra, também conhocido como golpe do 419 ou do 171, os famosos

ND
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Tips to prevent spam and security problems

Antispam.br

(@8] | hr ntp:/www antispam bridicas/ 0| 6o |G-

.
e me J] [

Inico - Administradores de redes - Estatisticas - Sobre o Antispam.br

ansispamr _OGIJJI—
CERT.r

"

ci s para ajudar o usudrio a receber menos spam, preservar sua
prvacdade o evilar que cbdigos maliciosos sejam instalados em seu

erve sua privacidade

enderagos de e-mail om cadastros,

de repassé-ios, contribui para a redugdo do volume de mensagens de correntes, boatos e

B e-mails sobre prémios e promogdes, reduz o fisco de ser enganado em golpes propagados por

i-spam, anti-spywaro o firowall pessoal) nos computadores de uso doméstico o corporativo, mantendo-os com as

T nce © antspamer Y
‘arquivos anexados em e-mails sem examind-ios previamente com antivirus, bem como,

oerrer € regsironr
icos do seu software ant-spam. Configure as fistas negras e listas brancas. Monitore a quarentena, se foro

egibr mied
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. cerbar

CGl.br Indicators

» Survey on the Use of Information and
Communication Technologies In Brazil 2005

* Includes indicators about security and spam

— Households: security problems encountered, security
measures adopted, antivirus updating frequency,
frequency they receive spam, time spent with spam, etc.

— Enterprises: identified IT security problems, security

measures adopted, antivirus updating frequency,
technologies adopted for secure communication, etc.

‘——-——-' http://www.nic.br/indicadores/
| http://www.nic.br/indicadores/indicadores.pdf

2

N
]

egibr — niedr

LACNIC IX - Network Security Event - May 2006

13



References

— This presentation

http://www.cert.br/docs/palestras/
http://www.cert.br/docs/presentations/

— CSIRT development references (English and Portuguese)
http://www.cert.br/csirts/

— Best Practices in Portuguese:

« Tips for home users (Cartilha de Seguranga para Internet)
http://cartilha.cert.br/

« Security Best Practices for System and Network Administrators
(Praticas de Seguranca para Administradores de Redes Internet)
http://www.cert.br/seg-adm-redes/

— SEISM/CMU CERT® Program Courses delivered by CERT.br
http://www.cert.br/cursos/

— CERT.br Statistics
http://www.cert.br/stats/

— Comité Gestor da Internet - CGl.br: http://www.cqi.br/
— CGL.br Indicators: http://www.nic.br/indicadores/
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References (cont)

CSIRTs around the world:

— FIRST Member Teams
http://www.first.org/about/organization/teams/

— National Computer Emergency Response Teams
http://www.cert.org/csirts/national/contact.html

— TI Directory of European CSIRTs
http://www.ti.terena.nl/teams/

— APCERT Member Teams
http://www.apcert.org/about/structure/members.html

— Brazilian CSIRTs Contact Information
http://www.cert.br/contact-br.html
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