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Modern Internet Standards provide for more reliability and further growth of the Internet.
Are you using them?

Brazilian version of the
httDS ://I ntern et_ nI PO rtal  Test your website @ || Test your email © || Test your connection @ |

- Parternship with SIDN Labs and the L O -
Dutch Internet Standards Platform
https://github.com/internetstandards O~

TESTE 0S PADROES
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Tests the correct implementation

Os padrdes técnicos modernos de Internet aumentam a confiabilidade e

of modern pl’OtOCOlS, iﬂClUding: permitem o crescimento da rede. Vocé estd usando esses padrdes?
- IPv6 and DNSSEC
- SPF, DKIM, DMARC — =
. : =0 @ o=
- TLS, Ciphers, OCSP Stapling, |
HSTS, Key EXChange paramEterS Teste TOP - Site Teste TOP - E-mail TesteT%p-lpvg:DNSSEc
- Security.txt, Content Security Policy e e, R s i s e dadnt
- RPKI I
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https://internet.nl/
https://github.com/internetstandards

National Initiative: TLP:CLEAR
A More Secure Internet Program

Current Goal:

- Reduce the number of systems
that can be abused for DDoS DROGRAMA RIAR

attacks ROBLENAS PUR UMA INTER A L 0TADAS POF
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Incentive to adopt best practices: bl e A

Hardening
Routing Security e = AT §

Anti-spoofing (BCP 38)
Close open services
Joint initiative involving several
organizations

- ISOC, ISPs, Hosting and Telco
Associations
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https://bcp.nic.br/i+seg — Also check the MANRS Initiative: https:/manrs.org/
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https://bcp.nic.br/i+seg
https://manrs.org/

Spanish versions of our materials

already online

— Guides for parents and kids
— Target audience: kids from 8 to 12

- No screens! Paper-based games that lead

you into the content

- All material online, including 3D characters

— Material for users in general
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https://cartilla.cert.br/fasciculos/

TLP:CLEAR

== S ;____._,.——-—-—'—"
w——————-m"‘q“ s,

o5
vy,
3
@

=
T T
B
: op
&y

Gopias de
Sequridad

=
e %
==
i ‘g\f\il

cors el eglde



https://cartilla.cert.br/fasciculos/
https://cartilla.cert.br/ninos-ninas/
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Internet Citizen: _
15-second videos with tips thchom

RES\E

Languages https://CidadaoNaRede.nic.br
- Portuguese — all videos

- English and Spanish

— fewer (translation delay)
Topic areas M.\‘
 Pespon CITIZEN
- Responsible Use and Duties on the Internet

- Internet and Network Infrastructure https://InternetCitizen.nic.br
- Web Standards

License Civdadono en ln

- Available on YouTube and for download
- No limits on use \
- You can generate a version with your logo @)

* “support this initiative” option https://CiudadanocEnLaRed.nic.br
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Weekly release
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NEW!

Safer Internet
Game Board

https://internetsegura.br/tabuleiro/




To facili '
. ac.llltate fun interactions abo
ehavior online at home or at r:lt et -
at school

» Good behavior gives a bonus

+ Bad behavior implies i
plies in setbacks (
go back or start all
over again)

L

MA DO BEM E
LIMA INTERNET

MAIS SECURA E RESPONSAVEL!
e

AGOES PODEMOS CONSTRUR UMA INTERNET MHIS 4
NSHVEL, £ A SUA PIRTCPICRD £ ESSENCAL s G
ajudar? Acesse
hitps://internetsegura. bl
1. Paradara partida e entrar na casa namero
ssério tirar 1 0U 6 ao jogar 0 dado—

Quer M3 bnncade\ras
e passa\.e“\v"g
| Q
< 2. Acada rodada, jogue od

\ \ 1o de casas equivalente a0

1 no dado;

3. Se vocd cair em uma casa especial, siga as

instrugdes da casa:

1 conhece o5 W PECAS:
G bada: Turmas do ;e?:”SdPara mentar £ Recorte 6 dado e cole
| ixar: imprimir e do Mal?
€ comegar a s
fles estae emé‘? bricar! (G Recorte 0 personagens da
Turma do Bem e encaixe @
base para eles ficarem em e
e entao use-es para marcar . Ganha quem conseguir ¢
a casa onde vece esta § na chegada. Mas & prec
P i X nGmero exato para entraf
(& Vect também pode usar um | eempo.se vgcé estiver na
dade que ja tiver & qualquer | jrar 1, se tirar mais de 1 vocé anda até a
outra pega para marcar o nmero
casas, come botdes de cores
diferentes ou quadradmhs&

colorides. - @
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ttps:/finternetsegura, brlpersonagensparamonta
https://inte
Qura.br/ Paral
tar/
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https://internetsegura.br/tabuleiro/
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Creative Commons License

Using our Awareness Materials

Several options:
1. Use “asis’
- Just download them at:

Spanish: https://cartilla.cert.br/
PT-BR: https://cartilha.cert.br/ Attribution-NonCommercial-

https://internetsegura.br/ NoDerivatives 4.0 International
(CC BY-NC-ND 4.0)

2. Receive a version with your logo applied
- Contact us at <doc@cert.br>

3. Translate or make derivatives of any material
- Examples: kids material translated to Finish by NCSC-FI, and to Estonian soon by NCSC-EE

- Contact us at <doc@cert.br>

4. Create an Internet Citizen video with your logo

- Applyonlineat https://InternetCitizen.nic.br
https://CiudadanocEnLaRed.nic.br

« “SUPPORT THIS INITIATIVE” button at the top



Arigato Gozaimasul!
Thank You!

@ cristine@cert.br

@ Incident reports to: cert@cert.br X @certbr

https://cert.br/
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www.nic.br | www.cgi.br
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