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Incident Reports

2005 . d
e Fraud:
2004: 4.015 (05%)
Worm (25%) 2005: 27.292 (40%)
20006: 41.776 (21%)
raude (402
Fraud attempts characteristics:
Spams
* Using different baits (news, cards, gossips
about famous people, etc)
Scan (331> *  With links to malicious code (trojans, trojan
2006 Incidentes Reportados droppers, sites with malicious javascripts that

{Tipos de Ataque)} .
Inasio D peryido e (01 download trojans, etc)

raude (21%)

Worm (bots included):
2004: 42.267 (55%)
2005: 17.332 (25%)
2006: 109.676 (55%)

Worm (55%)

can (232
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Anti-Fraud Activities
e CERT.br focus:

— Notifies sites hosting malware related to frauds

— Coordinates with international sites and CSIRTs to take down the
malware and phishing pages

— Perform surface analysis

« Send undetected malware (trojans, keyloggers, etc) to 30+ antivirus
vendors

« Send new trojans to artifact analysis groups
— Disseminate information about prevention techniques
« Documents, best practices, training to professionals, interviews, etc

* Finantial sector focus:
— Perform run-time analysis

« Aim to identify drop boxes, affected banks, see if the
countermeasures still work, etc

— Send all new sites, URLs, malware to CERT.br
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Dealing With this Information and Generating Statistics

{ emails

URLSs extracted

trojanfilter

Extract suspicious
URLSs from emails

from malware analysis

Select new malware

from malware’s list )
malware files

Send malware copy
to each AV vendor
that does not detect
the malware yet

(confirmed)

email with the
malware copy

r

URLs

Fetch and store malware
candidate

Using AV, confirm if file is

list entry

Y

Get IP contacts
Create email with the

really a malware

Create a list with the
confirmed URLs

add new URLs

r

r .

istronline
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Try to fetch malware in
order to check if it is
still online

Update stats DB including
the new date and status
of the malware URL

Vs

A\

IP, date, URL,
AV signature

list entry data and a
email template

Send notification
asking to remove
the malware

email with the

notification
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Statistics: April 1st, 2005 - November 3, 2006

Category Total
Unique URLs 36069
Hosts 11940
Domains 6886
Contacts for the domains/networks 2741
IP Addresses 5054
IP Allocation’s Country Codes 76
Unique trojan samples (unique hashes) 28350
Trojans’ file names 15157
File Extensions /8
AntiVirus signatures (unique) 2623
AntiVirus signatures (grouped by “family”) 173
Email notifications sent by CERT.br 25922

Q-CERT - Doha, Qatar - April 17, 2007

egi

Y a ek
11HL 1,
LEGIU
Wi VW

nic



cerbar

Top 15 Signature “Families”

Notifications x Signatures [2005-04-01 — 2006-11-05]

16000 T T T T T T T T T T T T T T T
14891 01 - Trojan-Spy Win32 Banker
02 - Trojan-Spy.Win32.Bancos
14000 | 03 - Trojan-Downloader Win32 Banload |-
04 - Trojan-Downloader.Win32 Delf
05 - Trojan-Downloader.Win32 Dadobra
06 - Trojan-Spy Win32.Banbra
12000 [ 07 - Trojan-Downloader. Win32 VB ]
08 - Trojan-Spy Win32 .Banpaes
09 - Trojan-Downloader. Win32 Small
10000 [ 10 - Trojan-Downloader. Win32 Agent .
11 - Trojan-Spy Win32 Delf
8571 12 - Trojan-Downloader Win32.Pux
B 13 - Trojan-Spy Win32 Agent i
8000 14 - Email-Worm Win32 Combra
15 - Trojan-Downloader.Win32 Adload
6000 [ .y
4000 [ y
2000 [ .
361 244 171 141 138 115 113 76

01 02 03 04 05 06 07 08 09 10 1 12 13 14 15
3025%2052% 1741% 535% 317% 283% 229% 073% 050% 035% 029% 028% 023% 023% 015%

Signatures from Kaspersky Lab.
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File Extensions

Notifications x Extensions [2005-04-01 -- 2005-12-31]

16000 [ 14769 Notifications
14000 [
12000 Other extensions:
10000 txt, bmp, cmd, png,
8000 dll, conf, klg, swi,
6000 bat, tmp
4000
2000 221 30 30 21 15 15 14
0 ; ; , : : X
exe scr zip Pg com rar aif js php html
75.32% 2048% 02.14% 01.13% 00.15% 00.15% 00.11% 00.08% 00.08% 00.07%
Notifications x Extensions [2006-01-01 -- 2006-11-05]
16000 N T T T T T T T T i
13904 ; ; |
14000 | Notifications
12000 9605
10000 [ Other extensions:
8000 [ gif, asp, html, txt, bat, br, avi, js,
6000 swi, kbc, xxx, cgi, wav, tar, wmf, xs, ]
mpg, doc, klb, pdf, png, dil, mp3, ocx,
4000 2068 1958 db, src, aspx, bin, cab, jpeg, wmv 1
0 4 | :

exe scr cmd php Zip Pg com rar pif bmp
46 .93% 3242% 6.98% 6.61% 2.48% 1.25% 0.80% 0.28% 0.26% 0.19%
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IPs Hosting Malware - RIRs Allocation Information

12000
10000
8000
6000
4000
2000

12000
10000
8000
6000
4000
2000

Notifications x Country Codes [2005-04-01 -- 2005-12-31]

| 11508

Notifications

us
41.06%

ES
15.38%
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245 240 231 187
us ES BR KR GB DE RU CA T FR
58.69% 16.52% 1035% 01.75% 01.60% 0142% 0125% 01.22% 01.18% 00.95%
Notifications x Country Codes [2006-01-01 -- 2006-11-05]
| J2164 Notifications

732 658
[ ____595
RU BR KR CN PT T FR DE

1.67% 07.58% 03.69% 03.12% 02.69% 0247% 02.22% 02.01%
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AntiVirus Detection Rate: April 1st, 2005 - November 5", 2006

cerb

Only 2
vendors with
the detection

rate above

80%

~70% of
vendors with

less than
40%

Antivirus | Samples | Samples not | Samples | Detection

Vendor Tested detected Detected | Rate (%)
Vendor A 28315 3505 24810 87.62
Vendor B 5651 1019 4632 81.97
Vendor C 28349 8776 19573 69.04
Vendor D 28165 9417 18748 66.56
Vendor E 28331 9473 18858 66.56
Vendor F 2611 921 1690 64.73
Vendor G 28041 11369 16672 59.46
Vendor H 28350 12745 15605 55.04
Vendor | 17160 8722 8438 49.17
Vendor K 17888 10846 7042 39.37
Vendor L 24284 15957 8327 34.29
Vendor N 28038 19891 8147 29.06
Vendor O 27983 20019 7964 28.46
Vendor P 28339 20340 7999 28.23
Vendor Q 23811 17167 6644 27.90
Vendor T 28190 21938 6252 22.18
Vendor Z 26881 24430 2451 9.12
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Detection Rate - Monthly

AV Vendors Detection Rate (%) [May/2005 -- Oct/2006]
100 T T T T T T T T T T T T T T T T

80 [ —— i

60 [ 7

05 06 07 08 09 10 1M 12 01 02 03 04 05 06 07 08 09 10
Months (2005 - 2006)

Vendor A
Vendor C

Vendor H
Vendor L

Vendor N
Vendor S

Vendor Z
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Trojan Samples Sent - Monthly

Trojan Samples Sent [May/2005 -- Oct/2006]

T T

2000 | Vendor A
Vendor C
Vendor H
Vendor L
Vendor N
Vendor S
1500 ['|  Vendor Z
reference

T T T T T T 4 T T T T T T

1000 / /
SA\W:
T

05 06 07 08 09 10 1 12 01 02 03 04 05 06 07 08 09 10
Months (2005 - 2006)
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National survey conducted by CETIC.br in August 2005

F1 - Security problems faced using the Internet
Percentage over the number of individuals who used the Internet in the 3 months prior to the survey

Virus Virus Abuse of | - :
. (software or Financial Don’t
None (un_aaclﬂ:tggsn)zed Ziiﬂggg? in?‘ce)ﬁrsnoar’]tﬁ)ln Fraud | " Remeber
Total | 40,99 19,64 7,13 1,67 0,94 1,10 0,24

F2 - Computer security measures adopted
Percentage over the number of individuals who have Internet access at home

Anti-Virus

Personal Firewall

Anti-spyware Software

Total

69,76

19,33

22,09

F3 - Anti-Virus updating frequency

Percentage over the number of individuals who have Internet access at home

Daily

Weekly

Monthly

Every 3 Months

Didn’'t Update

Total

21,11

27,01

17,37

3,47

31,03

Notes -- number of individuals who used the Internet in the 3 months prior to the survey: ~44 million people

number of individuals who have internet access at home: ~17 million people

Q-CERT - Doha, Qatar - April 17, 2007

el

nic




cerbar

Best Practices for Internet Users

e 06 Cartilha de Segurancga para Internet

(«[»)(v] (@) | 3 ntip:icartiina certbr/ ol 6o (G- \

T Cerbd

™. Centro de Estudos, Resposta e Tratamento
de Incidentes de Seguranga no Brasil

3| 3/ 0

Inicio da Cartilha Dicas Download Checklist Glossario Sobre o CERT.br

egidr

| Dica do Dia

Carcilna de Seguranca para InGernet

{ATENGAO: Veja o aviso sobre a fraude envolvendo o nome do CERT.br e da Cartilha de Seguranga para Internet

Aplique todas as corregdes de
seguranga gue forem
disponibilizadas pelo
fabricante do seu aparelho
celular.

A Cartilha de Seguranga para Internet contém recomendagdes e dicas sobre como o usudrio deve se comportar para aumentar a sua seguranga e
se proteger de ameagas na Internet. Além disso, apresenta o significado de diversos termos e conceitos utilizados na Internet e fornece uma série de
procedimentos que visam melhorar a seguranga de um computador.

Parte |: Conceitos de Seguranca | Saba mais
Parte I1: Riscos Enuoluidos no Uso da Internet e Métodos de Preuencéo 'c‘,,,mm
Parte Ill: Privacidade Contato

Parte IU: Fraudes na Inernet ::v':::'"'

Parte U: Redes de Banda Larga e Redes Sem Fio ({lireless)

Parte Ul: Spam antispamr @

Parte UII: Incidentes de Seguranca e Uso Abusivo da Rede L
Parte Ulll: 0adigos Maliciosos (Malware) | Busca |
Checklist

Blossario .
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CGl.br Anti-Spam Comission Cers

* Created by CGl.br to articulate, with all players,

viable solutions to reduce the spam problem
http://www.cqgi.br/sobre-cg/antispam.htm

* Produced material that include tips for preventing
from security problems coming through email
— All material available at the www.antispam.br site

 CERT.br helped to produce 2 documents

— Technologies and Policies to Fight Spam
— Technical Analysis of Anti-spam Legislation
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The antispam.br website

aXaXa) Antispam.br ::

(&)
EB @ @ @ | br http:/Awww antispam.br/ o) Go , | 2%

-
Comité Gestor da Internet no Brasil nle nr
Sobre o NIC.br | Indicadores | /Anfispambr | PTT.br

Inicio - Administradores de redes - Estatisticas - Sobre o Antispam.br Nicleo de I"'P”““‘w
e Coordenagio

ansispam.r

O que é spam?

O que é spam?

Veja os conceitos de spam e de spam zombies - que
podem fazer com que vocé envie spam mesmo sem
saber. Conhega também as motivagdes que levam
tantas pessoas a enviar e-mails ndo solictados.

Problemas causados
pelo spam

Origem e curiosidades

Participe da campanha

Tipos de spam

Divulgue esta iniciativa para estimular o uso cada vez

Como identificar mais saudavel, correto e seguro das redes ligadas a

internet.
Prevengao
Boas praticas Eginh[
Cartilha de Seguranga
Dicas para Internel
‘-o
Como reclamar 4\\3 ¥

nie

FAQ _ 2
Como identificar Dicas de prevengdo Indicadores
Links
- O que vocé precisa saber para detectar spams. Saiba quais s30  Como se prevenir dos spams, que lotam as calxas de H
Glossario as técnicas que estio sendo usadas para fazer o spam chegar e-mails, demandam p tempo e atrap a [eu'surn r
Créditos em sua caixa de correio. evolugdo dos negdcios.

e

{

h
z
B
4
&

Nao deixe seu computador se tornar um spam zombie

Se vocé nao é cuidad, ao usara int t e, entre outros procedimentos, ndo usa antivirus e ndo possui um firewall
pessoal, vocé esta correndo sério risco. Saiba o porqué.

Busea
e o COIDr mebr registiodr  cort

 certor ¢ Regstror .
Comité Gestor da laternet no Brasil

Vahdo HHTML- C§
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How the Initiatives are Related to Each Other

GOVERNMENT N.S.

cerbar

CIVIL SOCIETY

123456 7 89 @ @121 1911 @ @@ 1 20 2

CLdr
nier

hr cerghr eetichr

1 — Ministry of Science and Technology (Coordination)

2 — Ministry of Communications

3 — Presidential Cabinet

4 — Ministry of Defense

5 — Ministry of Development, Industry and Foreign Trade

6 — Ministry of Planning, Budget and Management

7 — National Telecommunications Agency

8 — National Council of Scientific and Technological Development

9 — National Forum of Estate Science and Technology Secretaries
10 — Internet Expert
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GTER/GTS

br
antispamar

11 — Internet Service Providers

12 — Telecommunication Infrastructure Providers
13 — Hardware and Software Industries
14 — General Business Sector Users
15 — Non-governmental Entity

16 — Non-governmental Entity

17 — Non-governmental Entity

18 — Non-governmental Entity

19 — Academia

20 — Academia

21 — Academia

Projects
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New Initiatives

« Cartoons

— 4 videos - 4 minutes each
* The Internet
* The Intruders
« Spam
 The Defense

— Freely available on the Internet

— In several formats and resolutions

* Booklet or comics book
— To distribute with the DVD version
» Schools, presentations, libraries, internet cafes, etc
— Still in discussion (funding and sponsors issues)
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References

— CGl.br - Brazilian Internet Steering Committee
http://www.cqi.br/

— NIC.br
http://www.nic.br/
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http://www.cetic.br/

— CERT.br
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