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N Centro de Estudos, Resposta e Tratamento de
Incidentes de Seguranca no Brasil

OJ1 CERT Nacional de Ultimo Recurso Missao
Servicos Prestados & Comunidade Aumentar os niveis de seguranca e de
S capacidade de tratamento de incidentes das
Gestao de Consciéncia Transferéncia de redes conectadas a Internet no Brasil.
' ' ' Conhecimento T .

Incidentes Situacional Publico Alvo (Constituency)
Coordenacéo Aguisicao de Da‘?'os Cogfsi'nevglsi'iigtiae Redes que utilizam recursos administrados
Anélise Técnica SHO”eypgtS Distribuidos Boae Prétioas pelo NIC.br
Suborte & pamPots Cooperacéo, Eventos — enderecos IP ou ASNs alocados ao Brasil
I\/I'p' _ Threat fF’_’EdS e Reunides (Jutreach) - dominios sob o ccTLD .br
v Itigacao e Compartllharrjento Treinamento G

ecuperacao das Informacoes Aconselhamento overnanca

Técnico e Politico Mantido pelo NIC.br — Nucleo de Informacéao
Filiacoes e Parcerias e Coordenacdo do .br
: - todas as atividades s&o sustentadas pelo
S &h & é’ @. APWG SEI registro de dominios .br
K1 4 @ s Partner
¥ ‘ Network HN/P O NIC.br é o braco executivo do CGl.br —
. vavw.anfighshing.org Comité Gestor da Internet no Brasil

Criacao: - entidade multissetorial, coordenada pelo MCTI
Agosto/1996: CGL.br publica o relatério “Rumo & Criagéo de uma - responsavel por coordenar e integrar as
Coordenadoria de Seguranga de Redes na Internet Brasil™ iniciativas e servicos da Internet no Pais
Junho/1997: CGl.br cria o CERT.br (a época chamado NBSO — NIC BR
Security Office), com base nas recomendagdes do relatdrio? https://cert.br/sobre/

https://cert.br/sobre/filiacoes/
https://cert.br/about/rfc2350/
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https://cert.br/sobre/estudo-cgibr-1996.html
https://nic.br/pagina/gts/157
https://cert.br/sobre
https://cert.br/sobre/filiacoes/
https://cert.br/about/rfc2350/

Cenario Atual

Contextos Global e Nacional
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You weren't hacked because you lacked space-age
network defenses. Nor because cyber-gurus
picked on you. It's far simpler than that

: . o 0 Using web application protection vulnerabilities and flaws
Three little words: Patches, passwords, policies

Bruteforcing credentials used for accessing DBMS
Thu 13 Aug 2020 // 07:06 UTC

Bruteforcing credentials for remote access services
Shaun Nichols in San Francisco BIO EMAIL TWITTER

Bruteforcing domain user credentials together

The continued inability of organizations to patch security vulnerabilities i with software vulnerabilities exploitation

a timely manner, combined with guessable passwords and the spread
automated hacking tools, is making it pretty easy for miscreants,

| Bruteforcing credentials for the FTP server
professionals, and thrill-seekers to break into corporate networks.
Bruteforcing credentials

Thisisacc68% —1

Technologi . Cene L. 77%
e Exploiting vulnerabilities in web application code 1%

and found 0
50% — 1%

its red tear
available t Exploiting known software vulnerabilities

m36% —

Using configuration flaws

29% —

Exploiting zero-day vulnerabilities
14% —

https://www.theregister.com/2020/08/13/pentest networks fail/
https://www.ptsecurity.com/upload/corporate/ww-en/analytics/external-pentests-2020-eng.pdf
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Cybersecurity
NS D E RS

Insider Threat Awareness Month Reminds Us
That the Biggest Threats Can Arise from Within

Posted By cyberinsiders

Insider Threat Awareness Month offers a great
opportunity to make organizations realize that today’s
modern cyberattack is no longer carried out by a dark
cyber-assassin with sophisticated hacking techniques. The
reality is that they no longer hack in at all, they log in

using weak, stolen, or otherwise compromised passwords.

~ And a shocking amount of the time, it is actually

an insider doing the “hacking.”

https://www.cybersecurity-insiders.com/insider-threat-awareness-month-reminds-us-that-the-biggest-threats-can-arise-from-within/
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Top 10 Most Exploited Vulnerabilities 2016-2019

U.S. Government reporting has identified the top 10 most exploited
vulnerabilities by state, nonstate, and unattributed cyber actors from 2016 to
2019 as follows: CVE-2017-11882, CVE-2017-0199, CVE-2017-5638, CVE-2012-0158,
CVE-2019-0604, CVE-2017-0143, CVE-2018-4878, CVE-2017-8759, CVE-2015-1641,
and CVE-2018-7600.

Exploited in 2020

10 vulnerabilities from 2016 to 2019 listed above, the U.S.
rted that the following vulnerabilities are being routinely
ated foreign cyber actors in 2020:

¢ Malicious cyber actors are increasingly targeting unpatched Virtual Private
Network vulnerabilities.
Alert (AA20-133A) o An arbitrary code execution vulnerability in Citrix VPN appliances, known
as CVE-2019-19781, has been detected in exploits in the wild.

o An arbitrary file reading vulnerability in Pulse Secure VPN servers, known
as CVE-2019-11510, continues to be an attractive target for malicious
actors.

e March 2020 brought an abrupt shift to work-from-home that necessitated, for
many organizations, rapid deployment of cloud collaboration services, such

Summary as Microsoft Office 365 (0365). Malicious cyber actors are targeting

The Cybersecurity and Infrastructure Security Agency (CISA), the Federal Bureau of Investigation (FBI), and the
broader U.S. Government are providing this technical guidance to advise IT security professionals at public
and private sector organizations to place an increased priority on patching the most commonly known
vulnerabilities exploited by sophisticated foreign cyber actors.

Top 10 Routinely Exploited Vulnerabilities

Original release date: May 12,2020

¥ Tweet Send

https://us-cert.cisa.gov/ncas/alerts/aa20-133a

eert.



https://us-cert.cisa.gov/ncas/alerts/aa20-133a

Alert (AA21-209A)
Top Routinely Exploited Vulnerabilities

Original release date: July 28,2021 | Last revised: August 04, 2021

Print ¥ Tweet K] Send

Summa ry Table 1:Top Routinely Exploited CVEs in 2020
This Joint Cybersecurity[Vendor CVE Type
(CISA), the Australian Cy Citrix CVE-2019-19781 arbitrary code execution
(NCSC), and the U.S. Fecp | ge CVE 2019-11510 arbitrary file reading
This advisory provides ¢ |Fortinet CVE 2018-13379 path traversal
(CVEs)—routinely explal -c._ pio 1p CVE 2020-5902 remote code execution (RCE)
Mobilelron CVE 2020-15505 RCE
Microsoft CVE-2017-11882 RCE
Atlassian CVE-2019-11580 RCE
Drupal CVE-2018-7600 RCE
Telerik CVE 2019-18935 RCE
Microsoft CVE-2019-0604 RCE
Microsoft CVE-2020-0787 elevation of privilege
Netlogon CVE-2020-1472 elevation of privilege

https://us-cert.cisa.gov/ncas/alerts/aa21-209a
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Cybersecurity

Hackers Breached Colonial
Pipeline Using Compromised
Password

By William Turton and Kartikay Mehrotra
June 4, 2021, 4:58 PM GMT-3

» Investigators suspect hackers got password from dark web leak
» Colonial CEO hopes U.S. goes after criminal hackers abroad

https://www.bloomberg.com/news/articles/2021-06-04/hackers-breached-colonial-pipeline-using-compromised-password
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Nao sao so usuarios que comprometem senhas:
Desenvolvedores expoe senhas e chaves no GitHub

Key Findings

Unit 42 researchers analyzed more than 24,000 public GitHub data uploads via the GitHubs Event API and found thousands of files
containing potentially sensitive information, which included:

4109 2464 2328 1089

Configuration files API keys Hardcoded username Private key files OAuth tokens
and passwords

https://unit42.paloaltonetworks.com/github-data-exposed/



https://unit42.paloaltonetworks.com/github-data-exposed/

SolarWinds — Ataque atribuido a Russia pelos EUA
Possivel vetor do comprometimento: senha no GitHub

SolarWinds FTP credentials were leaking on GitHub )

in November 2019 r=v=  More details are emerging about poor security at SolarWinds, following
3 29 | the compromise of its Orion network management software that was

Shares

A - then used to effect attacks on many companies in a number of regions
around the globe.

A researcher from India had advised SolarWinds in November 2019 that he had found a public
/ GitHub repository which was leaking the company's FTP credentials.

Downloads Url: http://downloads.solarwinds.com
FTP Url: ftp://solarwinds.upload.akamai.com
Username:

Password:

POC: http://downloads.solarwinds.com/test.txt

ounty hunter, said in a tweet: "Was

aging SolarWinds. Hmmm, how that

was *****123 Rolling on the floor

[ was able to upload a test POC.
Via this any hacker could upload malicious exe and update it with release SolarWinds product.

https://www.itwire.com/security/solarwinds-ftp-credentials-were-leaking-on-github-in-november-2019.html
https://threatpost.com/solarwinds-default-password-access-sales/162327/



https://www.itwire.com/security/solarwinds-ftp-credentials-were-leaking-on-github-in-november-2019.html
https://threatpost.com/solarwinds-default-password-access-sales/162327/

TOP10

Where leaks
come from

India

Brazil

United States
Nigeria
France
Russia

UK

Canada
Bangladesh

Indonesia

Uber Data Breach

Hackers discovered credentials in a personal
public repository on GitHub that granted
access to a database containing private
information of thousands of Uber drivers.

Equifax Data Breach

Leaked secrets in personal GitHub account
granted access to sensitive data for Equifax
customers.

State of Secrets Spraw! on GitHub - 2021:

Starbucks Data Breach

JumpCloud API key found in GitHub repository.

UN Data Breach

.gitcredentialsin a public repository giving
hackers access to private repositories
with sensitive information.

Development tools
Django, RapidAPI, Okta

Data storage
MySQL, Mongo, Postgres...

Other

including CRM, cryptos, identity providers, payments systems, monitoring

12%

Messaging systems
Discord, Sendgrid, Mailgun, Slack, Telegram, Twilio...

Cloud provider
AWS, Azure, Google, Tencent, Alibaba...

Private keys

Cersar niear eglhr


https://blog.gitguardian.com/state-of-secrets-sprawl-2021/

Resumo sobre os Incidentes Observados pelo CERT.br:
Causas Mais Comuns de Invasoes e Vazamentos de Dados

Ataques mais reportados e mais Mais de 80% dos incidentes seriam evitados se
observados em sensores:

— Forca bruta de senhas / senhas vazadas
Bastante frequente em redes .gov.br:

- contas de e-mails comprometidas
enviando spam e phishing Estudo Setorial
(via forca bruta no webmail | Zimbra) Seguranca digital: uma analise de gestdo de risco em empresas brasileiras
.o https://cetic.br/pt/publicacao/sequranca-digital-uma-analise-de-gestao-de-risco-em-empresas-brasileiras/
— senhas hardcoded em codigos fonte
expostos no GitHub e Pastebin

— todas as correcdes (patches) fossem aplicadas
— todos os servicos tivessem 2FA / MFA
— houvesse mais atencao a erros e configuragoes

C " (0 Vi | 26 Vocé teria um conselho para as empresas para
— Lomprometimento via expioracao d€  raqyzir o nimero de incidentes?
vulnerabilidades conhecidas

- falta de aplicacao de correcdes T . . 99
_ orros do configaragao Multifactor Everything
— falta/falha de processos -- Katie Moussouris (Luta Security, US)

https://youtu.be/4tuC32PlyJk

Veja também: Principais Ataques na Internet: Dados do CERT.br
https://youtu.be/nHh8hHaomFE?t=714
https://cert.br/stats/

cerbhr niehr ogibr
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https://cert.br/stats/
https://youtu.be/4tuC32PlyJk
https://cetic.br/pt/publicacao/seguranca-digital-uma-analise-de-gestao-de-risco-em-empresas-brasileiras/

O que Priorizar
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Manter Sistemas
Atualizados

— Acompanhe alertas de todos
os fabricantes do seu parque

— Atualize TODOS os sistemas
e aplicacOes
- mesmo que sejam “so
internos”

- movimentacao lateral na rede
interna é regra em todos os

ataques
— Defina regras para priorizar a
aplicacao de correcoes de
segurancga
https://www.first.org/cvss/

Adotar Multiplos Fatores
de Autenticacao

— Impede sucesso de forca
bruta de senhas

— Reduz impacto do
comprometimento de
credenciais

Tecnologias:

— Chaves criptograficas /
certificados

— Tokens
- em hardware (FIDO2/U2F)
- em software (HOTP/TOTP)

O mais importante:
— Nao usar somente senhas

Identificar e Tratar
Incidentes de Seguranca

Nao depende somente de
ferramentas

Acompanhe todas as
notificacoes enviadas para

- e-mail de abuse
— contato de whois do dominio

- e-mail da ETIR

— Divulgue amplamente o
contato para notificacées

Para 6rgaos da APF
— normas do GSI

— CTIR Gov

— Rede Federal de Gestao de
Incidentes Cibernéticos

cerbhr niehr ogibr
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Mesmo Assim

Incidentes Ocorrerao
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Gestao de Incidentes: PREPARE
o s . )

Definicoes Técnicas 8

] _ . _ Incident and ]
Incidente de Seguranca — cada organizacdo precisa VU'“efaf"'ty Reports 6

- , sl Network Monitoring ( "‘:, 0
definir o que é um incidente para ela, em geral com e et -\ ' S , ©)
base na missio, servicos e recursos disponiveis. and Public Monitoring

. General Information Detect Triage Respond

Notificacao de Incidente — ato informal de reportar a HETUESLS I l
uma rede/empresa a ocorréncia de um potencial
incidente, normalmente um e-mail ou formulario online — —?
B ) . . -

Foco é pedir/oferecer ajuda PROTECT

- Requer analise técnica para verificar
* se € mesmo incidente
« qual a natureza, escopo e impacto do incidente Resposta a Incidentes — acbes
- resolver ou mitigar incidentes
- disseminar informacgodes
- gestao fim a fim de eventos e incidentes — implementar estratégias para impedir que o incidente
- envolve toda a organizacao ocorra hovamente

Gestao de Incidentes — politicas e estratégias

Tratamento de Incidentes — processos CSIRT - acrénimo conhecido globalmente para

- prevenir, identificar, mitigar e responder Equipe de Tratamento de Incidentes de Segurancga

Fonte: Defining Incident Management Processes for CSIRTs: A Work in Progress. Figura utilizada com permissdo do CERT®/CC e do SEI/CMU.
https:/Iresources.sei.cmu.edu/library/asset-view.cfm?assetid=7153
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https://resources.sei.cmu.edu/library/asset-view.cfm?assetid=7153

Gestao de Incidentes:
Processos

Preparacao da organizacao

- reconhecer a importancia do adequado
tratamento de incidentes

- estabelecer politicas para notificacao
- planejar e implantar um CSIRT (ETIR)
Protecao da infraestrutura

- processo continuo de implementacao
de medidas de seguranca

Tratamento de incidentes

- recebe informacdes de, e alimenta os
outros processos

- depende de integragao com todas as
areas e alta qualificacdo das equipes

- PREPARE
O B — ©, ’
Incident and ]

Vulnerability Reports
Network Monitoring
Technology Watch

@, F &
and Public Monitoring \ — G -y h)

General Information Detect

Requests 4[

PROTECT

Triage Respond

|
—‘L"}

Fonte: Defining Incident Management Processes for CSIRTs: A Work in Progress. Figura utilizada com permissao do CERT®/CC e do SEI/CMU.
https:/Iresources.sei.cmu.edu/library/asset-view.cfm?assetid=7153
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Incidente vs. Vazamento de Dados

Incidente de Seguranc¢a — cada organizacéo precisa Violagao ou Vazamento de Dados (Data Breach ou
definir o que € um incidente para ela, em geral com Data Leak)
base na missao, servicos e recursos disponiveis.

“Divulgacao nao autorizada de informagdes sensiveis para

Dois possiveis exemplos de definicbes sao: um terceiro, normalmente fora da organizacdo, que nao
Qualquer evento adverso, confirmado ou sob suspeita, relacionado esta autorizado a ter ou ver a informacgao.”
a seguranca dos sistemas de computacao ou das redes de
computadores. “Vazamentos de dados (data leak) ocorrem quando dados
~OU- sao indevidamente acessados, coletados e divulgados na

O ato de violar uma politica de seguranca, explicita ou implicita. Internet, ou repassados a terceiros.

Exemplos de incidentes incluem atividades como: “Perda de Dados: a exposic¢ao de informacdes
- tentativas (com ou sem sucesso) de ganhar acesso néo proprietarias, sensiveis ou classificadas via furto ou
autorizado a sistemas ou a seus dados; vazamento de dados.”

- interrupcao indesejada ou negacao de servico;

- UsO nao autorizado de um sistema para processamento ou
armazenamento de dados;

- modificagdes nas caracteristicas de hardware, firmware ou
software de um sistema, sem o conhecimento, instrucdes ou

. Lo . Fontes:
consentimento previo do dono do sistema. https://niccs.cisa.gov/about-niccs/cybersecurity-glossary#D
Fonte: https://cartilha.cert.br/fasciculos/#vazamento-de-dados
https:/icert.br/certcc/csirts/csirt_faq-br.html https://csrc.nist.gov/glossary/term/data_loss

cerbhr niehr ogibr
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https://csrc.nist.gov/glossary/term/data_loss

Incidentes Envolvendo Dados Pessoais ou Crimes:
Tipos de Resposta no Fluxo de Tratamento de Incidentes

External communication
with others

Existe mais de um tipo de resposta x
que pode ser dada a um incidente de 5
segurancga SRR I v Comrineteecmica, manogomer, andegel reponses

If event is reassigned outside of incident-

management process To other organizational

Management response documentation
Reassigned events

envolvidos em alguns casos

- importante definir claramente em
politicas o que fazer

mrnal stakeholders need to be
notified »  To stakeholders
Response information
Nesponse actions and decisions

If response is complete
>
»
Response documentation

If response is complete

”response includes legal

1
1 >
t I I 4 d H ~ d 1 Reassigned events process
a resposita iegal € uma aecisao de :
h - I 1 R1 Respond to
C u n O g e re n c I a From T3: 1 > !echnlcal If response is reassigned outside of incident-
Assign Events Assigned 1 Issues Technical response information management process To other organizational
. v . ~ . events 1 Techn!cal response actions and _decisions Response information » process
= u m a eq u I pe tecn ICa n ao pOd e ] po r V I a : ;Zg;g:;i!;z%z:?: documentation Response actions and decisions
. . . 4 1
de regra, decidir sozinha se é :
neceSSéria uma resposta Iegal : If a postmortem review is required To PCS: Conduct
1 Proposed CSIRT process changes Postmortem Review
. R infa ti
- os Operadores da Justica e a ANPD s @ | e o sors e
rom T3: T )
~ Assign Events  Assigned 1 issues M. t informati
sdo stakeholders externos a serem o1 anegement responss actonsan deckions
1
1
1
1
1
1
1

R3 Respond to
» legal issues

- aresposta técnica ao incidente
ocorre em paralelo a resposta
gerencial e segue tempos diferentes

Legal response information

Legal response actions and decisions
Legal response documentation
Reassigned events

ssigned events » To participants

Formal notification of closure

Note: Multiple responses require a coordination effort.

Fonte: Defining Incident Management Processes for CSIRTs: A Work in Progress, paginas 152 e 221.
https://resources.sei.cmu.edu/library/asset-view.cfm?assetid=7153
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Nem todo incidente é crime ou envolve dados pessoais

Dia-a-dia da Equipe de Tratamento: Em outras palavras:
— identifica e trata varios incidentes, seguindo o Do ponto de vista de uma empresa/instituicao, o fluxo de
processo mostrado anteriormente de tratamento de incidentes envolvendo dados pessoais

: : . . ou possiveis crimes se diferencia apenas na fase final.
— 0 processo inclui a analise do incidente e a

identificacdo de Por exemplo:
- escopo e natureza 1. Incidente é detectado
- se ha necessidade de resposta gerencial 2. Analise mostra que quebrou um contrato?
- esta identifica se é necessaria resposta legal * se sim, aciona juridico para providéncias
* aresposta legal é requerida, por exemplo 3. Analise mostra que é crime?
- se for identificado crime, * se sim, aciona juridico para avaliar se necessita
~ quebra de contrato noticia aos operadores da justica
— incidente que envolva dados pessoais e que 4. Analise mostra que afetou dados pessoais?
possa acarretar risco ou dano relevante aos « se sim, aciona juridico para avaliar se necessita
titulares envio de relatério para a ANPD

« em todos estes casos € necessario seguir normas
e legislacao pertinentes a cada setor/érgao

cerbhr niehr ogibr



Gestao de Incidentes nao esta Isolada:
Pode ser Encontrada em Outros Frameworks

“The Framework is

NIST Cyber Security Framework

— voluntary guidance,
— based on existing standards, b
quidelines, and practices » Asset Management » Access Control Anomalies and » Response Planning » Recovery Planning
) ) » Business » Awareness and Events » Communications » Improvements
— for orgamzatlons fo better Environment Training Security Continuous > Analysis » Communications
manaqge anpl M » Governance » Data Security Monlto-rlng » Mitigation
Cy bersecur ’ty M » Risk Assessment » Info Protection Detection » Imbrovements
/ it helpi » Risk Management Processes and Processes P
n addﬂ:op to elping Strategy Procedures
organizations manage and > Maintenance
reduce risks, it was designed to > Protective
. . Technolo
— foster risk and cybersecurity ¥ \ . J

management communications

Incident Management
— amongst both internal and

external organizational

Original em Inglés e traducao para o Portugués disponiveis em:
stakeholders.” & 8 ¢ao p g p

https://www.nist.gov/cyberframework/framework
https://www.uschamber.com/sites/default/files/intl nist framework portugese finalfull web.pdf

cershr nieh
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FIRST CSIRT Services Framework:
CSIRTs Atuam Além da Gestao de Incidentes

Information Security Incident Report Acceptance
Information Security Incident Analysis
Artifact and Forensic Evidence Analysis

Mitigation and Recovery
Information Security Incident Coordination

Crisis Management Support

Information Security
Incident Management

» Monitoring and Detection s e
- Event Analysis —

Information Security Vulnerability
Event Management SERVIC E Management
AREAS

Vulnerability Discovery/Research
Vulnerability Report Intake
Vulnerability Analysis
Vulnerability Coordination
Vulnerability Disclosure
Vulnerability Response

+ Awareness Building

Training and Education » Data Acquisition
Exercises F » Analysis and Synthesis
Technical and Policy Advisory &l - Communication

Knowledge Situational
Transfer Awareness

“The services described are those potential
services a CSIRT could provide. No CSIRT is

Computer Security Incident Response Team (CSIRT) Services Framework: expected to provide all described services.”

https://www.first.org/standards/frameworks/csirts/

cerbhr niehr ogibr
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Todos Tem um Papel na Seguranca e Protecao de Dados:
Ecossistema é Complexo e Interdependente

Quase tudo é software e esta
conectado a Internet

Ataques sao constantes
- Motivacoes diversas
- Volume crescente
» ferramentas facilitam a perpetracao
por atacantes nao especializados
Organizacoes precisam

Administracao | Gestao de - Operar mesmo sob ataque
de Sistemas | Incidentes - Estar preparadas para lidar com
e Aplicacoes estes ataques

Cibernética

Seguranca
Cibernética

Seguranca na

Complexidade Técnica
Dependéncia do nivel anterior

Seguranca no Projeto e , .
Desenvolvimento de Sistemas e Melhora do cenario depende de
cada ator fazer sua parte

Aplicacoes




Por um Ecossistema mais Saudavel:
Programa por uma Internet mais Segura

PRINCIPAIS
PROBLEMAS DE
SEGURANCA NA
INFRAESTRUTURA
DA INTERNET

Ataques DDoS

Sistemas mal configurados
que permitem amplificagdo
Sequestro de prefixos
Vazamento de rotas
Ataques de forga bruta

PROGRAMA
POR UMA INTERNE
MAIS SEGURA

bep.nic.br/i+seg
CORRE

PROBLEMAS MATERIAL

:;nera:iomgps EDUCAC"]NM-

iz E MELHORES
PRATICAS

CRIAR
CULTURA DE
SEGURANGA

INDICADORES
PALESTRAS ~ DE SEGURANGA
ECURSOS

PRINCIPAIS
ACOES A SEREM
ADOTADAS POR
T0DO0S

MANRS

Hardening

Atender notificacdes
do CERT.br



https://bcp.nic.br/i+seg

Conscientizacao de Todos € Essencial:
Portal InternetSegura.br — materiais gratuitos

O ® < EH i@ internetsegura.br & (V] th a il

nID ’@ INTERNET Sobre ‘Outras iniciativas '_| Como Pedir Ajuda

Internet Segura — Faca sua parte e todos teremos
uma Internet mais segura!

i

para Criancas par aPais e
Adolescentes Educado res
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Cartilha de Seguranca para Internet:
Fasciculos e Slides para Palestras e Treinamento

Conteudo disponivel online gratuitamente sob

Licenca Creative Commons T
, - caﬁi“%

— Fasciculos que cobrem assuntos especificos w\l“‘-‘/
relacionados com segurancga na Internet ’}

o4

— Slides sobre cada um dos temas, que podem
ser utilizados, por exemplo, para dar aulas ou
palestras de conscientizacao

- Dica do dia no site, via Twitter e RSS

- Impressdes em pequena escala enviadas a escolas
e centros de inclusao digital

- Possivel gerar versdes personalizadas com logo da
instituicao
Exemplos de parceiros de impressao e distribuicao:
ltaipu, Eletronuclear, ELO, Microsoft, Procergs e Metr6 SP

https://cartilha.cert.br/
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https://cartilha.cert.br/

Obrigada

cristine@cert.br

notificacoes para: cert@cert.br @ @certbr

https://cert.br/

nichr egidr

www.nic.br | www.cgi.br



Referéencias Adicionais sobre ¢
Dinamica de Trabalho e Maturida

dos CSIRTs
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Tratamento de Incidentes:
Pessoas e Relacoes de Confianca Fazem a Diferenca

Incidentes nao acontecem no vacuo

— envolvem multiplas organizacoes, redes e paises

— resolucao requer analise de informacodes internas e externas
CSIRTs operam em um esquema de governanca em rede
— nao ha hierarquia

— ha a construcio de redes de confianca globais e locais
Diversas Comunidades formadas ao redor do Globo

— FIRST — TF-CSIRT — APCERT — AfricaCERT

— NatCSIRTs — EU e-CSIRT Network — LAC-CSIRTs — OIC-CERT
Maturidade evoluiu para um cédigo de ética e modelos de acreditacao e certificacao
— SIM3 — EthicsfIRST

— TF-CSIRT Trusted Introducer
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O que € um CSIRT O que um CSIRT nao é

A CSIRT is an organizational unit (which may be - Vitima
virtual) or a capability that provides services and - Atacante
support to a defined constituency for preventing, — Auditor

detecting, handling, and responding to computer

security incidents, in accordance with its mission. - Investigador
- Regulador
Fonte: FIRST CSIRT Services Framework 7
https://www_first.org/standards/frameworks/csirts/ - POI ICla
Questoes chave para o Caracteristicas de uma
sucesso de um CSIRT notificacao de incidente
— Criar relacdes de confianca - Informal
- Ter uma rede de contatos - Foco € pedir ajuda
« especialistas e outros CSIRTs - Requer analise técnica para verificar
— Criar um ambiente favoravel a notificacao « se é mesmo incidente
« sem carater punitivo * qual a natureza do incidente
» sem possibilidade de impacto de auditoria * qual o escopo
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https://www.first.org/standards/frameworks/csirts/

FIRST CSIRT Services Framework:
Estrutura, Autores e Proximos passos

Estrutura Autores
Formato de cada area Editor Contribuidores
- Service. Area - Klaus-Peter Kossakowski, Hamburg — Vilius Benetis, NRD CIRT (LT)
- SeNICQ University of Applied Science — Angela Horneman, CERT/CC (US)
) ’_: “gztb’?ﬁuncﬁon Coordenadores de area — Allen Householder, CERT/CC (US)
— Olivier Caleff, OpenCSIRT Foundation (FR) - Art Manion, CERT/CC (US)
— Cristine Hoepers, CERT.br/NIC.br (BR) — Sigitas Rokas, NRD CIRT (LT)
- Amanda Mullens, CISCO (US) - Mary Rossell, Intel (US)
Proximos _ Samuel Perl, CERT/CC (US) — Désirée Sacher, Finanz Informatik
| DE
PaSSOS - Daniel Roethlisberger, Swisscom (CH) (DE)

_ — Krassimir T. Tzvetanov, Fastly (US)
— matriz de Competéncias - Robin M. Ruefle, CERT/CC (US)

: : - Mark Zajicek, CERT/CC (US)
— material de treinamento
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FIRST CSIRT Services Framework:

Overview of all CSIRT Services and related Functions
'- SERVICE AREA

E“ Information Security Event

Management

Monitoring and Detection

Log and Sensor Management
Detection Use Case Management
Contextual Data Management

Event Analysis

Correlation
Qualification

SERVICE AREA
\ Information Security Incident
Management

Information Security Incident Report

Acceptance

* Information Security Incident Report Receipt

* Information Security Incident Triage and
Processing

Information Security Incident Analysis

* Information Security Incident Triage
(Prioritization and Categorization)

* Information Collection

* Detailed Analysis Coordination

* Information Security Incident Root Cause
Analysis

*  Cross-Incident Correlation

Artifact and Forensic Evidence Analysis

* Media or Surface Analysis

* Reverse Engineering

*  Runtime or Dynamic Analysis

* Comparative Analysis

Mitigation and Recovery

* Response Plan Establishment

* Ad Hoc Measures and Containment

* System Restoration

*  Other Information Security Entities Support

Information Security Incident Coordination

* Communication

* Notification Distribution

* Relevant Information Distribution

* Activities Coordination

* Reporting
* Media Communication
Crisis Management Support

* Information Distribution to Constituents
* Information Security Status Reporting
*  Strategic Decisions Communication

SERVICE AREA
Vulnerability Management

Vulnerability Discovery/Research

* Incident Response Vulnerability Discovery

*  Public Source Vulnerability Discovery

*  Vulnerability Research

Vulnerability Report Intake

* Vulnerability Report Receipt

* Vulnerability Report Triage and Processing

Vulnerability Analysis

* Vulnerability Triage
(Validation and Categorization)

* Vulnerability Root Cause Analysis

* Vulnerability Remediation Development

Vulnerability Coordination

* Vulnerability Notification/Reporting

* Vulnerability Stakeholder Coordination

Vulnerability Disclosure

* Vulnerability Disclosure Policy and
Infrastructure Maintenance

*  Vulnerability Announcement/
Communication/Dissemination

*  Post-Vulnerability Disclosure Feedback

Vulnerability Response

*  Vulnerability Detection/Scanning

*  Vulnerability Remediation

r 1 SERVICE AREA
L J Situational Awareness

Data Acquisition

*  Policy Aggregation, Distillation,
and Guidance

* Asset Mapping to Functions, Roles, Actions,
and Key Risks

* Collection

* Data Processing and Preparation

Analysis and Synthesize

*  Projection and Inference

* Event Detection (through Alerting
and/or Hunting)

* Situational Impact

Communication

* Internal and External Communication

* Reporting and Recommendations

* Implementation

SERVICE AREA
Knowledge Transfer

Awareness Building

* Research and Information
Aggregation

* Report and Awareness Materials
Development

* Information Dissemination

*  Outreach

Training and Education

* Knowledge, Skill, and Ability Requirements
Gathering

* Educational and Training Materials
Development

* Content Delivery

* Mentoring

*  CSIRT Staff Professional Development

Exercises

* Requirements Analysis

* Format and Environment Development

* Scenario Development

* Exercise Execution

* Exercise Outcome Review

Technical and Policy Advisory

* Risk Management Support

* Business Continuity and Disaster Recovery
Planning Support

*  Policy Support

* Technical Advice
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EthicsfIRST.org:
Cddigo de Etica da Comunidade Global de CSIRTs

[ NN IIRY Bl 0 | = ethicsfirst.org & (4] th O s
o
EthicsnRST
EthicsfIRST Ethics for Incident Response and Security Teams
= Ethics for Incident Response and
Security Teams
= Duty of trustworthiness Also available in PDF <
= Duty of coordinated
vulnerability disclosure Members of incident response and security teams (Teams) have access to many digital systems and sources of information.
= Duty of confidentiality Their actions can change the world. As a member of this profession, a Team member must recognize responsibility to their
= Duty to acknowledge constituency and to other security professionals, as well as to wider society. The individual must also recognize their
= Duty of authorization responsibility to their own well-being.
= Duty to inform
= Duty to respect human rights EthicsfIRST is designed to inspire and guide the ethical conduct of all Team members, including current and potential
= Duty to Team health practitioners, instructors, students, influencers, and anyone who uses computing technology in an impactful way. This
= Duty to Team ability framework includes principles formulated as statements of responsibility, based on the understanding that the public good is
= Duty for responsible collection always the primary consideration. Each principle is supplemented by guidelines, which provide explanations to assist computing
= Duty to recognize professionals in understanding and applying the principle.
jurisdictional boundaries
= Duty of evidence-based The duties are introduced below but are not in order of importance. These duties should not be seen as absolute requirements,
reasoning but rather as stated in the IETF RFC2119 for the definition of “SHOULD":
Appendix A
u Dealing with Dilemmas / “This word, or the adjective “RECOMMENDED", means that there may exist valid reasons in particular circumstances to ignore
particular [duties], but the full implications must be understood and carefully weighed before choosing a different course.”
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Avaliacao de Maturidade:
SIM3 - Security Incident Management Maturity Model

Quatro pilares

— Prevengéo, Detecgéo, Resolugéo, Controle de qualidade e feedback SIM3 : Security I

Management Matur:

Quatro quadrantes e o
— O - Organisation (11 parametros) ) N
— H - Human (7 parametros) |
— T - Tools (10 parametros)

— P — Processes (17 parametros)

SIM3 RADAR DIAGRAM (xxx CERT)

Como usar % o ety
— Cada comunidade escolhe os niveis de maturidade para seu contexto : }“R“!' A e
_ ~ ~ Contents 10 §\ \‘ // , .

Os parametros sdo o ponto em comum e : 45\\\\\\&\ L//,/)é -\
Quem usa =\

— TF-CSIRT Trusted Introducer
— ENISA, requerimento para CERTs Nacionais (NIS Directive)

— Nippon CSIRT Association
— FIRST: sera adotado no processo de filiacao

https://opencsirt.org/maturity/sim3/
https://thegfce.org/initiatives/csirt-maturity-initiative/
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https://opencsirt.org/maturity/sim3/
https://thegfce.org/initiatives/csirt-maturity-initiative/

SIM3:
Online Tool

Auto avaliacao em forma de
perguntas

Possui 4 perfis

— Trusted Introducer TI
Certification

— ENISA
- Basic
- Intermediate
- Advanced

Sera incluido um perfil para o

FIRST, quando for adotado
para filiacao

https://sim3-check.opencsirt.org/

000 < Em| 0

O: D Open GSIRT g1\ 3 Self Assessment Tool

Foundation

Organisation Human Tools Processes

With Humans we refer to the people working together to provide the services described in
the Organisation area and satisfy the mandate. All people contributing to the goals of the
(CSIRT) organisation that manages security incidents, require a technical and/or
management oriented education with considerable on-the-job training plus additional
training for more detailed expertise like malware analysis or forensics. The 'H' parameters in
this area are about the factors of importance in regard the most important factor in any
CSIRT: the human 'capital’ of the people working there.

Expand all / Collapse all

H-1: Code of Conduct/Practice/Ethics

Does your CSIRT provide guidance, guidelines or sets of rules for its team members on how to
behave professionally, in an ethical manner? Often called a 'Code of Conduct (CoC)' or a
‘Code of Practice (CoP)', it can provide golden rules on confidentiality, trustworthiness, and
other key human qualities expected from CSIRT team members. The CSIRT's host organisation
will often have an ethics code, but such codes are of a generic nature and have nothing to do
with the specific work that the CSIRT does. The CSIRT often deals with highly sensitive data,
and communicates not just inside the host organisation, but also outside. Also, responsible
behaviour of CSIRT team members is not limited to the work context, but also relevant in
private circles where security is concerned. The Trusted Introducer CCoP can be used as CoP
baseline, as it was written specifically for CSIRTs. Alignment with the security policy (O-11) is
necessary. Does your team support such a code of conduct/practice/ethics?

0  We never really discussed this.
1 We know what kind of work ethics are expected of us, but they were never written down.

2 We don't have a formal written code of conduct, therefore we wrote something for our own
purposes. Our management has not formally approved this.

3 We have a written code of conduct approved by our team management.

4 We have a written code of conduct approved by our team management. In the periodic review of
our team it is checked if and how this code has been used and if it serves its purpose.

H-2: Personnel Resilience

Does your CSIRT have enough staffing to deal with planned or unexpected team members'
unavailability? Such cases include illness, holidays, quitting of job ... Depending on the services
offered (O-5) and the service levels (O-7), the number of team members will vary, but ensuring

# sim3-check.opencsirt.org

¢ th | &
Open CSIRT Foundation Help License Color Scheme ~
Your SIM3 Assessment URL
Please bookmark your results to start next time with this status:
https://sim3-check.opencsirt.org/#/v1/6wal3v2nV-5bNcAAe3X-E0b63PcQb
Choose your desired SIM3 Profile:
ENISA/GCMF ENISA/GCMF ENISA/GCMF Tl
Basic Intermediate Advanced Certification

Table of Results

Spider-Chart/Show questions Open Actions [7]

If you click on a specific tile you will be directed to the associated parameter on the left
side.

Tl Certification
not reached
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