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Services Provided to the Community

Computer Emergency Response Team Brazil
National CSIRT of Last Resort

https://cert.br/about/
https://cert.br/sobre/filiacoes/
https://cert.br/about/rfc2350/

Affiliations and Partnerships:

Mission
To increase the level of security and incident 
handling capacity of the networks connected 
to the Internet in Brazil.

Constituency
Any network that uses Internet Resources 
allocated by NIC.br
- IP addresses or ASNs allocated to Brazil
- domains under the ccTLD .br

Governance
Maintained by NIC.br – The National Internet 
Registry (NIR)
- all activities are funded by .br domain registration

NIC.br is the executive branch of CGI.br –
The Brazilian Internet Steering Committee
- a multistakeholder organization
- with the purpose of coordinating and integrating 

all Internet service initiatives in Brazil
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First let's cover some possible misconceptions
– It is NOT about sponsored ads
- it is not ad fraud

• there is no paid advertisement

–The objective IS NOT to deliver malware
- it is only to be the top result on searches of interest

• e.g. sports betting platforms

– It is only about increasing the ranking in search engines
-compromising legitimate websites with good reputation
-manipulating keywords and referrals
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Malicious Search Engine Optimization (SEO) Campaigns
– Compromise legitimate websites
– Include terms related to the content they want to promote
- e.g. sports betting sites

– Include links to other compromised websites, to create cross-reference
– Only serve the “malicious” content to search engine related requests
- indexing bots
- users following links from search results

Reminder:
- Search Engine Optimization (SEO): the process of improving the quality and quantity 

of website traffic to a website or a web page from search engines.
Techniques are described by Google at:
https://developers.google.com/search/docs/fundamentals/seo-starter-guide
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Overview of the Attack TLP:CLEAR
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Google Search Example TLP:CLEAR



Result following the first highlighted link TLP:CLEAR



Result following the second highlighted link
– Plays a video for 5 seconds…
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– …then redirects to the website



Compromised site:
regular view vs Googlebot view
$ curl -L -s -A Googlebot https://[victim].edu.br/

$ curl -L -s https://[victim].edu.br/

TLP:CLEAR



Compromised site:
Googlebot view explained
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Section A is the content that will 
be served to visitors coming via 
a google search

Section B includes links to 
other compromised websites

All extra code is dynamically 
generated in memory
- malicious content is only 

served if the access comes
via a search engine

- there are no permanent 
changes to the website source 
code or filesystem structure

- links and local content 
provided by the C2

{{
A

B



Compromised site:
“local content” with no referer
$ curl -L -s 'https://[victim].edu.br/video/2025-05/barcelona%20e%20real%20sociedad’ | grep -A2 -i 'page not found'

<h1 class="list-heading">Page Not Found</h1>

<h5>Sorry, The page you were looking for could not be found.</h5>

<p>If you expected this page to exist, you might not have permission to view it.</p> </div>
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Compromised site: 
“local content” with www.google.com.br as the referer
$ curl -L -s -e "https://www.google.com.br/" 'https://[victim].edu.br/video/2025-05/barcelona%20e%20real%20sociedad’
<!DOCTYPE html>
[…]
<script>

let countdown = 5;
let countdownEl = document.querySelector('.countdown');

// 进度条动画
let progress = 0;
let interval = setInterval(() => {

progress += 20;
document.querySelector('.loader').style.width = progress + '%';
if (progress >= 100) {

clearInterval(interval);
}

}, 1000);

// 倒计时功能
let countdownInterval = setInterval(() => {

countdown--;
countdownEl.textContent = countdown;

if (countdown <= 0) {
clearInterval(countdownInterval);
window.location.href = 'https://www.br788cc.com/?ch=12942';

}
}, 1000);

// 按钮点击事件，手动跳转
document.getElementById('btn').onclick = () => {

window.location.href = 'https://www.br788cc.com/?ch=12942';
};

</script>
[…]
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Challenges
– It is not “one malware”
– Multiple
- C2s and modules/scripts
- operating systems
- webservers
- setups

– Lack of response from website admins 
- The few that respond are not able to find the root cause of the compromise

• several remove the modules/scripts, and in 2 or 3 days later are compromised again

– Reports from international campaigns are different from the scenario
we are seeing in Brazil
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Recommendations to Potential Victims
– Regularly visit your webserver and compare with the Googlebot view
$ curl -L -s https://[your_site]/ > normal-view.html
$ curl -L -s -A Googlebot https://[your_site]/ > googlebot-view.html
$ diff normal-view.html googlebot-view.html

– Enable network monitoring of outbound traffic, preferably netflow
- Look for connections from webservers to C2 servers
- Identify other servers compromised connecting to the same C2

– To really recover from a compromise, it is imperative to identify the root cause
- Was a vulnerability exploited?

• OS? Webserver? CMS?
- Infostealer at the website admin computer?
- A combination of the above?
- Something else?
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https://cert.br/

Thank You!

@certbrIncident reports to: cert@cert.br


